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FOREWORD

On February 24, 2022, two years and three months after this book was originally published in the United States, the world watched in horror as Russian president Vladimir Putin launched an unprovoked, full-scale invasion of Ukraine.

Tanks and artillery units poured across Ukraine’s borders marked with the letter “Z”, a symbol soon to become synonymous with senseless brutality. Helicopters and paratroopers assaulted the region around Kyiv with the intention of encircling the capital and decapitating Ukraine’s government. Warships blockaded the Black Sea, cutting off Ukraine’s access to global shipping routes and choking its economy.

Yet even before those attacks by land, air and sea, this new war had already started in another domain. On February 23 of that year, a now-infamous group of Russian hackers known as Sandworm had targeted more than a dozen networks across Ukraine’s government agencies as well as the country’s IT, energy, agricultural, and financial industries with a piece of data-wiping code designed to spread within their networks, destroying machines wholesale and instilling fear, confusion, and organizational paralysis on the exact eve of Putin’s invasion.

In the midst of the physical devastation inflicted by Russia’s offensive, any news of these cyberattacks scarcely rose to the public’s attention. But over the grinding days and weeks of violence that followed, Sandworm and the group’s fellow hackers inside Russia’s military intelligence agency, the GRU, would nonetheless target Ukraine in tandem with Russia’s traditional military forces. Together, they would carry out a kind of brutal, relentless hybrid warfare—coordinated physical and digital attacks—of a scale never before seen in the history of conflict.

Almost immediately, GRU hackers breached the US-owned satellite modem firm Viasat and used their access to push out a piece of malware known as AcidRain to more than ten thousand modems installed across not only Ukraine but Poland, France, and Germany. The attack led to what Ukraine’s senior cybersecurity official Viktor Zhora called a “huge loss in communications” for the country’s military—along with spillover effects that included disabling controls for two thousand German wind turbines.

Russia’s hackers, it soon became clear, were working hand-in-hand with its troops on the ground. Five days after the war’s start, those hackers triggered destructive malware inside the networks of media companies across Kyiv to disrupt radio and TV broadcasts—the same day that missiles struck a TV tower in the capital, killing at least five people at the facility and raining down debris on the nearby Holocaust Memorial. Three days after that, GRU hackers penetrated the government network in the central Ukrainian city of Vinnytsia—a day before eight missiles destroyed the city’s airport. A week later, a data-destroying cyberattack on the government of the city of Dnipro struck just as its government buildings were pounded with airstrikes.

Months after that, in the fall of 2022, Russia’s Sandworm hackers would carry out a form of cyberattack no other digital intruders in the world have ever executed, breaching a Ukrainian electrical utility to cause a blackout. This time—the third such power outage Sandworm has inflicted on Ukrainian civilians since 2015—that act of sabotage was timed to the very day that the same city was hit with a volley of Russian missiles, cruelly throwing civilians into darkness in the midst of an air raid.

Hidden beneath the headlines about missiles, tank warfare, drones and myriad Russian atrocities against civilians, a cyberwar unlike any ever seen before was unfolding. By the end of the first year of Russia’s full-scale war, Sandworm and other Russian hacking teams had unleashed more forms of data-destroying malware targeting Ukrainian networks than had ever been observed in any year, in any place, “in all computer history,” according to Anton Cherepanov, a senior researcher at the Slovakian cybersecurity firm ESET.

And yet as unprecedented as this synchronization of digital attack and traditional war may have been, it was also dismally predictable— at least, for anyone who had been obsessively tracking Russia’s Sandworm hackers for more than half a decade, as I had by that time. The GRU, and its Sandworm unit in particular, had already distinguished themselves as the most reckless practitioners of cyberwarfare the world had ever seen: the story originally told in this book.

As Russia waged a more limited, years-long conflict in the eastern region of Ukraine known as Donbas, starting in 2014—the period this book originally covered—Sandworm’s hackers had been given free rein to sow discord across the whole of the country, a more purely digital form of cyberwar uncoupled from any of Russia’s physical military tactics. In that phase of Russia’s war and cyberwar against Ukraine, Sandworm seemed to be simply tasked with undermining the smaller country’s government and terrorizing its population from east to west in a no-holds-barred digital barrage—one that culminated in the climactic NotPetya cyberattack that hit Ukraine in 2017 and spread worldwide to cause $10 billion in damage, still the most costly cyberattack in history.

That prior phase of cyberwar held lessons that are only now becoming fully clear: Sandworm’s wanton targeting of critical infrastructure from power grids to transportation to hospitals, in retrospect, didn’t just put on display the powerful and brazen cyberwarfare forces that Russia had developed—forces that are, as of this writing, still being wielded for maximum effect in the full-blown invasion Russia has now begun just a few years later. Those attacks also provided a glimpse of the scale of Kremlin’s pathological obsession with sabotaging a free Ukraine, along with its total disregard for the line between military and civilian targets.

For the broader world, however, those of us beyond Ukraine’s borders, Operation Sandworm tells the story of a hacking superpower waging cyberwar without restraint, a new threat to the global order whose perpetrators will by no means be limited to Russia—and whose victims won’t be limited to Ukraine.

The years since this book’s original publication have, in fact, seen the threats of catastrophic cyberattack become more numerous and varied than ever before: Profit-focused Russia-based cybercriminals have used ransomware to disrupt and hold hostage key pieces of countries’ societies and economies, like the hacking of the Colonial Pipeline in 2021 that provides nearly half the gasoline supply to the east coast of the United States, or the wholesale ransoming of the Costa Rican government in the spring of 2022 that led the country to declare a state of emergency. In May of 2023, a group of Chinese state-sponsored hackers known as Volt Typhoon was discovered gaining access to electrical utilities and other critical infrastructure networks in the continental US and Guam, in some cases in apparent preparation to trigger digital mayhem timed to a future invasion of Taiwan—a sign that China may be adopting a more patient but equally aggressive version of Russia’s cyberwar playbook.

Yet over those same years, there have also been some positive signs of governments beginning to at last grapple with forms of cyberwar arms control and deterrence. The world’s governments have, finally, ended the long, appalling silence around Russia’s crossing of red lines that this book originally described. Just months after this book was published in November of 2019, the governments of the US, the UK and the nation of Georgia called out Sandworm for a hacking campaign that shut down television stations across Georgia in late 2019. In doing so, those governments not only condemned Russia for a disruptive digital offensive against its neighbor, despite its status as a non-NATO country. They also publicly confirmed that Sandworm is, in fact, Unit 74455 of Russia’s GRU, the theory of Sandworm’s identity first laid out in this book.

Later in 2020, the US Department of Justice indicted six of Sandworm’s hackers by name, seeking the sort of consequences for the group’s callous destruction that had been lacking for years. After Russia’s Ukraine invasion, the US government went so far as to levy a $10 million bounty for any information that could lead to the six hackers’ capture. Half a decade after its worst cyberattacks, it seems, the GRU’s total impunity for its cyberwar crimes is—finally—at an end.

Many of those efforts to hold Russia accountable came during the first Trump administration. Yet given Trump’s more recent, erratic approach to Ukraine—including temporarily withholding US intelligence, calling Ukrainian President Volodymyr Zelenskyy a “dictator,” and bizarrely stating that Ukraine “should never have started” the war—it’s far from clear, as of this writing, whether those lessons will hold. Putin may instead come to see the attempted crackdown on Sandworm and its ilk as a brief interlude in America’s fickle foreign policy.

Longer term, the most permanent and lasting solution to the chaos of cyberattacks described in this book—a formal, Geneva Convention-style international code of limits for state-sponsored hacking— remains a far-off, illusory ideal. That’s in part because governments like that of the United States still, on some level, myopically believe that restricting the tools of cyberwarfare would limit their own strategic capabilities. In doing so, they leave us all vulnerable, even as the drums of cyberwar grow louder than ever before.

Until that changes, the original concluding words of this book— that “on the internet, we are all Ukraine”—hold true. And half a decade later, their meaning has become graver than ever.

Andy Greenberg

March 2025




INTRODUCTION

On June 27, 2017, something strange and terrible began to ripple out across the infrastructure of the world.

A group of hospitals in Pennsylvania began delaying surgeries and turning away patients. A Cadbury factory in Tasmania stopped churning out chocolates. The pharmaceutical giant Merck ceased manufacturing vaccines for human papillomavirus.

Soon, seventeen terminals at ports across the globe, all owned by the world’s largest shipping firm, Maersk, found themselves paralyzed. Tens of thousands of eighteen-wheeler trucks carrying shipping containers began to line up outside those ports’ gates. Massive ships arrived from journeys across oceans, each carrying hundreds of thousands of tons of cargo, only to find that no one could unload them. Like victims of a global outbreak of some brain-eating bacteria, major components in the intertwined, automated systems of the world seemed to have spontaneously forgotten how to function.

At the attack’s epicenter, in Ukraine, the effects of the technological doomsday were more concentrated. ATMs and credit card payment systems inexplicably dropped off-line. Mass transit in the country’s capital of Kyiv was crippled. Government agencies, airports, hospitals, the postal service, even scientists monitoring radioactivity levels at the ruins of the Chernobyl nuclear power plant, all watched helplessly as practically every computer in their networks was infected and wiped by a mysterious piece of malicious code.

This is what cyberwar looks like: an invisible force capable of striking out from an unknown origin to sabotage, on a massive scale, the technologies that underpin civilization.

For decades, the Cassandras of internet security warned us this was coming. They cautioned that hackers would soon make the leap beyond mere crime or even state-sponsored espionage and begin to exploit vulnerabilities in the digitized, critical infrastructure of the modern world. In 2007, when Russian hackers bombarded Estonia with cyberattacks that tore practically every website in the country off-line, that blitz hinted at the potential scale of geopolitically motivated hacking. Two years later, when the NSA’s malicious software called Stuxnet silently accelerated Iran’s nuclear enrichment centrifuges until they destroyed themselves, the operation demonstrated another preview of what was in store: It showed that tools of cyberwar could reach out beyond the merely digital, into even the most closely guarded and sensitive components of the physical world.

But for anyone watching Russia’s war in Ukraine since it began in early 2014, there were clearer, more direct harbingers. Starting in 2015, waves of vicious cyberattacks had begun to strike Ukraine’s government, media, and transportation. They culminated in the first known blackouts ever caused by hackers, attacks that turned off power for hundreds of thousands of civilians.

A small group of researchers would begin to sound the alarm— largely in vain— that Russia was turning Ukraine into a test lab for cyberwar innovations. They cautioned that those advancements might soon be deployed against the United States, NATO, and a larger world that remained blithely unprepared for this new dimension of war. And they pointed to a single force of Kremlin-backed hackers that seemed to be launching these unprecedented weapons of mass disruption: a group known as Sandworm.

Over the next two years, Sandworm would ramp up its aggression, distinguishing itself as the most dangerous collection of hackers in the world and redefining cyberwar. Finally, on that fateful day in late June 2017, the group would unleash the world-shaking worm known as NotPetya, now considered the most devastating and costly malware in history. In the process, Sandworm would demonstrate as never before that highly sophisticated, state-sponsored hackers with the motivations of a military sabotage unit can attack across any distance to undermine the foundations of human life, hitting interlocked, interdependent systems with unpredictable, disastrous consequences.

Today, the full scale of the threat Sandworm and its ilk present looms over the future. If cyberwar escalation continues unchecked, the victims of state-sponsored hacking could be on a trajectory for even more virulent and destructive worms. The digital attacks first demonstrated in Ukraine hint at a dystopia on the horizon, one where hackers induce blackouts that last days, weeks, or even longer— intentionally inflicted deprivations of electricity that could mirror the American tragedy of Puerto Rico after Hurricane Maria, causing vast economic harm and even loss of life. Or one where hackers destroy physical equipment at industrial sites to cause lethal mayhem. Or, as in the case of NotPetya, where they simply wipe hundreds of thousands of computers at a strategic moment to render brain-dead the digital systems of an enemy’s economy or critical infrastructure.

This book tells the story of Sandworm, the clearest example yet of the rogue actors advancing that cyberwar dystopia. It follows the years-long work of the detectives tracking those hackers— as Sandworm’s fingerprints appeared on one digital disaster scene after another— to identify and locate them, and to call attention to the danger the group represented in the desperate hope that it could be stopped.

But Sandworm is not just the story of a single hacker group, or even of the wider threat of Russia’s reckless willingness to wage this new form of cyberwar around the world. It’s the story of a larger, global arms race that continues today. That race is one that the United States and the West have not only failed to stop but directly accelerated with our own headlong embrace of digital attack tools. And in doing so, we’ve invited a new, unchecked force of chaos into the world.




PROLOGUE

The clocks read zero when the lights went out.

It was a Saturday night in December 2016, and Oleksii Yasinsky was sitting on the couch with his wife and teenage son in the living room of their Kyiv apartment. The forty-year-old Ukrainian cybersecurity researcher and his family were an hour into Oliver Stone’s film Snowden when their building abruptly lost power.

“The hackers don’t want us to finish the movie,” Yasinsky’s wife joked. She was referring to an event that had occurred a year earlier, a cyberattack that had cut electricity to nearly a quarter-million Ukrainians two days before Christmas in 2015.

Yasinsky, a chief forensic analyst at a Kyiv cybersecurity firm, didn’t laugh. He looked over at a portable clock on his desk: The time was 00:00. Precisely midnight.

Yasinsky’s television was plugged into a surge protector with a battery backup, so only the flicker of images on-screen lit the room now. The power strip started beeping plaintively. Yasinsky got up and switched it off to save its charge, leaving the room suddenly silent.

He went to the kitchen, pulled out a handful of candles, and lit them. Then he stepped to the kitchen window. The thin, sandy-blond engineer looked out on a view of the city as he’d never seen it before: The entire skyline around his apartment building was dark. Only the gray glow of distant lights reflected off the clouded sky, outlining blackened hulks of modern condos and Soviet high-rises.

Noting the precise time and the date, almost exactly a year since the December 2015 grid attack, Yasinsky felt sure that this was no normal blackout. He thought of the cold outside— close to zero degrees Fahrenheit— the slowly sinking temperatures in thousands of homes, and the countdown until dead water pumps led to frozen pipes.

That’s when another paranoid thought began to work its way through Yasinsky’s mind: For the past fourteen months, he had found himself at the center of an enveloping crisis. A growing list of Ukrainian companies and government agencies had come to him to analyze a plague of cyberattacks that were hitting them in rapid, remorseless succession. A single group of hackers seemed to be behind all of it. Now he couldn’t suppress the sense that those same phantoms, whose fingerprints he had traced for more than a year, had reached back, out through the internet’s ether, into his home.




PART I

EMERGENCE


Use the first moments in study. You may miss many an opportunity for quick victory this way, but the moments of study are insurance of success. Take your time and be sure.






1

THE ZERO DAY

Beyond the Beltway, where the D.C. intelligence-industrial complex flattens out to an endless sea of parking lots and gray office buildings marked with logos and corporate names designed to be forgotten, there’s a building in Chantilly, Virginia, whose fourth floor houses a windowless internal room. The room’s walls are painted matte black, as if to carve out a negative space where no outside light penetrates.

In 2014, just over a year before the outbreak of Ukraine’s cyberwar, this was what the small, private intelligence firm iSight Partners called the black room. Inside worked the company’s two-man team tasked with software vulnerability research, a job that required focus intense enough that its practitioners had insisted on the closest possible office layout to a sensory-deprivation chamber.

It was this pair of highly skilled cave dwellers that John Hultquist first turned to one Wednesday morning that September with a rare request. When Hultquist had arrived at his desk earlier that day in a far-better-lit office, one with actual windows on the opposite side of the iSight building, he’d opened an email from the head of iSight’s international intelligence collection teams, Jason Passwaters. Passwaters had discovered an intriguing malware sample that appeared to have been pulled off of a computer in Ukraine. In Passwaters’s email, Hultquist found a gift: His iSight colleague believed they had gotten their hands on a zero-day vulnerability.

A zero day, in hacker jargon, is a secret security flaw in software, one that the company who created and maintains the software’s code doesn’t know about. The name comes from the fact that the company has had “zero days” to respond and push out a patch to protect users. A powerful zero day, particularly one that allows a hacker to break out of the confines of the software application where the bug is found and begin to execute their own code on a target computer, can serve as a kind of global skeleton key— a free pass to gain entrance to any machine that runs that vulnerable software, anywhere in the world where the victim is connected to the internet.

The file that had come to Hultquist from iSight’s international team was a PowerPoint attachment. It seemed to silently pull off exactly that sort of code execution, and in Microsoft Office, one of the world’s most ubiquitous pieces of software.

As he read the email, Klaxons sounded in Hultquist’s mind. The PowerPoint file had already been analyzed by iSight’s technical team in Taiwan, and if the discovery was what the Taiwanese analysts believed it might be, it meant some unknown hackers possessed— and had used— a dangerous capability that would allow them to hijack any of millions of computers. Microsoft needed to be warned of its flaw immediately. But in a more self-interested sense, discovering a zero day represented a milestone for a small firm like iSight hoping to win glory and woo customers in the budding security sub-industry of “threat intelligence.” The company turned up only two or three of those secret flaws a year. Each one was a kind of abstract, highly dangerous curiosity and a significant research coup. “For a small company, finding a nugget like this was very, very gratifying,” Hultquist says. “It was a huge deal for us.”

Hultquist, a loud and bearish army veteran from eastern Tennessee with a thick black beard and a perpetual smile, made a point of periodically shouting from his desk into a room next door known as the bull pen. One side of that space was lined with malware experts, and the other with threat analysts focused on understanding the geopolitical motives behind digital attacks. As soon as Hultquist read the email about the malware sample pulled from Ukraine, he burst out of his office and into the bull pen, briefing the room and assigning tasks to triage what would become, unbeknownst then to any of them, one of the biggest finds in the small company’s history.

But it was down the hall, in the black room, that the hacker monks within would start to grapple with the significance of iSight’s discovery: a small, hidden marvel of malicious engineering.

■

Working on computers whose glowing monitors were the room’s only light source, the reverse engineers began by running the malware-infected PowerPoint attachment again and again inside a series of virtual machines— ephemeral simulations of a computer housed within a real, physical one, each one of them as sealed off from the rest of the computer as the black room was from the rest of the iSight offices.

In those sealed containers, the code could be studied like a scorpion under an aquarium’s glass. They’d allow it to infect its virtual victims repeatedly, as the reverse engineers spun up simulations of different digital machines, running varied versions of Windows and Microsoft Office, to study the dimensions and flexibility of the attack. When they’d determined that the code could extract itself from the PowerPoint file and gain full control of even the latest, fully patched versions of the software, they had their confirmation: It was indeed a zero day, as rare and powerful as the Taiwanese analysts had suspected. By late in the evening— a passage of time that went almost entirely unmarked within their work space— they’d produced a detailed report to share with Microsoft and their customers and coded their own version of it, a proof-of-concept rewrite that demonstrated its attack, like a pathogen in a test tube.

PowerPoint possesses “amazing powers,” as one of the black room’s two reverse engineers, Jon Erickson, explained to me. Over years of evolution, it’s become a Rube Goldberg machine packed with largely unnecessary features, so intricate that it practically serves as its own programming language. And whoever had exploited this zero day had deeply studied one feature that allowed anyone to place an information “object” inside a presentation, like a chart or video pulled from elsewhere in the PowerPoint file’s own bundle of data, or even from a remote computer over the internet.

In this case, the hackers had used the feature to carefully plant two chunks of data within the presentation. The first it loaded into a temporary folder on the target computer. The second took advantage of PowerPoint’s animation feature: PowerPoint’s animations don’t merely allow speakers to bore audiences with moving text and cartoons but actually execute commands on the computer on which the presentation is running. In this case, when the presentation loaded that animation file, it would run an automated script that right-clicked on the first file the presentation had planted on the machine and click “install” on the resulting drop-down menu, giving that code a foothold on the computer without tipping off its user. The result was something like a harmless-looking package left on your doorstep that, after you bring it inside, sprouts an arm, cuts itself open, and releases tiny robots into your foyer. All of this would happen immediately and invisibly, the instant the victim double-clicked the attachment to open it.

Erickson, the reverse engineer who first handled the zero day in iSight’s black room, remembers his work disassembling and defusing the attack as a somewhat rare, fascinating, but utterly impersonal event. In his career, he’d dealt with only a handful of real zero days found in the wild. But he’d analyzed thousands upon thousands of other malware samples and had learned to think of them as specimens for study without considering the author behind them— the human who had rigged together their devious machinery. “It was just some unknown guy and some unknown thing I hadn’t seen before,” he said.

But zero days do have authors. And when Erickson had first begun to pull apart this one in his blacked-out workshop that morning, he hadn’t simply been studying some naturally occurring, inanimate puzzle. He was admiring the first hints of a remote, malevolent intelligence.
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