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Introduction

Long before he became “the human error,” before computers had even entered the picture, plan A, for Graeme Payne, was the army.

Graeme grew up middle class in Christchurch, New Zealand, in the 1970s, the oldest of three. As a boy he’d relished structured activities that required him to master new skills. Rugby, an early passion, remains a pillar of family activity for Graeme and his own sons today.

In high school, Graeme joined the Army Cadets, where he quickly rose up the ranks, his discipline drawing the admiration of peers. He also nurtured a love for tinkering and building. When Ferrymead, a local historic park, received the gift of a massive anti-aircraft gun, he recruited friends to help restore it. The gleaming gun complete, Graeme used the effort’s success to launch the founding of a military museum.

Not every idea met with success. A renegade foray into bagpiping ended . . . swiftly.

Graeme’s father was an accountant, and so it was unsurprising when Graeme demonstrated a propensity for numbers. Thinking back, he recalls that it wasn’t the math that interested him most about accounting. It was the learning. Every audit process began with discovery, the need to quickly and thoroughly understand the inner workings of a business—the flow of activities, the systems of production. Only then could you get down to numbers. Deep learning was what he loved and took to naturally. The spreadsheets, he didn’t mind.

For years Graeme had planned to enlist after high school. Right before he left, however, he caught wind of a university scholarship offered by the accounting firm Arthur Young (known today as Ernst and Young). On a whim, he applied—and won. He accepted the scholarship while joining the army reserves to earn his basic training units.

“I’ve always embraced change,” he says, reflecting on this formative, sudden pivot. “What the heck? What have you got to lose?”

 

Change was already coming, like it or not, for him and many other New Zealanders. After decades of agricultural boom, on the backs of which New Zealand enjoyed one of the world’s highest standards of living, its long-standing wool, meat, and dairy economy had begun to wane. In its place, alongside manufacturing, the newer services sector was on the rise. Today, services account for 60% of the GDP in Canterbury, the region surrounding Christchurch.

Big changes were coming to the field of accounting, too. When Graeme started as a financial auditor for Arthur Young in Christchurch, there was a single IBM PC serving the whole office. Within a few years, each person had a so-called luggable at their desk. Older partners viewed the newfangled gadgets with suspicion, as gimmicks rather than time-savers. They preferred their “word processors”—not the electronic kind, but human beings, typically women, who would type up recorded voice memos.

Graeme, by contrast, embraced new technology. He took pleasure in understanding how the machines worked, using their programs to build graphs, lightening his workload with software that could perform calculations faster and more reliably than he could on his lined yellow pads. He spent hours teaching himself the basics of computing from books.

“I was an early adopter,” he says, a half smile emerging. “I even had the Apple Newton.”

Ever the leader, Graeme did his best to help others around him adapt. He and a colleague produced an instructional video on how to use a PC, which they mailed to the homes of partners for viewing on their personal VCRs. In time, Arthur Young came to value Graeme’s proficiency. They asked him to create a computer training program for all of New Zealand. He did, and for the most part it worked, though some older partners continued to struggle. Graeme recalls one who, well into the email era, would have his assistant print out then read aloud each email message as it arrived.

Even for Graeme, the pace of change could be hard to keep up with. But he understood what was at stake: the very future of the firm. Outside the walls of Arthur Young, computers were rapidly transforming the businesses of its corporate clients. Auditing now meant understanding how this new technology was being incorporated into practices like data storage, payroll, and analytics. The credit industry, for example, had for a century relied on paper records: first notebooks, then storehouses full of file cards. The 1960s brought a shift to electronic records. By the 1970s and ’80s, everything was on a mainframe, housed in a data center. In those days, keeping the records safe meant restricting access to these centers. A guard at the door, say, or a heavy-duty padlock.

Enter the internet.

Seemingly overnight, the world of security was turned on its head. Hackers created computer viruses that tore across unprotected networks, wreaking havoc. The threat to global industry was immediate and existential, and an entirely new sector sprung up to meet it: information security. In 1995, Citibank hired Steve Katz as chief information security officer, believed to be the first CISO—pronounced SEE-so—in history.

Graeme saw potential in the chaos. This new information security Wild West needed tools, and he had ideas. During a stint in Auckland, Graeme built a product called “Advisor” that could flexibly analyze different types of computer systems. At a meeting in Singapore, a like-minded US partner quickly grasped the product’s value and invited Graeme to the United States to work on it. Curious, open-minded, and hungry, Graeme moved eight thousand miles first to Cleveland and then to Atlanta, to open Ernst and Young’s inaugural security consulting practice. He was not yet an expert in the field—but then, no one was. The tides were shifting too quickly, the problems too new for old wisdom. A wave of opportunity was cresting. Graeme grabbed his surfboard and rode.

Today the CISO is a standard position at any major corporation. Forty-one percent of corporate boards see cybersecurity experience as a key qualification for overall directorship. By 2024, the cybersecurity market will reach $300 billion. A worldwide shortage of cybersecurity professionals means 2.9 million positions sit unfilled, while financial losses due to cyberattacks are growing 62% annually, a loss of $1 trillion in 2020 alone.

 

By 2011, Graeme was ready for a new kind of change.

Now he was an expert in his field. He’d been traveling the world as a security consultant for fifteen years, and life as a road warrior was beginning to grind him down. His two boys at home in Atlanta needed more guidance in their many (structured, skill-based) activities.

When the offer came to join Equifax as vice president for IT risk and compliance, he jumped. Here was exactly the type of stable, in-house role he was craving. Though the firm was mature, there was still plenty of building and fixing to be done. By 2017, Equifax held records of one billion consumers, one hundred million small and medium businesses, one hundred million employees, $20 trillion in property data, and $20 trillion in wealth data. That August, during an address at the University of Georgia, CEO Richard Smith put it this way: “If you think of the largest library in the world—the Library of Congress—well, Equifax handles twelve hundred times that amount of data every day.”

With numbers that large, things went wrong. Often.

In March 2015, for example, Katie Manning, a resident of Portland, Maine, arrived home from work to find her mailbox bursting with letters from Equifax—three hundred in all. Each was addressed personally to her but contained the complete credit history, social security number, and bank account information of a stranger.

Equifax asked Graeme to investigate. He soon learned that Katie wasn’t the only one; other people had received hundreds or even thousands of letters containing strangers’ private data. Because the reports were on paper, Equifax dispatched teams to retrieve them in person. One recipient in Washington, DC, became paranoid and refused to answer the door. Instead he had the team meet him at night on a public street. At the appointed hour, the Equifax agents had to flash their headlights three times, like spies in a thriller. Only then did the man hand over the reports.

Vulnerabilities and bad actors were always changing, and breaches were more common than Graeme would have liked. With each incident, Graeme’s team’s goal was to understand, correct, and learn. No one, to his recollection, was laid off.

 

In July 2017, Graeme spent the weekend of his fifty-fourth birthday with his wife and boys, outdoors in the scorching Georgia sun. That Sunday he came home to a series of missed calls from his own CISO, Susan Mauldin.

The news was not good. A security breach had targeted a piece of software Graeme managed. The full extent of the breach was as yet unknown, but it was all-hands-on-deck.

Graeme’s title at this time was chief information officer for Global Corporate Platforms. Under his purview was the ACIS Portal, a software system used to log records of consumers who wanted to dispute credit reports, report identify theft, initiate a security freeze, or request a copy of their records. A piece of software known as Apache Struts connected ACIS to the database.

Four months before the breach was discovered, 429 Equifax employees, including Graeme, had received email notice of a vulnerability in Apache Struts. The appropriate teams had investigated and applied a patch they believed would suffice.

They were wrong. Hackers broke in and stole data for 148 million US consumers and fifteen million British consumers, including names, social security numbers, home addresses, and driver’s license numbers. It has been called the most expensive data breach in history.

Amid the public fallout, several senior employees were let go or sent out for early retirement.

On Monday, October 2, 2017, at a meeting with HR that he thought was about something else entirely, Graeme was fired.

The next day, former CEO Richard Smith testified before Congress. He blamed the breach on a combination of “technological failure” and “human error,” attributing the latter to a single individual. Senator Al Franken jokingly dubbed this person “Gus”: “Why is the security of 145 million Americans’ personal information all in the hands of one guy? Why is it all up to Gus?”

Graeme, suddenly unemployed and watching the congressional session live on TV at home, knew they were talking about him. He was Gus. Soon enough his real name was leaked, along with an epithet: “the human error.”

 

The dubiousness of pinning a systemic breakdown on one person was clear enough, even to Congress. As stated in one congressional report, “A senior Equifax official was terminated for failing to forward an email, an action he was not directed to do, the day before former CEO Richard Smith testified in front of Congress. This type of public relations–motivated maneuver seems gratuitous against the backdrop of all the facts.”

Modest dissemination of this more reasonable counternarrative did little to undo what had rapidly become the accepted reality: Graeme Payne stood for everything that had gone wrong.

The bitter irony was that, up until then, through the lens of our current world of work, Graeme had done everything right in his career.

He had identified opportunity early. His curiosity, appetite for learning, and agility allowed him to quickly establish expertise in a booming new field. Time after time, he drew motivation and energy from the meaning he found in mastering new skills and building creative products. Through careful prospection, he took calculated risks, then pushed forward through challenge after challenge.

In short: Graeme Payne had a Tomorrowmind.

And somehow, even so, in 2017 Graeme found himself at the edge of an abyss.

Getting fired feels terrible. It harms our psychological well-being and physical health in a million ways. Pile on top of that the extremely public nature of Graeme’s firing, and it’s no wonder that he struggled mightily. In those months, Graeme felt deeply the fear that would have in fact deterred most of us at so many points earlier in his journey.

“When the congressional report was released and my name was published all over the internet, I really thought that that was the end of my professional career,” Graeme says. “I started to wonder about my future job prospects. How would my association with Equifax be viewed by prospective employers?”

For many senior Equifax leaders, that was the end. CISO Susan Mauldin hasn’t been heard from publicly since her post-breach resignation. CEO Richard Smith and CIO Dave Webb have likewise faded from view. In 2018, the company laid off a whole new slate of employees—hundreds more people forced to start over, now with a stain on their résumé.

Faced with that, how many of us would feel paralyzed? How many of us would want to give up?

Graeme Payne chose another way.

From the depths of his despair, he began reaching out to friends and former colleagues. He’d helped a lot of people over the years, and they were eager to reciprocate. “I was encouraged by friends and colleagues to look at this in a more positive light. They told me that I really had a lot to offer to others, having been through one of the largest data breaches in history.”

The same skill set that had led Graeme to the heights of his career—his resilience, his cognitive agility, his prospection, his creativity, the meaning he found in gaining new skills—now brought him back from the edge. He’d always run toward challenge and the opportunity to gain mastery amid chaos. Drawing courage from his strengths and his social network, he began piecing his career back together, brick by brick.

What once looked like an unmitigated personal catastrophe has today transformed into a successful new chapter in cybersecurity consulting. Graeme’s friends were correct. Companies want to learn from someone who knows firsthand what to do and what not to do. Graeme advises corporate boards and senior executives on cybersecurity readiness. He continues to build new capabilities and offerings to help his consultancy grow into new marketplaces. “Some of our best lessons in life come from our mistakes,” Graeme advises. Today he wears the label of “the human error” with ironic pride.

 

The two of us, Marty and Gabriella, came together around the time Graeme lost his job at Equifax. The dramatic challenges posed by our new world of work—the rapid pace of technological change; the overnight disruption of entire industries by new upstarts; the rise of uncertainty and volatility in every global market—had already come to consume our interests. We have both devoted our careers to improving psychological well-being and felt alarmed by people’s inability to rise to these mounting challenges. And this was all years before the COVID-19 pandemic, which in 2020 spun a rising storm into a full-on tornado. Roughly half the US workforce struggles with burnout. Seventy-six percent see workplace stress negatively impacting their personal relationships. Excessive stress at work accounts for $190 billion in healthcare costs each year, plus hundreds of thousands of unnecessary deaths. At work, where we spend the majority of our waking hours on this planet, we are too unhappy, too tired, and too sick.

A great deal of ink has been spilled on the topic of how the so-called future of work will change business. But how will it change us? And how can we make sure we come out on top? We’ve now partnered with hundreds of companies, employing millions of workers around the globe to face these questions.

This book will share our answers. We begin by grounding our understanding of today’s challenges in the past. This is not the first time that our species has had to adapt to a new world of work. As we’ll see in chapter 1, our brains evolved over millions of years in relationship to a specific type of work, the type our ancestors knew best: hunting, fishing, and gathering. Foraging is still the work our brains are best adapted for. The forager’s brain is well suited to a five-hour workday, to communal life, to the creative exploration of new terrain, and to an ever-present connection to nature. By about 10,000 BCE, however, that same brain had invented technologies and structures that produced our very first labor transformation, from foraging to farming. This was an immensely painful transition given the mismatch between our forager capabilities and this new life of a farmer.

Each subsequent labor transformation—first to agriculture, then industrialization, and then, today, to our technology-driven world of work—has come at a wrenching human cost. In some cases that cost has been so great that historians and anthropologists still struggle to explain how it happened. Why, as a species, would we have shifted to such alien forms of work? Forms of work that run so contrary to our native abilities that pursuing them causes human hardship? Greater collective productivity and technological sophistication have been the societal reward. But that reward has come on the backs of billions of long-suffering individuals who never reaped its benefits.

Today’s transformation, a future alive and present all around us, threatens our well-being in its own unexpected new ways. As chapter 2 details, the sheer pace of change means we are now already changing or losing jobs twice as fast as at the height of industrialization. By one estimate, eight hundred million global workers will see their jobs replaced by automation by 2030. As many as 80% of us will see our wages reduced due to automation in this same period.

We know how this will play out. In the year after job displacement, death rates increase by 50–100%. Unemployment alone raises our risk of heart attack by 35%, and, along with job instability, raises the rate of nearly every major category of psychological distress—depression, anxiety, and substance abuse.

Now factor in the risks driven by the new nature of work itself. Start with the socially isolating aspects. Gone are the days of twenty-year-long colleagueship, of stable, in-person work communities that would support us throughout our careers. Average job tenure is about 2.8 years for workers aged twenty-five to thirty-four. Peers come and go, as do we, creating a historic and unnaturally fast rate of turnover in our working groups. An estimated 25–30% of the US workforce will be working remotely in the years to come. The prevalence of loneliness has doubled in the last twenty years, increasing our rates of depression, heart disease, and of all-cause mortality.

Add to that the volatility and uncertainty that we must navigate—individually and as organizations—even under the best of circumstances. Companies find their business models disrupted overnight; the ankle-biting competitor is suddenly the industry leader. Teams learn that the product they’d spent months building is now obsolete, the group fractured into a half dozen pieces, each recycled into entirely new initiatives around the globe. Sixty-one percent of full-time employees say the stress of the modern workplace has made them sick; this tumult accounts for about 120,000 excess deaths per year in the US, and up to one million in China.

 

And yet.

We are not doomed.

We know this from the stories of remarkable people like Graeme. Graeme is remarkable, truly, in his ability to navigate the riptides of change so deftly, and to help those around him in the process, but he is not singular. There are other Graemes out there as well, possessing Tomorrowminds we can learn from.

And we know this now, too, and quite well, from decades of research into the science of psychological well-being and thriving.

The two of us have dedicated our lives to this science, as clinicians and as innovators. For Marty, the journey began in the 1960s at the University of Pennsylvania. His research over three decades established the conditions under which people either thrive or falter under great stress. Much to Marty’s frustration, academic psychology was not yet ready to follow these studies to their logical conclusions. Yes, his findings were applied to depression treatment—call that the psychopathology lens. But their implications were even more important for how to live a more resilient, more fulfilling existence—and how to avoid those negative outcomes to begin with. By the 1990s, as we’ll see in chapter 3, Marty was leading the charge for a new field of study, called positive psychology. As president of the American Psychological Association and founder of Penn’s Positive Psychology Center, Marty has spent the last thirty years demonstrating that flourishing is within reach; and that in fact our potential for growth is enormous, so long as we are willing to take this science and its core principles to heart.

Gabriella, a medical doctor by training, spent the first ten years of her career in fMRI brain research, psychiatry, and public health. Like Marty, she aspired to do more than reduce psychopathology; she wanted to help large populations thrive. In 2008, she identified an opportunity to innovate more radically through behavioral health technology, a career change that had her, like so many of the individuals profiled in this book, starting over from scratch. In 2014, Gabriella pioneered one of the first tech-enabled behavioral health offerings on the market, a product that would serve millions of workers at all levels. She has since led or advised product and innovation at a wide range of companies, including as chief product officer at BetterUp, a company focused on fostering employee flourishing through virtual coaching, AI technology, and behavioral science.

In 2017, BetterUp CEO Alexi Robichaux asked Gabriella to start BetterUp Labs, a research organization focused on workplace thriving skills. The Lab partners with academics around the world and makes use of BetterUp’s global development platform to measure and promote flourishing at work. Marty’s lifelong work on optimism, positive emotion, social connection, and well-being made him a natural collaborator.

Important allies in this research have been forward-thinking leaders of large companies who need their people to be as productive as possible, and who understand what workers are up against: increasing psychological pressures amid an ever-accelerating pace of change. The most innovative corporate leaders have an appetite for experimentation, an orientation toward data and science, and a belief that there is a better way. These leaders will, we hope, find much helpful guidance in this book. They have also been, in many cases, direct partners in the research described here, helping to develop the knowledge base itself.

 

You might be a manager, an individual contributor, or a top executive. You may work the front lines of customer service in a call center, in a school or hospital, or on a manufacturing team behind the scenes. Regardless of your role, you have probably picked up this book because you understand that this topsy-turvy workplace is here to stay. You, like Graeme, have felt the urgent weight of change, and you know that it will come at you again and again, and keep on coming.

We cannot stop change. But we don’t need to fall victim to it. We hope that this book will become your dog-eared, reread, personally annotated guide to flourishing as a fully human being in a world of work that’s increasingly controlled by machines. We hope this knowledge will help you sprout the wings to fly higher than you ever could have imagined. The skills described here won’t be developed overnight. They will take thought, practice, and commitment. In time they will function as superpowers to guide you steadily over swirling waters, to help you preserve balance and focus through a centered, empowered lens on the world. We call this thriving. This is the lived experience of work that we all deserve, and which we can all achieve.

Consider the case of Graeme—the pivots, the highs and lows, from cadet to accountant to IT to information security guru. You may well know someone like Graeme in your own life, someone who’s been through it all, career-wise, and somehow manages to land on their feet or even come out on top. These people are real. They are human, just like any of us. What makes it possible for some of us to surf these turbulent tides while so many others drown?

Our Lab’s studies of thriving at work, including data from hundreds of thousands of workers in all industries around the world, have identified five psychological powers as most critical for workplace thriving in the twenty-first century:

1. Resilience and cognitive agility (R): The bedrock of thriving through change

2. Meaning and mattering (M): The motivation to propel us forward

3. Rapid rapport to build social support (S): The connection we need to flourish

4. Prospection (P): The meta-skill positioning us ahead of change

5. Creativity and innovation (I): Our uniquely human gift, restored to workplace prominence today after its assembly-line decline

A handy (if out of order) acronym you can use to remember these five is PRISM. Taken together, they are the five components of a Tomorrowmind—the mindset that allows us to anticipate change, plan appropriately, respond to setbacks, and achieve our full potential.

This book will describe each power in detail, including why it matters to thriving in the future of work, and how you can develop it. We weave together our own novel research with the existing literature to give you the most complete, up-to-date understanding of each skill.

How to Read This Book

So far, we’ve described the contents of chapters 1–3, all of which set the stage for an in-depth exploration of each of the PRISM powers. If those powers are what interest you most, feel free to skip ahead to chapter 4, which leads off with resilience.

Psychological resilience lets us bounce back from defeat without harm. At its best, resilience looks like antifragility: the ability to grow stronger from challenge. Recall Graeme’s response to the rapid evolution of his clients’ computer tools. For older partners, this new development was a threat, whereas Graeme saw an opportunity to learn new skills and use them to his advantage to open new markets. Resilience is closely related to cognitive agility—our ability to flex in and out of new ideas adeptly, balancing opportunistic scouting with focused effort. These skills form the bedrock of a psychologically healthy approach to the volatility of our new world of work. Thanks to decades of scientific research, including our own, we know that these skills can be cultivated and taught.

Resilience describes how we bounce back from change. Chapter 5 takes us into the why. Reinventing ourselves in role after role, as we will all need to do, requires great effort. The motivation for reinvention will come from our sense of meaning and purpose. How do we stay connected to our professional “why” in a world of constantly changing “whats”? Graeme leaned hard into his why as a builder and creator of value for many years. In his darkest hour, he saw the opportunity to turn his ghastly experience into a positive by applying his hard-won learnings in service of new clients. Understanding meaning and purpose has led us to the newer concept of mattering, which offers a more concrete and actionable framework. We all want to matter, and with the right tools, we can cultivate this sense, both as individuals and as organizations.

It was also in his darkest hours that Graeme discovered how critical social support is to professional success. But what does it mean to cultivate relationships successfully in our lonely, ever-shuffling, often remote workplace lives? Chapters 6 and 7 introduce rapid rapport, a social skill that we will all need to become expert at. As teams form and dissolve and reconstitute, spanning continents and languages and cultures and diverse skills, we need to quickly build trusting and meaningful relationships with our new coworkers, for the good of our well-being and for the quality of our work. On the one hand, such rapid relationship building is not natural to our ancient brains. On the other, we know a great deal from psychology and neuroscience about shortcuts that make this achievable.

In chapter 8 we arrive at prospection: our ability to imagine and plan for the future. Prospection is the meta-skill for today’s workers. In an era of rapid change, we need every bit of edge we can get in anticipating what is to come. Skilled prospection confers advantages in our careers and in our well-being. We’ll examine what prospection is and how it works and offer tools to help us become better prospectors.

A specific form of prospection being demanded more and more of the workforce is creativity. Gone are the days of “creative departments.” Chapter 9 dissects what it means to live in an era where everyone is expected to be a creative. We’ll get deep into the brain science of creativity and break down what we know about how individuals, teams, and organizations can foster greater innovation. We’ll also widen the lens on creativity to show how it can take different forms. Recall how much of Graeme’s success came not only from embracing change but also from evolving new solutions to help customers. Graeme does not think of himself as a creative, per se, but as a builder who loves to learn. That mindset is available to all of us.

Our final chapter turns to the organization itself. In collaborating with leading companies over the last ten years, we have learned quite a lot about what makes some corporations successful at building employee thriving while others flop. There are clear historical and structural reasons why so many businesses default to the same inadequate solutions again and again. We propose a creative reimagining of those structures in favor of a holistic system better suited to the challenges of the future.

 

There is no shortage of books to be found on how and why work is changing. This book addresses, through the lens of behavioral science, why those changes are so hard for us, and how we can rise to the occasion. History is replete with lessons on the high human cost of labor transformations. The last several decades of positive psychology and neuroscience give us a unique advantage, one unavailable to our ancestors. While our brains have changed little since they first evolved, their collective scientific efforts offer us a new operating manual for how to use the same ancient neural matter to support our modern goals.

We begin at the beginning, of work and the brain itself.
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