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Prologue

Where’s All the Chaos?

On Tuesday, 3 November 2020, shortly after 11 p.m. on the East Coast of the United States, the first network declared the winner of the 2020 presidential election. President Donald J. Trump had been reelected for a second term.

The call from the first network was followed by a similar call from another network minutes later. By quarter to midnight, all three major national broadcast networks and the three major cable news networks declared President Trump the winner, beating Democratic hopeful Joe Biden by the narrowest of margins in critical swing states, including Arizona, Florida, Minnesota and Pennsylvania.

The outcome of the 2020 election was a devastating blow to those on the left hoping that the immense suffering 2020 had brought, with the global Covid-19 pandemic leading to historic deaths and unemployment in the country, might be enough to convince the all-important undecided voter that a change in leadership was needed. And throughout the summer and into the fall of 2020, that hope seemed justified. According to most polls, Biden led by an adequate margin in critical swing states. Despite the fact that the country had never been so polarised, it looked like his appeal to undecideds was enough that, provided no significant missteps, Biden simply needed to coast to the 3 November finish line to win it.

But everything changed with that late October surprise.

The video first appeared on Facebook ten days before the election. It was posted to the page of a small group of Pennsylvanian deer hunting enthusiasts, before being copied and shared among other, larger, hunting groups on the platform. From there, the video made its way onto the page of a popular Second Amendment Facebook group, where it exploded. Within the hour, it was shared over half a million times. By the end of the day, after being reposted to Twitter, the video had racked up close to twenty million views.

The footage was damning – all twelve seconds of it: it showed Joe Biden, clearly in frame, surrounded by a huddle of advisors. It was obvious one of the group was recording the meeting without the knowledge of the presidential-hopeful. In the Dutch-angled clip, a tough, steely-eyed Biden glared at someone out of frame. Giving a grim nod, Biden said the words that would ultimately cost him the election: ‘America’s gun violence is too great. The day I’m sworn in, I’m signing an executive order confiscating and banning all firearms.’

The video was what media and cybersecurity experts had long feared. And it was, of course, fake. A deepfake, to be precise. Created, virtually out of thin air, by artificial intelligence. Yet, despite its insincerity, it was good enough for its intended purpose. It was almost 24 hours before the first media outlet confirmed its inauthenticity. Additional media outlets followed the same day. Yet still, other media, those more sympathetic to President Trump’s reelection campaign, having already reported on the faux scandal, never followed up with clarification that the video being shared on social media, and in texts and private WhatsApp groups across the country, was indeed fake. And, by the time of the election the following week, that adequate margin Biden had led with throughout autumn evaporated by election night as enough undecideds, still believing the deepfake real, flipped to Trump, and pro-gun advocates turned out in record numbers.

Now, none of what I’ve described so far, thankfully, actually happened. There was no deepfake of Joe Biden that went viral and cost him the election. The Democratic contender did have a hard-fought campaign, but he came out victorious. And des­pite Trump, his enablers and a group of insurrectionists trying to stop Biden from being sworn in by almost all means necessary, Joseph R. Biden did become the 46th president of the United States at noon on 20 January 2021.

Yet, in the years running up to the 2020 election, you could be forgiven for fearing that a deepfake could very well alter the course of history. There certainly was no shortage of headlines warning of such an impending calamity. Just take this selection from various publications:

‘Deepfakes threaten the 2020 election.’1

‘Will Deep-Fake Technology Destroy Democracy?’2

‘Putin developing fake videos to foment 2020 election chaos: “It’s going to destroy lives.”’3

‘Fake news is about to get so much more dangerous.’4

‘The 2020 campaigns aren’t ready for deepfakes.’5

‘‘Nightmarish’: Lawmakers brace for swarm of 2020 deepfakes.’6

‘Top AI researchers race to detect “deepfake” videos: “We are outgunned.”’7

‘Deepfakes are coming for American democracy. Here’s how we can prepare.’8

‘“Deepfakes” called new election threat, with no easy fix.’9

‘Fake videos could be the next big problem in the 2020 elections.’10

‘US Intel agencies warn about Deepfake video scourge.’11

‘The sinister timing of deepfakes and the 2020 election.’12

‘Deepfake Videos Set to Wreak Havoc.’13

Pretty alarming, right? But the thing is none of what those headlines warned of – all written between 2018 and 2020 – came to pass. Deepfakes didn’t threaten the 2020 election. They didn’t destroy democracy. And Putin did not, as far as we know, release a single deepfake that caused chaos. In short, there was no ‘nightmarish’ deepfake ‘havoc’ as these headlines portended and cybersecurity experts feared.

So, what happened? Or rather, what didn’t happen?

It’s an important question with a complex set of answers, which is no surprise because everything about deepfakes is complex (except, unfortunately, for the expertise needed to create them).

Those headlines, while alarmist, certainly didn’t warn of scen­arios that were outside the realm of possibility. As a matter of fact, the only thing we can say with certainty about any of those articles is that what they warned of hasn’t come to pass – yet.

But things are definitely heading in that direction.

In fact, we are in the middle of emptying out a great big Pandora’s Box of this novel technology, with its reality-altering powers. I say ‘Pandora’s Box’ because while deepfake technol­ogy is one that can – and already has been used to – cause great personal harm, it is also a technology that will extraordinarily impact everything from politics to entertainment to healthcare – and perhaps to even death itself.

See? I told you it was complex.

And that complexity – that extraordinary, terrifying and, frankly, awe-inspiring complexity of deepfakes, those creating them, and those whom the technology has already impacted and will impact (including myself) – is what this book explores. It’s an exploration of the very real, human side of this fabricated wonderland. And it’s an exploration that will take us from Phoenix, Arizona to Mumbai, India to Ibaraki Prefecture in Japan, to some of the darkest diasporas on the internet. In the process we’ll meet everyone from a queer Muslim filmmaker to a beautiful motorcyclist with a head of hair beloved by all, to a secretive celebrity pornographer for hire and a successful eco-conscious fashion influencer with some godlike abilities.

The common thread between them?

Deepfakes, of course.
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