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Get the most from this book

Everyone has a different approach to how they revise and, in particular, what works for them. Whatever method you use, it is always important that you review your work, learn it and then put your knowledge and understanding to the test.

These revision notes will guide you through the examinable units, helping you to ensure that you have covered all of the teaching content in sufficient depth. As IT is always changing, there are some sections where you may be asked to complete the information for yourself based on the notes from the lessons you have attended with your teachers.

After the sections on the content of the units, you will find a section on exam techniques. It is important that you study this section also: it will not matter how much you have learnt if you cannot apply that knowledge and understanding in an exam situation. After this, there is a glossary of terms that will help you refer to some of the technical words that you will come across.

Your teachers will provide you with access to past exam papers so that you can test your exam techniques and use of knowledge and understanding under exam conditions.

Track your progress

Use the revision planner to plan your revision unit by unit and learning outcome by learning outcome, as well as the exam techniques that you have learnt. Make a note when you have:


•  revised and understood the assessment criteria

•  revised and understood the different exam techniques

•  successfully tested yourself using past papers.



Remember

This is your revision guide, so it is important that you use it effectively to meet your individual needs. You may find it useful to add additional notes as you work through the various topics.

Features to help you succeed

The revision guide is broken down unit by unit, so you have:


•  Unit 1 Fundamentals of IT

•  Unit 2 Global information

•  Unit 3 Cyber security



Within each unit you will see the learning outcome title and the relevant topic for each learning outcome.
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You must

This emphasises what you need to know and understand, as well as what you must be able to do.
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Now test yourself

These short, knowledge-based questions provide the first step in testing your learning.
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Definitions and key words

Clear, concise definitions of essential key terms are provided where they first appear.
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Revision activities

There are revision activities throughout the book. These include completing tables with information you have learnt in class, and carrying out research, for example to recommend an IT system to a particular business.
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Exam techniques

Guidance on how to use the pre-released case studies for Units 2 and 3 effectively is given, as well as how to answer the questions in the context of the case studies. There is also guidance on how to answer questions that include the words ‘explain’, ‘justify’, ‘analyse’ and ‘evaluate’, as well as level of response questions.

Preparation for revision

Remember: the main reason why people fail exams is a lack of study beforehand.


•  There is quality and there is quantity – neither is a substitute for the other.

•  You will need to do a lot of reading about the subject.

•  Make notes as you study. If you cannot think of anything to write down from a page, you have not read it sufficiently or carefully enough.

•  Practise, practise, practise. Do as many past exam papers as you can. There are only so many questions an examiner can ask.

•  Play to your strengths and work on your weaknesses. During an exam, you will answer questions that you know the best and find the easiest; this is called ‘playing to your strengths’. When revising, do the complete opposite and work on the areas where you are weaker; this is called ‘working on your weaknesses’.



Revision techniques


•  Spread out your revision – do not leave it until the last minute.

•  Don’t be afraid to fail. Practising with past exam papers will help you to improve and, by the time the exam day arrives, you will be more confident.

•  Try to recreate exam conditions while you revise: time yourself; hone your skills for reading and answering questions under timed conditions.

•  Do not just read through your notes and try to memorise them. Make further notes from them to reinforce your understanding.




My revision planner

Unit 1 Fundamentals of IT

LO1 Understand computer hardware

1.1 Computer hardware

1.2 Computer components

1.3 Types of computer system

1.4 Connectivity

1.5 Communication hardware

1.6 Hardware troubleshooting

1.7 Units of measurement

1.8 Number systems

1.9 Number conversions

LO2 Understand computer software

2.1 Types of software

2.2 Applications software

2.3 Utility software

2.4 Operating systems

2.5 Communication methods

2.6 Software troubleshooting

2.7 Protocols

LO3 Understand business IT systems

3.1 Types of servers

3.2 Virtualisation

3.3 Networking characteristics

3.4 Connectivity methods

3.5 Business systems

LO4 Understand employability and communication skills used in an IT environment

4.1 Communication skills

4.2 Communication technology

4.3 Personal attributes

4.4 Ready for work

4.5 Job roles

4.6 Professional bodies

4.7 Industry certification

LO5 Understand ethical and operational issues and threats to computer systems

5.1 Ethical issues

5.2 Operational issues

5.3 Threats

5.4 Physical security

5.5 Digital security

5.6 Safe disposal of data and computer equipment

Unit 2 Global information

LO1 Understand where information is held globally and how it is transmitted

1.1 Holders of information

1.2 Types of information storage media

1.3 Types of information access and storage devices

1.4 The internet

1.5 World wide web (www) technologies

1.6 Information formats

1.7 Advantages

1.8 Disadvantages

LO2 Understand the styles, classification and the management of global information

2.1 Information styles and their uses

2.2 Information classification

2.3 Quality of information

2.4 Information management

LO3 Understand the use of global information and the benefits to individuals and organisations

3.1 Data versus information

3.2 Categories of information used by individuals

3.3 Categories of information used by organisations

3.4 Stages of data analysis

3.5 Data analysis tools

3.6 Information system structure

LO4 Understand the legal and regulatory framework governing the storage and use of global information

4.1 UK legislation and regulation relating to the storage and use of information

4.2 Global information protection legislation and regulation

4.3 Green IT

LO5 Understand the process flow of information

5.1 Information sources and data types

5.2 Data flow diagrams (DFDs)

LO6 Understand the principles of information security

6.1 Principles of information security

6.2 Risks

6.3 Impacts

6.4 Protection measures

6.5 Physical protection

6.6 Logical protection

Unit 3 Cyber security

LO1 Understand what is meant by cyber security

1.1 Cyber security aims to protect information

1.2 Types of cyber security incidents

1.3 The importance of cyber security

LO2 Understand the issues surrounding cyber security

2.1 Threats to cyber security

2.2 Types of attackers

2.3 Motivation for attackers

2.4 Targets for cyber security threats

2.5 Impacts of cyber security incidents

2.6 Other considerations of cyber security

LO3 Understand measures used to protect against cyber security incidents

3.1 Cyber security risk management

3.2 Testing and monitoring measures

3.3 Cyber security controls

LO4 Understand how to manage cyber security incidents

4.1 Responding to an incident

4.2 Cyber security incident report

Exam techniques

Glossary
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