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Introduction

Writing a book about the future is, in most ways, futile. We can’t possibly construct a narrative that will be true. The world is already too weird. But what we can do is show some of the dominant ideas that are shaping the future, and our present, and from those gain an understanding of the direction we’re travelling in. That is what I have tried to do in this book. The 64 ideas are all interrelated and are, I believe, changing how we live, work, and relate to each other in ways that are completely new. Understanding them is the first and best step to dealing with our collective future. Each of the 64 is an ingredient, which added to another can make something delicious, or potentially very nasty. As we move solidly through the second decade of the twenty-first century, we do well to pay attention to these forces as they shape our lives. Thank you for reading, and please be in touch.

This was a hard book to write, and many people must be thanked. Rupert Lancaster was patient beyond the call, for which I am immensely thankful. Helen Coyle was and is magnificent at getting the words out of me, and she and Tara Gladden are responsible for anything that sounds smart. The rest is my fault. I cannot thank them enough. Many thanks too to Kate Miles, Emma Knight, Alice Laurent for the magnificent cover, and everyone else at Hodder & Stoughton for their much appreciated efforts.

The researches of Hannah Whittingham, James Berrill and Saya Robinson were of supreme help, as were my conversations and improvisations with the thousands of people in front of whom I have lectured or opined at in the twenty-eight countries I’ve visited since I started work on this. Books like this aren’t ever the work of one person. Every influence, every idea, has come from networks of hundreds, too many to mention. We are all interconnected in this way, so thank you to you all.

More personally, I will be forever grateful for the moral support and counsel from Anna Söderblom, Dr Aleks Krotoski, Daniel Griffiths, Maya Hart, Lara Carmona, Kevin Slavin, Adam Greenfield, and especially Lucy Johnston. Incredible thanks to my mother and father, for foolishly leaving a modem in my room twenty-five years ago. And for Pico and Edwin, who took the brunt of the birth pains: that was horrible. Let’s do it again.
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Chapter Zero

Most people who use the Internet don’t even have a basic grasp of how it works. This isn’t surprising: most people who turn on a light switch have no clue about the engineering, or indeed the scientific principles, that enable them to stay up long after sundown. And of course it goes without saying that the Internet represents a technological achievement of such complexity that it dwarfs almost any other in recent history. But it’s not just the recreational users who don’t get it. Arguably, if someone’s only contact with the digital world is ordering from Amazon and reading their newspaper on-line, it doesn’t matter much if they don’t understand the technology that allows them to do so. They just do it. After all, an X-Factor viewer might not be able to explain to you how the broadcasting industry works, but that doesn’t mean they can’t enjoy bellowing at their TV screen and giving you a detailed appraisal of this year’s runners-up. The thing is, though, that the Internet is absolutely not just fancy television, and actually it’s my contention that it does matter. The Internet matters to all of us – that’s why I’m writing this book.

The gulf of understanding between the technologically literate and the technologically illiterate has profound consequences. Most of those who are responsible for, say, writing and passing the legislation that governs our world have no more grasp of how the Internet works than our friend who checks the Telegraph on-line for the sports headlines. And since the Internet is changing every aspect of our lives at an accelerating pace, it really is a problem when our political leaders, or our pundits, artists or businessmen, don’t get it. They make bad assumptions, pass unenforceable laws or invest money in unworkable solutions to the wrong ‘problems’. And they are regarded as profoundly out of touch with the new reality by those who are busy crafting it.

This is not to sneer at those who do not yet get it – the digital environment often looks and feels dauntingly complex, and some of the philosophical, social, political and economic consequences of living in a networked world are hard to take in, especially for those of us who were not brought up with them. That’s the aim of this book: guided exploration, in the hopes that it may help us all to feel a little more comfortable. You do not need to brace yourself for an avalanche of technical information. Even a little knowledge of the underlying structures that make up the Internet goes a very long way.

The origins of what we now call the Internet were designed for the US military. The brief was to build a communications network between military bases that would withstand nuclear attack. Hundreds of physical locations needed to be in touch with each other. To connect them in a loop was out of the question, since an attack on any single base would take out the whole system. The obvious alternative (connecting every point to every other point) required impractically vast quantities of materials. The solution was ingenious. Every message that needed to be sent was to be broken down into ‘packets’ of information, as if a letter were cut up and each piece posted in one of twenty different envelopes. The packets would be sent, not direct to their ultimate destination, but to the nearest available computer in the right general direction. Eventually, all the packets would arrive, by various different routes, at the end point, where the message would be sorted back into its correct order and opened. It’s as if you decided to send a letter to your grandmother in Penzance by walking out your front door in Newcastle and asking passers-by if they were heading south and if so, would mind passing on a line or two of your message. By various hops, it would eventually all make it to Cornwall – at least in theory!

Thing is, the theory worked. The great advantage of this system was that because the packets of information weren’t following any set route, if a bomb took out points D, E and N they could still make it from A to Z via myriad other paths. The process might slow down, but the information would still arrive. And if a couple of packets failed to turn up and the message could not be reassembled, the end computer simply messaged the originating machine and asked it to try again. The brief was fulfilled: anyone connected, even by a single link, could access all the other points on the network.

In that single fact is contained the spark of the revolution that has transformed our lives. So long as your point of connection is hooked up to your local network, which is in turn connected to the regional one, which is in turn connected to the national one, which is then hooked up to the transatlantic cable, you can video conference with your friends in San Francisco, Beijing and Buenos Aires in real time. At hundreds of thousands of stages along the way, individual computers called routers will make a decision about the best direction in which to send your packets of data.

The fact that this works is almost miraculous. It certainly feels that way to the end user – or at least it does when we remember to notice it. The Internet was planned by hundreds of engineers, scientists and visionaries working over the past fifty years. It took extraordinary amounts of work, idealism and determination to develop it to the point at which such everyday miracles as three-way video conferencing in three different time zones are possible.

And yet, for all its incredible sophistication, there are still weak points in the architecture of the Internet. Whole regions remain cut off from the global network. Bangladesh is connected to the rest of the world by just three fibre-optic cables. Before the World Cup in 2010 brought an urgent need to install more infrastructure, South Africa was connected via a single cable. Where this is the case, a region is very vulnerable to ‘unplugging’ of the sort ordered by the Egyptian authorities during the popular uprising that overthrew President Mubarak.

But while these bottlenecks make restriction relatively simple, in engineering terms intervention is not a subtle procedure. A crucial thing that most technologically illiterate people fail to realise is that you cannot censor the Internet along national boundaries without applying draconian measures. The technical capacity to monitor – i.e. to decode and read – all the flow of information through those fibre-optic cables does not exist. You can turn it on and off like a tap, or set it to trickle mode, but you cannot filter its flow for individual elements. And since the Internet treats any kind of block (including attempts at censorship) as damage, it simply looks for an alternative route and sends its packets of information off in another direction. It is virtually impossible to prevent the flow of information, and this is true both on a technical level and also, as we will see, on a cultural one. A surprisingly high proportion of Western politicians have not grasped what their Chinese opposite numbers have learned through practical experiment: there is no such thing as light-touch censorship on-line. Nation states can only restrict what appears on the Internet within their jurisdiction if they are prepared to be draconian, and even then they will be only partially successful.

The censorship issue offers a good case study for talking about how people’s lack of understanding translates to wrong-headed attempts to intervene in the digital world. Codes of voluntary agreement among Internet service providers appear to offer an alternative way to control content, one far more palatable to governments of a liberal disposition than turning off the tap, à la Egypt. For example, in the UK all providers have agreed to block child pornography sites, if they are brought to their attention. While no one in their right mind would disagree with the attempt to protect children, it’s worth noting a couple of problems with this sort of voluntary agreement. Firstly, there’s the fact that no service provider has the capacity to automatically block such a site in the first place if they don’t already know about it, because to do so they would need to be able to accurately assess and filter all the information they pass along for its content. But information does not whizz around the Internet in easily viewable images or readable text. It travels in tiny packets of code. The sheer volumes of code make the process of deciphering all of it on some hypothetical master-reader completely impossible. To understand why this is so, it might help to remember that in order to be able to identify child porn you would need to be able to identify every other single thing that the code could conceivably be and eliminate it from your enquiries.

It is not the case that you cannot intervene in relation to on-line content, but you cannot do it by network censorship. The way to close down child porn sites is through police work: enforcement and entrapment. That fact is difficult for people who do not understand the architecture of the Internet to grasp. It has resulted in a lot of the sort of unworkable legislation that liberal regimes tie themselves up in when they are trying to enact their values from the unfortunate position of technological illiteracy.

The other problem with voluntary agreements is that they are not subject to any disclosure of information legislation, so we have no idea what other sorts of content is on the list of things the authorities do not want us to access. Child porn is at the extreme end of the spectrum, the nuclear option in the Internet censorship discussion – nobody’s going to argue that we have a right to access it. But even if we personally are fine with trusting our rulers to decide which other things we can and cannot see, the Internet collectively is absolutely not fine with it. As we will see in later chapters, the Internet treats restricted access and closed data sources as a challenge, even a call to arms. This is another point where the divergence of opinion between the networked, techno-literate generations (i.e. those who’ve grown up using the Internet) and the hierarchical non-literate ones (those who haven’t) is most acute. For anyone who lives their life on the Internet, it is considered rude when someone denies you access to something. The Internet was built and is still creating itself though a principle of collaboration. If you post something on-line that is restricted access, you are rejecting that collaborative instinct. You should not be surprised that your content is likely to be targeted by hacktivists – on-line activists who use their hacking skills to gain access to the very data that you’ve tried to lock away.

The key concept is that you cannot control the way people use the Internet without ‘doing a China’ and that has been of only partial success, even for the Chinese. When the market acts as a censor, as it does when it restricts German Harry Potter fans’ access, it is even less successful, because it is nowhere draconian enough to do the only thing that is in any way effective: turning off everyone’s access to everything. Content-providing corporations, national governments and all the other old-guard elites that, in my view, are rapidly becoming extinct keep waiting for some new piece of legislation or technology to save them, to roll back the last twenty years. The fact is, that isn’t going to happen. Once we all accept that, we can stop wasting our energies on panicking about the impact of the Internet and get on with reimagining our world. It’s exciting and empowering to make that shift from hierarchical to networked thinking. If you are still feeling either panicky or confused, this book is full of suggestions on how you can learn to love the Internet.
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