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After such knowledge, what forgiveness? Think now
History has many cunning passages, contrived corridors
And issues, deceives with whispering ambitions,
Guides us by vanities.

—T. S. ELIOT, ‘Gerontion’
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CHAPTER ONE

The Hundred-Year Intelligence War


The past is never dead. It’s not even past.

—WILLIAM FAULKNER, Requiem for a Nun



The secret report about Ukraine reached British Intelligence on a cold day in February. It came from an officer who had met a reliable agent, a Ukrainian nationalist exiled in neighbouring Poland. According to the agent, the Russians admitted they could only hold on to Ukraine by force and that Ukrainians were ‘generally hostile to them and their ideas.’ As a result, he continued, the Russians were unable to draw economic advantages from Ukraine, which should be providing Russia with food. Instead, Russia was obtaining nothing beyond what it seized by force in a narrow zone near principal railways. The report continued: ‘My informant naturally looks forward to the reconstruction of an independent Ukrainian state and was anxious to know how such a state would be received abroad, and if it could expect to receive any financial or other support. I pointed out to him that no power would intervene against Russia now, and that the Russians en masse would never permit the Ukraine to separate itself entirely from Russia.’

This report was written not in February 2022 but February 1922, exactly one hundred years before. When it comes to Western intelligence, Ukraine, and Russia, what’s old is new again.

What neither the British intelligence officer nor the Ukrainian agent knew was that the Soviet intelligence service, the Cheka – an abbreviation for Vladimir Lenin’s Extraordinary Commission for Combating Counter-Revolution and Sabotage – was creating false Ukrainian nationalist groups to lure exiles back to be arrested, tortured, and shot. Soviet intelligence would continue to use bogus Ukrainian groups for years to target Western intelligence services, feeding them disinformation and arresting their operatives. Western intelligence services counterattacked, supporting exiled Ukrainians and sending some back. Ukrainian nationalists working for Western intelligence services would thereafter find their names high up on Moscow’s assassination lists.1

Spies: The Epic Intelligence War Between East and West is the history of the intelligence conflict waged between Russia and Western countries, more or less continuously, for the last century. This war has been driven by Russia’s political, economic, and military weakness and insecurity, rather than by its strength. Although Russia professes to be a ‘great power,’ its leaders have always been keenly aware of its shortcomings compared to its Western rivals. By embracing espionage, sabotage, subversion, and information warfare, the Kremlin has attempted, before, during, and after the Cold War, to equalise the imbalance of resources between East and West.

This is also the story of how Britain and America mounted their own shadow war against Russia. It is a story of the best and worst of mankind: bravery and honour, treachery and betrayal. Our narrative, and the characters we meet along the way, deserve the epithet ‘epic.’ The story shifts across continents and decades, from the freezing streets of Petrograd (St Petersburg) in 1917 to the bloody beaches of Normandy in the Second World War; from coups in faraway lands to present-day Russian and Chinese use of synthetic warfare, internet bots unleashed during the coronavirus ‘infodemic’ pandemic. It is about the intersection of structural forces and human action and their impact on global affairs; about the rise and fall of superpowers, Russia’s past, present, and future, and the ascendance of China.

This book was written against the backdrop of Russia’s invasion of Ukraine in February 2022. Russia ignited a war in Europe – terrifying words, which I, like most people, thought were consigned to the dustbin of history. And yet here we are, amid a kind of historical throwback, learning daily about Russia’s war through a twenty-four-hour news cycle. The scenes reach the West on television and social media – Ukraine is the first TikTok war, with videos coming live from its front lines. They teleport us to what seem like horrors from the last century: bombings, destruction, burning tanks and vehicles, pillage, plunder, deportations, bodies in streets, and mass graves. As an historian, it is impossible to see pictures of the war emerging from Kyiv, Kharkiv, and Odesa and not think how these same places suffered a similar fate under the Soviets in the 1930s, the Nazis ten years later, and then under the Soviets again for decades after 1945.

We see agony in the faces of fleeing mothers and children as they kiss goodbye to those who are bravely staying behind in Ukraine to fight. We read and hear about soldiers raping women, hundreds of thousands of civilians forcibly deported, Orwellian state propaganda describing Russia’s ‘special military operation,’ and atrocities against Ukrainian civilians, perhaps even genocide. Russian forces are known to operate mobile crematoria for disposing of their own fallen soldiers and potentially to eradicate evidence of their war crimes. Vladimir Putin’s political thugs have descended into Stalinism, as a matter not of rhetoric, but precedent. Putin’s invasion of Ukraine is a strategic disaster for Russia, arising from an intelligence failure, similar to Stalin’s mishandling of intelligence before the Nazi invasion of the Soviet Union in 1941. The spectacle of Putin publicly rebuking and humiliating the director of Russia’s foreign intelligence service (SVR), Sergey Naryshkin, at the bizarre televised (and prerecorded) National Security Council meeting on the eve of the invasion of Ukraine in February 2022 was a window into the crippling sycophancy that Russia’s leader demands, as did those in the Kremlin before him. In Putin’s palace, there is no room for telling truth to power, just as there was none during Stalin’s reign.2

Russia’s war in Ukraine became personal for me when I heard about the fates of two of my researchers for this project. One fled over the Ukrainian border to the West. The other stayed in Kyiv and took up arms; as I write this, he is alive and fighting – a man who just weeks before had had no military experience. Two of my other researchers were in Moscow: one escaped with his family to Armenia as Putin’s rule slid from autocracy to dictatorship; the other stayed on, attempting to resist from the inside in whatever way possible. Meanwhile, as this goes to print, Putin is threatening the use of a tactical nuclear weapon over Ukraine. Escalating to de-escalate is a long-standing Russian military strategy. Western powers, led by the United States, are undertaking nuclear brinkmanship with Putin not dissimilar to that used in the Cuban Missile Crisis at the height of the Cold War. According to the CIA Director, William Burns, Ukraine is a war that Putin cannot lose. The more that Ukraine wins on the battlefield, the more likely it is that Putin will use a tactical nuclear weapon.

We may know whether this horror becomes reality by the time you read this. Perhaps by then Putin will no longer be in power in Russia. One can only hope.

The Bolshevik Revolution in Russia in 1917, Western intervention in it, and the ensuing Russian Civil War laid the foundations for a century of clandestine plots between Russia, Britain, and the United States. For most of the period, the services of those Western powers were on the back foot, reacting to Russia’s secret war against them. You have probably seen flashes of this war in news headlines in recent years – espionage, disinformation, spy swaps, election meddling, assassinations – but these frequently lack context. This book provides that context. It is about the underhanded activities that all governments conduct, in the same way that robbers rob banks and soldiers carry guns. The difference is how those weapons are used – their ends.

In Western democracies like Britain and the United States, intelligence agencies have broadly operated within a rules-based system of checks and balances, with a free press investigating their activities, even when agencies themselves were secret and non-avowed, as they were in Britain for most of the twentieth century. In liberal democracies, intelligence agencies exist to protect their citizens; in authoritarian states they operate to prop up and support the regime in power. Of course, there have been epic failures and abuses of intelligence in Western democracies; harebrained operations in faraway lands that did little to contribute to either side’s grand strategies, and probably detracted from them. The difference between Western countries and Russia, past and present, is that in the former, for the most part we eventually reckon with those mistakes and abuses. Intelligence services in Russia have operated without checks and balances, the rule of law, political oversight, accountability, or an independent free press investigating their activities. As a Russian defector put it to me, the only limitation for the Russian security service (FSB) is operational effectiveness – not legal, ethical, or moral considerations.3

Although this book describes a conflict between ‘East and West,’ it is really a story about two superpowers, the Soviet Union and the United States, and another global power, Britain, which remained preeminent in the intelligence world even as its military dominance diminished. The reason why I have chosen these countries to study is, first, because of availability of records, and second because they were leading intelligence powers during the Cold War. Soviet intelligence had a commanding role over its allies in Eastern Europe. ‘We didn’t dream of doing anything significant without instructions from Moscow,’ one defector from the Czech intelligence service (StB), Ladislav Bittman, told me. When it came to foreign intelligence, Soviet spy chiefs viewed Britain’s MI6, and then the CIA, as their primary opponents. That alone is a good enough reason to study KGB-MI6-CIA shadow operations. Equally significant, in the West, British and US agencies themselves had uniquely close intelligence relations. They were the first two, and drivers, of the ‘Five Eyes’ alliance – the three other later eyes being Australia, Canada, and New Zealand. Five Eyes was the most important Western intelligence effort during the Cold War and lasts to the present day. This is not to say that other agencies in the West and East, and different actors, were not important, but any study must have its limits. Some important players, like French intelligence, only have walk-on roles in the space available here.4

I use the phrase ‘the West’ throughout. The West I am referring to is not a geographical area but a collection of ideas and alliances, and a form of government centred on liberal democracy, which includes freedoms of speech, political association, and the rule of law. This exists in contrast to the world’s first major one-party state, the Soviet Union, and Russia today, where there is no independent judiciary, or free press, and where intelligence agencies operate to serve the regime and subdue its people. I use ‘the East’ as shorthand for the Soviet Union’s form of rule, careful, of course, not to conflate it with ‘East’ in the orientalist sense – generalising about the languages and cultures of Asia. Intelligence in the Soviet system, as in all authoritarian states, had built-in dysfunctions; intelligence chiefs only provided, often on pain of death, information that their leaders were willing to hear. The fact that Moscow’s intelligence services operated largely without checks, and Western societies were open, meant that there was a fundamental asymmetry of arms between the two sides of intelligence during the Cold War. The CIA had to spend millions of dollars to steal Soviet secrets on subjects like its missiles. Soviet spies could pick up a copy of Aviation Week & Space Technology.5

My aim here, then, is to figure out what the hell is going on with Russia and its intelligence services. I speak of an ‘intelligence war’: the Bolsheviks considered themselves at ‘war’ with Western democracies long before the Cold War started. Their war was both ideological and practical, with intelligence services acting as foot soldiers. Lenin, leader of the Bolsheviks and first head of the Soviet Union, proclaimed himself to be applying history scientifically. He used the nineteenth-century writings of Karl Marx to create a regime that would defeat Western capitalist ‘bourgeois’ powers and replace them with a universalist socialist utopia. It was a struggle for the future world order. The major targets of Soviet intelligence, the vanguard of the Soviet communist revolution, were Britain, the world’s greatest imperial (and thus capitalist) power, and then the United States. The latter entered the First World War, and global affairs, the same year the Bolsheviks seized power in Russia. America’s democracy and huge economic resources placed it on an ideological and geopolitical collision course with the Soviet regime thereafter, no matter how hard Washington tried to stay out of world politics.

Four themes run like dark threads throughout our story below. The first three are the action parts of intelligence agencies: espionage (stealing secrets), subversion, and sabotage. The latter two of these constitute covert action, as it is known in the West, or – in Russia – active measures. Added to these ‘kinetic’ activities of intelligence services in East and West is a fourth theme and part of the secret world, the role of analysis: understanding an opponent’s aims and capabilities. All four of these ventures are as old as history, but they were taken to new levels by superpowers during the Cold War. Today the action elements are also carried out in the cyber domain, which provides a new medium for what is much older tradecraft. As we shall see, these three components – espionage, subversion, and sabotage – continue to be in play even when relations ostensibly improved between East and West.

Along the way, we come to understand what motivated people to spy for another country – in other words, human drama. After all, one side’s traitor is the other’s hero. This account, however, ultimately involves more than Russia and the West. Its conclusions relate to China. The story of the twentieth century’s Cold War offers an urgent warning about the intelligence conflict that the Western world, particularly the United States, is already confronting with respect to China, the world’s new superpower. As far as intelligence and national security are concerned, the United States is already in a Cold War with China. Once again, as in the previous conflict, intelligence services are on the front line of the struggle for the future world order, this time between democracy and authoritarianism, as president Joe Biden has correctly framed it. Putin’s war in Ukraine is a wake-up call in the ideological clash between democracy and autocracy. Since the eve of the war, Russia and China have forged an alliance with ‘no limits’. It constitutes an axis expressly against Western democracies. China, it seems, is on the verge of providing Russia with lethal aid for Ukraine. If this happens, any illusions about whether we are in a new East-West Cold War will surely dissipate.

The last century’s Cold War certainly is not a perfect analogy for the overall unfolding clash between the United States and China, which is even more complex than the twentieth century’s Cold War. China’s economic weight, and the implications of its integration into world markets, makes the country a more challenging – and arguably dangerous – adversary than the Soviet Union ever was. China and its spies are like the Soviet Union on steroids. In 2021, the FBI was opening a China-related investigation every twelve hours.6

I know that each of us, every day, is bombarded by a relentless news cycle. As we try to stay informed of events, in my experience, it often degenerates into doomscrolling in an endless Twitterverse in the middle of the night. If you are like me, gasping for air from a firehouse of information, then it will help to have a preview of the principal conclusions of Spies up front. I view these not as arguments, which to my mind (as a former barrister) can suggest something contrived, but instead as my assessment of the situation, based on seven years of research on four continents and reading tens of thousands of pages of previously secret records in British, American, Russian, and some former Soviet bloc intelligence archives. What follows is my interpretation of events and their meaning.

First, the Cold War started before we tend to imagine. It is conventionally considered to have begun after 1945, amid a seismic collapse of relations between East and West. In fact, it began earlier. Western governments were stuck in an ideological and practical conflict with the Soviet Union long before 1945 – they just did not realise it. Revelations about Soviet espionage and subversion in the West that came to light after 1945 – which became defining episodes of the Cold War – really exposed what had been taking place since the 1920s. Successive postwar Soviet spy scandals were like alarms triggered after a bank robbery – though in this case, the robbers had hacked into police communications and bribed key members of the police force. The British and Americans were woefully unprepared after 1945, effectively coming to the ensuing gunfight with the Soviet Union armed with a toy bow and arrow. Moscow’s spies had been targeting them for years, stealing as many of their secrets as possible as part of their effort to prepare for what Marxist-Leninists perceived as an ‘inevitable’ conflict with Western imperial powers. By 1945, Soviet spies had stolen plans for the greatest wartime secret of the Western Allies, the atomic bomb, and in so doing permanently changed postwar international security. Stalin’s spies in the West allowed him foreknowledge of most major Western strategic initiatives. The Cold War, as we usually consider it, thus emerged from a previous wartime and pre-war assault undertaken by Soviet intelligence.

The intelligence conflict between East and West was asymmetric, with built-in advantages for the former against the latter. It was also persistent, continuing even when East-West relations apparently improved and were reset: during the Second World War, during what came to be popularly termed détente, and after the Soviet Union’s collapse. In fact, at these moments of thawed relations, Soviet and Russian intelligence services scaled up their assault on Western countries, pushing at an open door while Western defences were down or strategic attention was focused elsewhere. The war against Nazi Germany, during which the Soviet Union became allies with Britain and the United States, made little difference to Stalin’s intelligence onslaught against them. In fact, it allowed his spy chiefs to strengthen their attack. After the war, Britain and the United States were on the defensive, racing to catch up in a struggle they had not known they were in. They were left trying to understand the scale of the secrets the Soviets had stolen, and assess Stalin’s mindset, objectives, and capabilities. Only slowly after 1945 did the challenge facing the West from the Soviet Union become clear.

Second, contrary to assumptions in the West at the time, the Cold War did not end neatly in 1991 with the Soviet Union’s collapse. That was a mirage. Russia was humiliated on the world stage following the Soviet empire’s demise, and so its intelligence services became, if anything, more aggressive. Nothing breeds cold aggression like disgrace. Russia’s post-Soviet intelligence services changed their names, but little else. The same former KGB officers, tradecraft, and even agents embedded in the West continue to operate, now under Russia’s new FSB and SVR. In hindsight, it was a tragedy for the West, for Russians themselves, and for the countries sharing borders with Russia – its ‘near abroad’ – that its intelligence services were not fully dismantled in 1991. Their disproportionate influence in post-Soviet Russia was the surest guarantee that the country would not – could not – develop along liberal democratic lines. Instead, it continued as a police state. The FSB and SVR grew into a state within a state, especially when a former low-level unsuccessful KGB officer, Vladimir Putin, became head of the FSB in 1998 and then Russian leader the next year. Once in the Kremlin, Putin surrounded himself with ‘men of force,’ siloviki – those with backgrounds in military and intelligence services. Since entering the Kremlin, now more than two decades ago, Putin has unleashed tradecraft straight from the KGB’s old playbook: espionage, deep-cover illegals, assassinations, disinformation, and other so-called active measures. Russia’s intelligence services, once called its ‘new nobility,’ publicly praise their Soviet past, providing carefully sanitised – and largely imaginary – versions of its dark history.7

If we look closer, however, we find that although there are continuities between Russia past and present, its intelligence services today are also significantly different. Since Putin came to power, they have been vehicles for massive state-run organised crime. (Putin came to prominence in St Petersburg, the epicentre of the Russian mafia.) The FSB has helped Putin, and a small number of oligarchs, accumulate vast wealth. Anodyne terms describing Russia’s renewed place in the world – ‘great power competition,’ ‘resurgence of great powers’ – much discussed in Washington these days, especially among excitable political scientists, are too polite by half; they do not do justice to the ugly reality of Putin’s gangster regime. The FSB helps Putin run Russia as a mafia state.

Putin’s genius was to convince Western powers after 9/11, during the war on terror, that he was not pursuing two agendas at the same time. He assisted with Western counterterrorism, but all the while was pushing a grand strategy to make Russia great again and correct the ‘injustices’ inflicted on it by the Soviet collapse. He held out one hand in friendship, while stealing with the other. In doing so, Putin was following in the tradition of his predecessor in the Kremlin, Joseph Stalin. The Western Allies naively thought that Stalin was their ally, when he was really as devious as their Nazi enemies. Flash forward six decades. During the war on terror, as the digital revolution was underway, the resources of the US intelligence community and its allies were overwhelmingly focused on counterterrorism and the wars in Iraq and Afghanistan, not on threats from rising powers like Russia. In the Kremlin, Putin was surely laughing to himself.

This takes us headlong into a debate that has ignited politicians, pundits, and scholars since Russia’s invasion of Ukraine in February 2022: Who is to blame for Russia’s increasingly militant foreign policy in the twenty-first century, the expansion of the North Atlantic Treaty Organisation or Russia itself? The answer, though frustrating for those who want explanations to be monocausal, is both. NATO’s enlargement eastward after 1991 triggered Russia’s long-standing fears about encirclement and Western subversion of its domestic affairs. These fears long predated NATO expansion, but the successive admission of countries into NATO (Poland, Hungary, and the Czech Republic in 1999, the Baltic states next, with others in Eastern and Central Europe thereafter) made them worse. New light is shed by British records opened in 2021. Tony Blair’s foreign secretary, Robin Cook, and his defence secretary, George Robertson, wrote to the prime minister in 1997, on the eve of the first three former Warsaw Pact countries joining NATO: ‘If [enlargement] decisions look to Russia like the beginning of a landslide which will stop only at her borders, then she will react adversely.’ There is little point arguing whether NATO expansion actually posed a threat to Russia. It is like arguing logic with a drunk. Those in the Kremlin believed, and still think, that it did. That is what is important.8

At the same time, Russia’s militarist aggression was homegrown, the result of dysfunctions in its society and a style of government veering between dictatorship, autocracy, and oligarchy. This book’s gloomy conclusion is that the West has a long-term Russia problem, not just a Putin problem. He personifies the Russian government’s malfunctions. But many others in the Kremlin, even more hard-line than him, share his hatred of the West. If Putin were to disappear, it is unlikely that Russia’s relations with the West would be normalised any time soon.

A cursory look at the power of the intelligence services in Russia in the 1990s, their creeping criminality and corruption, and then their use as personal tools for Putin’s rule and enrichment, shows it is a fantasy to suppose that Russia would have been a peaceful partner in the international world order without NATO expansion. Under Putin, Russia and its ‘special services’ have been the hooligans of international relations. His grand design has been to correct what he sees as the ‘catastrophe’ of the Soviet Union’s collapse, to reclaim its sphere of influence over countries like Ukraine, and to take on its nemesis, the United States – known within the Kremlin as the ‘Main Adversary’ (glavny protivnik). Far from being an unprecedented attack, as many claimed, Russian election meddling in the US presidential election of 2016 followed in a long tradition of Soviet efforts to interfere in American politics. Russia used new means – social media – but relied on older tactics and strategies. Russia’s ‘sweeping and systematic’ intelligence attack, to use special counsel Robert Mueller’s phrase, was part of Putin’s strategy to wage a war on democracies, undermining how they, and Western institutions like NATO, function, while turning Russia into the great power that Putin’s messianic ethnonationalism believes is destiny. We are seeing Putin’s revanchist project play out in blood in Ukraine. President Barack Obama once criticised Mitt Romney for being stuck in the past when it came to Russia. The Cold War appeared over. In this case, however, Obama was too quick to dismiss the notion of being stranded in history. The man in the Kremlin today really does want to return to the 1980s – and overturn their results.

My third conclusion answers the question: ‘So what?’ The book ends by showing that the history of Russia’s epic, hundred-year intelligence war against the West provides a stark warning about China. Once again, with China, Western countries, particularly the US, face a persistent, asymmetric intelligence threat from a superpower seeking global dominance. Chinese intelligence services are deploying tradecraft (in terms of espionage and covert actions) similar to the Soviet Union’s – but taking it to new levels. The history of the world’s first superpower conflict thus informs what Western countries can expect in the twenty-first century. ‘Every day we are fighting an onslaught from China, which we hope does not turn into hot war,’ one senior Australian signals intelligence official told me. The US and its Western allies are again now racing to catch up and to understand the intentions and capabilities of a closed-regime police state.

In the first two decades of the twenty-first century, China’s intelligence services undertook an unprecedented onslaught on Western countries, hacking into and stealing their commercial and government secrets. Some of these activities are certainly the kind that all states undertake, but when it comes to the secret world, Chinese intelligence is different in nature, scope, and scale than anything deployed by the West: the US government does not undertake industrial espionage for the benefit of American companies. In China, by contrast, intelligence and commerce are integrated. In 2012, Keith Alexander, the head of the National Security Agency (NSA), publicly warned that Chinese hacking constituted the greatest transfer of wealth in history. The resources that China has thrown at espionage make the Soviet efforts during the Cold War look low energy.9

Understanding US tradecraft against the Soviet Union helps us to see what is needed against Chinese intelligence. Equally important is appreciating mistakes made in the twentieth century’s Cold War. Transparency about the nature of the threat facing the West is key – Chinese spies are real, as were Soviet spies. But that does not mean that all Chinese Americans are spies, any more than liberal or left-leaning Americans were Soviet agents. Also key is not withholding relevant information from US citizens when there are few valid security reasons for doing so. If the US government had been transparent about its knowledge of Soviet espionage early in the Cold War, much of the tragedy of McCarthyism could have been avoided. The United States must not repeat this mistake with China.

A word of caution, however. The past, alas, only takes us so far. History never repeats itself, though it does rhyme, as Mark Twain is believed to have said. The past is a mess. It would be dangerous to think that previous intelligence and national security policies can be simply grafted onto the present challenge from China, incorporating the best hits from the twentieth century. Instead, what is required is forward thinking and imagination: open-source intelligence collection, machine learning, artificial intelligence (AI), and supercomputing. These are the future of Western intelligence and national security when it comes to the challenge of China. Harnessing imagination is the true lesson from the history of Western intelligence in the Cold War.

[image: image]
The following pages cover a broad tapestry, which I have arranged both chronologically and thematically. A comprehensive book about the hundred-year intelligence war between Russia and the West would stretch to multiple volumes. Instead, I have emphasised particular cases, and incidents, which I believe, based on my research, are important to understanding this story. Inevitably, I have had to make hard editorial decisions about what to include, with entire countries falling by the wayside. But rather than leaving material on the cutting-room floor, I have created a website where you can discover more: www.spieshistory.com.

A few words of warning about what the ensuing pages are not: their theme is the Cold War, but this is not a history of that conflict. That story has been expertly told elsewhere. It is also not comprehensive. Some subjects, like the KGB’s sponsorship of Middle Eastern terrorism, and Eastern bloc–supported assassins, like Carlos the Jackal, lie outside its scope. Some questions necessarily remain unanswered: Was South African leader Nelson Mandela an MI6 agent? One renegade former MI6 officer has claimed as much. MI6 does not (yet) release records from its own archives. It thus largely remains an historical enigma. The published writings of Michael Burleigh, Max Hastings, and Jonathan Haslam have been especially helpful for me.10

Intelligence has traditionally been termed the ‘missing dimension’ of statecraft and diplomacy in the twentieth century. Thanks to the work of scholars like Christopher Andrew, that is no longer entirely the case. It is a vibrant area of research. Despite those advances, however, and insatiable popular interest in spies and spying, intelligence continues to be missing from history books in several ways. Notable scholars who comment frequently about intelligence matters in op-eds, and on Twitter, inexplicably omit those same subjects from their scholarship – or treat them as unserious footnotes. In the past, they could claim a lack of archival records, but that is no longer the case. There are now too many declassified records to work with, many available at the click of a mouse.11

Consider the role of signals intelligence (SIGINT), for example. No history of the Second World War could now be written without incorporating the work of Allied code breakers, particularly at Britain’s Bletchley Park, which decrypted Axis communications. When it comes to the history of the Cold War, however, otherwise excellent studies either overlook the role of code breakers entirely or make passing reference to them; this is true even of those written after the revelations of former NSA contractor Edward Snowden, which made the agency a household name. In reality, code-breaking agencies on both sides of the Cold War – Britain’s GCHQ, America’s NSA, and the Soviet Union’s KGB – were the largest components of their intelligence communities. At the height of the Cold War, Soviet SIGINT employed about three hundred thousand personnel. NSA, the largest part of US intelligence, was also massive (though smaller than the KGB): it employed about one hundred thousand US officials. SIGINT shaped, and in some cases warped, the foreign affairs of each side of the Cold War.12

Take another example: histories of the Global South invariably mention the activities of the CIA in instigating coups and assassinations. But they habitually fail to mention the Soviet equivalent. The overall problem is revealed by a quick look at databases like the standard search engine for academic publications, JSTOR, or the Society for Historians of American Foreign Relations. They reveal fleetingly few results about Cold War signals intelligence, for example, in their millions of online records. The Stanford political scientist Amy Zegart, one of the few scholars to take the subject of intelligence seriously, has noted that between 2001 and 2016 the three most highly regarded academic journals in political science published just five articles, out of a total of 2,780, in which intelligence was a topic. University departments in the United States, driven by their research agendas, also treat intelligence as a marginal issue. At a US university, as Zegart has noted, you are more likely to learn about U2 the rock band than U-2 the 1950s high-altitude spy plane. This has a knock-on effect on the field of public policy. The US Congress has more members who are experts in powdered milk than intelligence.13

There are several reasons why intelligence does not occupy the position that, in any reasonable view, it should in major US research institutions. The first relates to publicly available records. Western intelligence agencies were traditionally poor at disclosing their secrets. The CIA, for instance, has countless operations like the one recounted in the 2012 film Argo, but it has been poor at releasing records containing similar stories from its archives. Another part of the explanation why intelligence is a sideshow at US universities relates to lingering suspicions about US intelligence agencies, stretching back to the 1960s and 1970s, when they were found to be spying on American citizens and dissident groups. The winds of suspicion on US campuses about clandestine agencies blew harder with the recent exposure of intelligence abuses: catastrophic errors about Iraq’s weapons of mass destruction, CIA ‘rendition’ of terrorists, and torture of detainees, during the war on terror. Piled onto this came Edward Snowden’s unauthorised disclosures in 2013 about NSA and GCHQ ‘mass surveillance’ – more accurately, bulk data collection. (The war in Ukraine in 2022 may be changing post-Snowden lingering suspicions. US intelligence successfully stole Putin’s secrets about the invasion, and then, by disclosing them, undermined his ability to concoct pretexts, or ‘false flags.’) Then there is the nature of the subject itself, which makes observers unsure how to separate fact from fiction. Intelligence attracts nut jobs, hacks, and conspiracists like moths to a flame. Finally, there is the James Bond effect. Intelligence is one of the few, if only, fields where a fantasy literature has taken hold before a serious one. Now, however, it is possible to study the history of intelligence in a meaningful way. Hitherto secret archives give us the goods – in some cases, literally receipts from covert operations. As I seek to do in this book, it is now possible to use original documents to analyse significant subjects about intelligence – for instance, its impact on the Allied war effort and the riddle of ABLE ARCHER, in 1983, when the world may have stumbled to the brink of nuclear war. My research, which became a quest, hopefully offers a corrective to the overwhelming lack of public policy understanding about the history of intelligence.

Our subject here, in essence, is about the interaction of human affairs and structural forces in history – whether men and women make history or history makes them. In recent years, academic historians have increasingly focused on structural, socioeconomic causes to explain major historical turning points, relegating the ‘great men’ school of history to an antiquarian past. That is a mistake. No one would suggest that we are not creatures of the times in which we live, subject to forces beyond our control – though not in the Jedi sense. At the same time, no serious person (outside of, perhaps, university history departments) would argue that the personalities of leaders are not important. If Stalin had not become leader of the Soviet Union after Lenin, or Khrushchev after Malenkov and Stalin, the Soviet Union would have been a different place. Who would argue that Russia today would be different if Putin had not entered the Kremlin? The same is true of Winston Churchill for Britain’s war, or Margaret Thatcher, Ronald Reagan, or Mikhail Gorbachev in helping end the Cold War. Leaders matter.

Let’s also get one other major point out of the way up front: most of the time, intelligence was not decisive in international relations. Occasionally, however, in the right circumstances, it was. This occurs when an agency collects timely, relevant, and accurate intelligence and delivers it to a decision maker who is willing to listen. As this book shows, this happened during the Cuban Missile Crisis in October 1962, the most dangerous moment of the Cold War, and also two decades later, when the British and US governments received intelligence from an MI6 spy in the KGB, Oleg Gordievsky, who revealed the extent to which Soviet leaders were genuinely afraid of the United States. In these two cases, human intelligence revealed its true potential significance. Espionage involves the collision of human agency and structural forces. In rare instances, it has global consequences. To borrow Otto von Bismarck’s famous phrase, all great powers are travelling on the ‘stream of Time,’ which they can neither control nor direct, but which they can navigate with skill and experience. Espionage is an acute example of the interaction between the flow of history and experience – human actors can help steer the stream of Time, when their secrets are acted upon.14

I can hear a sceptical reader muttering, ‘You would say this, wouldn’t you, about your own subject?’ A scholar of any topic, be it the history of balloons or ballet, will inevitably conclude that his or her subject is important. The archives of intelligence agencies are particularly problematic in this respect, not least because they contain seductive subjects; the files on which this book is based have an allure. They are stamped SECRET, with instructions for how they are to be handled and, in some cases, destroyed. We find code names, assassins lurking within them, transcribed telephone and bugged conversations otherwise lost to history. Files declassified for this book from the Czech state intelligence (StB) archives even contain bugged audio recordings of its surveillance targets, whose disembodied voices take us to meetings long ago, whose attendees thought were private. A social history, using them, is waiting to be written. We also find refreshingly non–politically correct judgements in British records, written at a time when the country’s intelligence services were not officially acknowledged (avowed). British intelligence desk officers in the first half of the twentieth century never thought their reports would see the light of day. There is no political veneer in their records, because there was no need for it in a nonexistent secret agency. Sometimes, scrawled in the margins, we find curse words about the subject of a file written in ancient Greek or Latin. Reading the thumbed, yellowing intelligence dossiers, it is tempting to think one has found Britain’s crown jewels of state secrets. The reality is frequently more pedestrian, alas. Much material in them is from openly available sources, like newspaper reports. But every once in a while, there is indeed something startling. Who would have thought that British intelligence would bug diplomatic negotiations for colonies gaining independence from Britain during the Cold War, as we see in Part four? It is essential to read dossiers critically, but it is also fair to say there is surely something significant in records that governments from both sides of the Cold War, and beyond, have done their best to keep secret. Some of the files used for this book were only declassified in 2022.

I have done my best to place the role of intelligence agencies within the broader context of the governments of which they are a part. They are the tools of policymakers, whether in the Kremlin or the Oval Office or Downing Street, and it is only by seeing how they were used and abused that we can assess the impact of intelligence on international relations. The wartime OSS officer Arthur Schlesinger Jr., later a close adviser to President Kennedy, wrote: ‘Intelligence is only as effective as its dissemination … Even the best-designed dissemination system cannot persuade busy people to read political analysis unless it affects the decisions they are about to make.’ In this book, I have tried to focus on the moment when intelligence made a difference – or should have. Decision makers have reams of information coming at them. Sometimes intelligence delivered a margin, sometimes it did not. It’s important to understand why. Some of the stories below are bound to be familiar to specialists, though new light can be shed by placing them on a broader hundred-year canvas. This book is concerned with the Cold War as an East-West superpower conflict, as opposed to a global one, which recent research has highlighted. A fresh view of the twentieth century’s East-West superpower conflict is not only possible using newly available archival records, but urgently needed given the revival of an East-West superpower clash today.

At the end of the Cold War, prominent historians debated the extent to which its history would need to be rewritten with the opening of secret archives. They speculated that there were unlikely to be revelations like the ULTRA secret, which forced the history of the Second World War to be revised in key respects. They were correct. There was not an intelligence breakthrough by one side that gave it a revolutionary competitive advantage over the other – nothing similar to breaking the German Enigma code in the Second World War, though that was the perpetual quest of both sides. Instead, the true intelligence successes of Western powers during the Cold War are measured by omissions, like Sherlock Holmes’s dogs that did not bark. The greatest contribution that British and US intelligence made to the Cold War was to help prevent the outbreak of a hot war, World War Three. By contrast, Soviet intelligence services broadly failed to provide leaders in the Kremlin with accurate intelligence. They also effectively kept Soviet society imprisoned. In doing so, they prolonged the Cold War.15

Before beginning our story, we need to understand the names of the intelligence agencies that appear below. The intelligence world thrives on acronyms, with three-letter agencies producing a confusing alphabet soup. I have tried my best to minimise their use, but some are inescapable. HUMINT refers to human intelligence – that is, espionage: information from a human source, an agent, or a spy.* SIGINT refers to the interception of communications sent over cables, radio waves, and so on. IMINT is imagery intelligence, reconnaissance from spy planes and satellites. Then we have a multitude of three-letter agencies, abbreviations that governments love to use: KGB, MI6, MI5, CIA, FBI, NSA, all of which are characters in our narrative. In Britain, foreign intelligence was – and is – collected by MI6. It is known formally as the Secret Intelligence Service, SIS; within British government records, informally as ‘the friends,’ and its reports as CX (C standing for chief). It has traditionally been a straight human intelligence (espionage) service. Britain’s SIGINT service is GCHQ (the oddball, with four letters: Government Communications Headquarters), successor to Britain’s famous wartime Bletchley Park. Britain’s Security Service, MI5, is responsible for security intelligence – counterespionage, sabotage, subversion, and terrorism. MI5 (‘P.O. Box 500’) is broadly analogous to the FBI in the United States, though its responsibilities are wider; its officers embark on preemptive investigations in ways that would be difficult, if not impossible, under the US Constitution. The FBI was, and is, primarily a law enforcement agency. The CIA, which was not founded until later in our story, in 1947, is a foreign intelligence collection agency, like Britain’s MI6, though with a much broader scope, and vastly more resources. The largest intelligence agency in the United States responsible for SIGINT, the NSA, is fused, as we shall see, with Britain’s GCHQ.16

In the Soviet Union, Soviet intelligence consisted of two branches: the KGB and military intelligence, known as the Razvedupr, later the Fourth Department and then the GRU. The KGB went through a succession of different names – the Cheka, OGPU, NKVD – but, as we shall discover, its responsibilities remained broadly consistent. It was the self-styled ‘sword and shield’ of the Communist Party of the Soviet Union (CPSU), charged with slaying its enemies and defending the motherland at home and abroad. The KGB’s overwhelming focus was domestic, policing (read: suppressing) the Soviet population. Its foreign intelligence collection department, the First Chief Directorate (FCD), a body that runs like a thread throughout this book, was an offshoot of the KGB’s domestic secret police functions. At its height, the KGB is thought to have employed 480,000 people, the largest secret police force to that point in history. If we include agents, that number likely exceeded a million. It was responsible for everything from running Soviet concentration camps, the Gulag, to deploying elite deep-cover ‘illegals’ in Western countries. During the Cold War, the First Chief Directorate employed around twenty thousand people, broadly similar in size to the CIA at the time. Britain’s MI6 and MI5 were smaller, at some points pathetically so. On both sides of the Cold War, SIGINT agencies squared off against each other, taking the majority of resources. In Russia today, the KGB’s successors are the FSB and the SVR, which see themselves as its heirs. Russian military intelligence, now called the GU, not GRU, is today known for conducting incompetent and reckless assassination attempts on European soil, like when its operatives used a weapons-grade chemical agent, Novichok, to try to assassinate a former MI6 spy, Sergei Skripal, in Salisbury, England, in March 2018.17

On an otherwise unremarkable day in April 1971, a Russian man walked into Hampstead’s police station in north London. He announced that he was a member of the Soviet trade delegation and wished to speak to someone in authority: ‘I have important information,’ he added. He was soon speaking to a Special Branch officer, who, upon hearing the man’s story, called in MI5. The Russian, a man named Oleg Lyalin, revealed that his position in the Soviet trade delegation in Britain was a cover; he knew nothing about importing knitwear, as his official job suggested. In fact, he was a senior Soviet intelligence officer, working in the KGB’s unit specialising in sabotage and covert attacks, Department V. Facing turmoil in his personal life, conducting two separate extramarital affairs, and terrified of being recalled to Moscow, where he faced an unknown fate, he offered information in exchange for his defection. Over the coming four months, in debriefings at MI5 safe houses in London, Lyalin revealed that the KGB was making contingency plans for sabotaging Britain’s critical infrastructure, upon instructions from Moscow. ‘The poison gas canisters will be released by agents in tunnels under London,’ he said. ‘Our aim is to terrorise the British government and population, bringing them to their knees.’ His network of agents, some of whom were later prosecuted, communicated with the KGB in Moscow in Morse code, using Sony radio sets.

In September 1971, Lyalin was arrested for drunk driving in London. He decided this was the moment to defect. His intelligence caused consternation when senior Downing Street officials were briefed. On the other side of the Atlantic, Henry Kissinger, the US national security adviser, informed the president of the United States, Richard Nixon, about Lyalin and the KGB’s sabotage plans. At that exact moment, the president was trying to initiate better relations with Moscow: détente. In response to Lyalin’s defection, the British government sanctioned the mass expulsion of 105 Soviet intelligence officers posing as diplomats in London – the largest such expulsion in history. Top secret Soviet records reveal that doing so degraded Soviet intelligence operations in Britain, marking a major turning point in Cold War counterespionage. Afterwards Britain was, for the first time, a hard target for Soviet spy chiefs.18

In 2020, the centenary of the foundation of Soviet foreign intelligence, Russia’s intelligence services conducted a massive nine-month-long supply chain hack on an American software company, SolarWinds, which provided software services to 250 US federal agencies and most of America’s largest companies. It has not been publicly disclosed whether Russia’s cyber intrusion moved beyond reconnaissance to the sabotage of sensitive systems: inserting malware and back doors into networks, including those of government agencies, corporations, the US electric grid, and laboratories developing and transporting new generations of nuclear weapons. In the cyber world, distinctions between reconnaissance and sabotage are slight: it is the difference between observing and changing data, altering computer code. The failure of US intelligence to detect Russia’s SolarWinds hack ranks among the worst in American history. The US government apparently did not, however, sit on its hands in the aftermath. Informed commentators have pointed to power cuts that Moscow experienced soon after the SolarWinds attack as evidence of a US counterattack.19

These two incidents, separated by fifty years, at first seem worlds apart: the first involved sabotage in the physical world, the second collection and perhaps sabotage in today’s digital world, where operatives can move seamlessly across domains. In the past, the KGB undertook physical reconnaissance of targets in Western countries, hiding weapons and arms caches in unassuming urban and countryside locations in the United States, Britain, and other Western countries, for activation when instructed by Moscow. In today’s cyber age – using bytes rather than bullets – it is easier, quicker, and cheaper than ever for states and individuals to conduct espionage and sabotage. In our new digital world, spies can reconnoiter critical infrastructure and orchestrate sabotage operations from the safety of their own jurisdictions, vaulting over national boundaries and firewalls. While the environment for these clandestine activities has changed, the underlying strategies behind them have not: to spy on, disrupt, and degrade enemy states. Spies tells that story.




PART ONE

The Clash Between Dictators and Democracies
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CHAPTER TWO

Chill in the East


… a permanent state of ‘cold war’ … a ‘peace that is no peace.’

—GEORGE ORWELL, You and the Atomic Bomb



In October 1945, in the wake of the two atomic bombs dropped by the US on Hiroshima and Nagasaki, bringing the Second World War to an end, George Orwell wrote an essay about the fundamental geopolitical change that atomic weapons created. The changes underway, as Orwell pointed out, had begun over a dozen years before. Atomic bombs were new, devastating tools for a longer-term ideological conflict between East and West. As usual, Orwell was correct. As this first part of Spies reveals, Western powers were effectively engaged in a Cold War with the Soviet Union long before they appreciated – or were prepared for it.

Vladimir Lenin’s grand strategy for the Soviet regime was anchored in his application of the writings of Karl Marx. Inevitable historical forces, both Marx and Lenin believed, would lead to a revolution of the proletariat, capitalism’s exploited working class, sweeping away bourgeois capitalist powers and replacing them with a unified ‘socialist’ society. (‘Socialism’ in the Soviet Union had little to do with socialism as understood in Western European liberal democracies – as little as conservatism relates to fascism. It was an anodyne term for communist dictatorship, which Marx described, and Lenin created. But because of the Kremlin’s hijacking of the term, there began a long and tiresome conflation, especially in the United States, of ‘socialism’ and ‘communism.’) At the time of the Bolshevik Revolution and then the bloody Russian Civil War, history seemed to be on the side of Lenin’s revolutionaries. The age of the great European powers appeared over. The First World War led to the collapse of four European empires. Royal families who were not bayoneted escaped into exile. The crumbling of the great empires in Central and Eastern Europe raised Bolshevik hopes to fever pitch to create a new world order. Russia was to be the tinderbox for a global conflagration.

War and Soviet Terror

Russia’s intelligence services today trace their origins to immediately after the Bolshevik Revolution. Six weeks after seizing power in November 1917 (October in the traditional Russian calendar), Lenin established the Cheka, the predecessor to the KGB. The Cheka functioned as the vanguard of the Bolshevik Party, slaying its enemies and defending its people, domestic and foreign. Although the Cheka would be renamed with different acronyms before KGB – OGPU, NKVD – its functions remained the same. Intended to be temporary (‘extraordinary’), in fact it became a permanent, central fixture of the Bolshevik regime for the next seven decades. Cheka officers served as frontline soldiers for Lenin, Stalin, and their successors in the Kremlin. Their overwhelming priority was domestic, protecting the regime against counterrevolutionary ‘enemies of the people.’ Some were real. The Bolsheviks faced armed Western intervention to depose them. Many other enemies were phantoms. Lenin and the Cheka also feared, from their reading of Marx, an inevitable conspiracy by Western capitalist powers against them. The Cheka soon established a foreign intelligence branch to conduct espionage, subversion, and sabotage abroad.1

Today, Russia’s intelligence services present carefully sanitised versions of their history, lionising the early successes of Soviet foreign intelligence, and airbrushing away its murders, mass repressions and imprisonments, and gross violations of human rights. It serves the purposes of today’s Kremlin, under Vladimir Putin, to present the Cheka as a professional intelligence service whose officers, Chekisty, had ‘warm hearts, a cool head, and clean hands,’ as they claimed. In reality, the hearts of Cheka officers were murderously cold, their heads warped hot by Lenin and Stalin’s conspiratorial worldviews, and their hands bloodied.2

The Cheka’s first head was Felix Dzerzhinsky. Born to a wealthy Polish family, he became a fanatically hard-line Bolshevik, one of Lenin’s closest advisers. A bespectacled, bookish-looking man in a party of many such types, Dzerzhinsky was the selfless Knight of the Revolution, in later retelling, who slew counterrevolutionary enemies. The Cheka did indeed conduct astonishing coups against the regime’s opponents at home and abroad, but this was only a small part of its work. Starting with Dzerzhinsky, the Cheka grew into the largest secret police in the twentieth century. Dzerzhinsky’s successors, men like Genrikh Yagoda, Nikolai Yezhov, and Lavrenti Beria, served as Joseph Stalin’s loyal hangmen, carrying out the Great Terror, the greatest repression in modern peacetime European history. Omitting the story of mass repression from the Cheka’s history, as Putin’s regime tries to do, is akin to describing Adolf Hitler as a failed Austrian painter.3

Contrary to later Soviet depictions, the Bolsheviks did not come to power in a popular uprising. They seized power in a coup. Before Lenin returned to the country in 1917, he did not believe that Russia, where two-thirds of the population was made up of poorly educated peasants, was ready for a workers’ revolution. Germany, with its industrialised society, was a more obvious birthing ground. Lenin hailed from Russian nobility; he was an urbane polyglot, more at home in the cafés and libraries of Munich, London, and Geneva than on Moscow’s streets. The fact that the Bolsheviks seized power, and then, against all odds, held on to it – largely due to the Cheka’s reign of terror – can blind us to how events seemed to contemporaries at the time. News of the Bolsheviks’ seizure of power made little immediate impression in the Western press. The Times, for example, asserted confidently the week after the coup that the Bolsheviks would not be in power long.

Less than four months later, in March 1918, the Bolsheviks signed a peace treaty with imperial Germany, at Brest-Litovsk, that pulled Russia out of the First World War. It was humiliating but necessary, in Lenin’s view, and controversial in Russia, splitting the ruling coalition between Bolsheviks and the leftist Socialist Revolutionary Party. The latter then targeted its former allies for assassination.

To gain peace, one-quarter of Russia’s empire passed to imperial Germany. In the aftermath, the Bolsheviks became ‘communists’ and relocated their base of operations from Petrograd (changed from the former name of St Petersburg because ‘burg’ sounded too German) to Moscow. This meant, for the newly styled communists, turning their back on Russia’s Europeanised and culturally rich city, the Venice of the North. The Cheka requisitioned a former Russian insurance building, the Lubyanka, as its headquarters in Moscow. The Lubyanka’s basement became infamous as the site of gruesome Cheka torture.

Bolshevik rule was born in a crucible of internal and foreign intrigue. The Red Army fought a civil war against a coalition of ‘White’ anti-communist forces, white being a colour traditionally associated with the Romanov tsars. They scythed down pro-monarchists (‘former people’), as well as members of the bourgeoisie (‘class enemies’), saboteurs (‘fifth columnists’), ‘wreckers’ (a loose term, effectively meaning all who opposed the Bolsheviks), and spies, some sponsored by Western powers – but not as many as Lenin believed. The ensuing Russian Civil War resulted in the deaths of approximately 3.3 million people. The war, and foreign subversion in it, would shape the thinking of successive Soviet leaders and their secret police. By 1922, the Red Army was victorious. The Russian Soviet Republic became the centrepiece of the Union of Soviet Socialist Republics (USSR), eventually a federation of sixteen republics carved out of the former tsarist empire, stretching from the Arctic north to subtropical southern areas in the Caucasus. The Bolsheviks would eventually rule over and terrorise six hundred million people.

The Bolsheviks faced armed Western hostilities. The Western Entente powers overtly intervened in Russia to try to strangle Lenin’s regime at birth. In March 1918, an advance party of British marines landed at Archangel, on the White Sea, some seven hundred miles northeast of Petrograd. The invasion, which included American warships, was enthusiastically and publicly backed by Britain’s wartime first lord of the admiralty, Winston Churchill. The landing party was part of an Allied wartime strategy to destroy the Bolshevik regime, restore the wartime eastern front, and thus relieve pressure on the Allies on the western front. Scholars have described US intervention in the Russian Civil War as a secret war against Bolshevism and even the ‘first Cold War.’ There is much to this. As well as facing overt military intervention, the Cheka also uncovered covert Western plots to unseat the Bolsheviks, some initiated by Britain’s foreign intelligence service, MI6 (then known as MI1c). These plots by the British, Americans, and other Western powers confirmed Lenin’s worst fears. Evidence of Western secret conspiracies left a burning impression in the hallways of the Kremlin that lasted throughout the Soviet era. Its echoes still reverberate there today.4

According to later Cheka valorisations, one British operation, known as the envoys plot, was part of a clandestine conspiracy by Western powers to depose the Bolsheviks. The truth was different. MI6’s archives reveal that it had little intelligence from inside Russia in the first chaotic months of Bolshevik rule. Even if it wanted to, it would have been unable to orchestrate a plot to depose Lenin. MI6 in Russia relied on adventurers, con men, and informants, some of whom were left-leaning journalists like Arthur Ransome (known as ‘S76’), later the author of Swallows and Amazons. His mistress was Trotsky’s secretary. Most of his ‘intelligence’ was devoted to getting her out of Russia. There was, then, a vast gulf between the intentions and capabilities of Western services when it came to spying on and subverting the Bolsheviks. Soviet leaders from Lenin onwards never grasped that. In August 1918, the Cheka stormed the British embassy in Petrograd in retaliation. Robert Bruce Lockhart, a hard-drinking Scottish thirty-three-year-old diplomat associated with the plot, was imprisoned at the Lubyanka for a time. A British MI6 operative, Sidney Reilly (code-named ‘ST1’), a womaniser and philanderer, the so-called ‘ace of spies,’ escaped in disguise. Rumours have rumbled ever since that Reilly, who seems originally to have come from Ukraine, was really a Soviet Cheka agent. It is impossible to know; the documentary evidence is incomplete. But that story seems too clever by half.5

For eighteen months, Britain and Soviet Russia were effectively at war, as Britain intervened militarily, supporting White Russian forces. In Lenin’s mind, with justification, Soviet Russia was a ‘fortress besieged by world capital,’ which conjured up memories of Napoleon’s invasion in 1812 and European intervention in the Crimea in the 1850s. The Bolsheviks could justifiably call themselves the defenders of Russia against foreigners. In reality, however, there was no unified Western conspiracy against the Bolsheviks. If there had been, the regime surely would have lost the civil war. Those Western troops that did intervene militarily in support of White Russian forces were too few to affect the war’s outcome, but numerous enough to convince the Bolsheviks that they were defending the regime against Western imperialism.6

At the end of August 1918, while Lenin was recovering from the third assassination attempt that year, he authorised what became known as the Red Terror: ‘it is necessary secretly – and urgently – to prepare the terror,’ he instructed. In September he issued a decree that sanctioned ‘mass shooting’ to be ‘inflicted without hesitation.’ As he faced threats on his life, Lenin’s bent toward institutional terror became unrestrained. The size and role of the Cheka, the chief instrument of the terror, grew dramatically. In March 1918, there were about 120 Chekists; by 1919 the number had swollen to more than 100,000, making it one of the largest parts of the early Soviet state. The Cheka devised ingenious methods of torturing victims during the Red Terror. Each local Cheka rezidentura (station) had its own speciality. In Kharkiv, where the rezident was an alcoholic drug addict, they used the ‘glove trick’ – burning victims’ hands in boiling water until the blistered skin could be peeled off, leaving the torturers with ‘human gloves.’ In Voronezh, south of Moscow, they rolled naked victims in barrels with protruding nails. In Kyiv, they resorted to medieval torture, attaching a cage full of rats to a victim’s torso, which they heated up, so that, panicked, the rats ate their way through the victim to escape the flames. In Odesa, they chained victims to planks and pushed them slowly into a giant cauldron of boiling water. A favourite Cheka winter torture was to pour cold water on naked victims in subzero weather until they became living ice sculptures. Many of the horrors later attributed to Stalinism were really initiated under Lenin. In the autumn of 1918, Lenin established a concentration camp in the Solovetsky Islands, in the White Sea. Lenin also used the Cheka to terrorise the Russian Orthodox Church. That is again sanitised from Putin’s version of the past today, which makes much of the connections between ‘Chekists’ and religion – Russia’s ‘spiritual security.’ Putin is framing the war in Ukraine as an existential ‘holy war’ for Russia.7

Before seizing power, the Bolshevik Party had been largely an illegal, conspiratorial, underground organisation. Once in power, the party did not change its stripes. It continued to rely on informants, blackmail, and deception. Bolshevik leaders continued to use their prerevolutionary aliases; Vladimir Ilyich Ulyanov used his pseudonym, Lenin, while the Bolshevik Georgian seminary dropout and former bank robber, Joseph Dzhugashvili, continued to be known as Stalin (he also liked being called Koba, after a folk hero from his native Georgia). Some of the intelligence methodologies used by Lenin and other Soviet leaders was adopted from techniques previously employed against them by the tsarist secret police, the Okhrana. They knew firsthand its use of agents provocateurs – undercover officers used to entrap targets. Some have suggested that Stalin himself had previously been an Okhrana informant, although that is impossible to substantiate given incomplete records from the time. Stalin’s own Okhrana
dossier was conspicuously gutted once the Bolsheviks gained power. By 1921, the Soviet bureaucracy was ten times as large as under the tsars.8

As the Bolsheviks fought for their survival during the Russian Civil War, the Cheka began to send undercover officers and agents behind enemy lines. By June 1919, the number of these so-called illegals was large enough to justify their own department within the Cheka. In December 1920, on the third anniversary of its founding, the Cheka created a new foreign intelligence department, called the INO, to direct all operations beyond Soviet borders. The INO, led by Artur Artuzov, grew from 70 men in 1922 to 122 seven years later, of whom 62 served abroad.9

Illegal officers were essential to the Cheka INO’s initial work. During its early years, the Soviet Union was an international pariah. It had few diplomatic relations with foreign countries, which meant it was unable to send intelligence officers overseas under diplomatic (‘legal’) cover. The United States refused to open diplomatic relations with the Soviet Union until 1933. It did, however, open trade relations with the Soviets earlier. As the Soviet government established commercial relations with Western powers, it used trade offices to open illegal intelligence stations in foreign capitals, by default operating without diplomatic protection. They were headed by a rezident (head of station). In the early years, such residencies (rezidentury) served both the Cheka and Soviet Red Army military intelligence (later known as the GRU), though later they would separate.10

In March 1919, the Soviet government established the Communist International (Comintern) to export revolution overseas. Its president, Grigori Zinoviev, boasted that ‘within a year all Europe will be communist.’ The Comintern imposed rigid military-like discipline on overseas communist parties, which were obliged to respond to Moscow’s instructions. Despite their later protests to the contrary, local communist parties, and the Comintern itself, facilitated Soviet espionage. The Comintern provided technical support, safe houses, courier networks, and orchestrated the illicit transfer of funds for Soviet agents overseas, as well as paying secret subsidies to communist parties in the West.11

The basic structure of Soviet foreign intelligence, with rezidentury overseas reporting to headquarters in Moscow – called ‘the Centre,’ known to readers of John le Carré as Moscow Centre – was thus established in the early years of the Soviet Union. It would remain in place throughout the seven decades of its existence. Even after the Cheka could create legal rezidentury, with the opening of diplomatic relations, it continued to operate illegals. They were cut off from a Soviet embassy, out in the cold, who worked without the benefit of diplomatic protection. This meant that if they were caught, they could be arrested, as opposed to expelled, which diplomatic cover afforded. Illegals were, and still are, viewed as Russia’s foreign intelligence elite; they use complicated codes, hollow coins, hidden deposits (‘dead drops’), and suchlike. The INO would later be transformed into the KGB’s foreign intelligence branch, known as the First Chief Directorate.12

The Cheka’s use of agents provocateurs was part of a longer-term Russian military doctrine of maskirovka: using military camouflage and disguise. It was closely aligned with the use of disinformation (or deza, disseminating false or misleading information whose authorship is concealed). The INO ran a disinformation unit from at least 1921, whose stock in trade was faking memoranda purportedly from the Soviet ruling body, the Politburo, and Red Army orders of battle, and then planting them among their enemies, drawing them out into the open, at which point they could be eliminated. During the Russian Civil War, Cheka officers used these tactics to impose Soviet rule. One arena where they did so was Ukraine, a huge country at the crossroads between Europe and Russia, and the latter’s historical heartland. With its rolling wheatfields, Ukraine was, and is, the breadbasket of Europe, something that the Bolsheviks quickly grasped. After 1918, however, much of the countryside in Ukraine was in open revolt against the Bolsheviks. Its subsequent bloody ‘pacification’ by the Cheka and Red Army – masterminded by Leon Trotsky, one of the original seven Bolshevik Politburo members and the head of the Red Army – was integral to the creation of the Soviet Union in 1922.13

One particularly imaginative and successful Soviet deception operation was known as TREST (or ‘Trust’ in English), which took place from 1921 to 1927. The Cheka – OGPU, as it was renamed in 1923 – established a bogus Russian tsarist underground, the Monarchist Association of Central Russia. Soviet officers posed as its members and travelled abroad to ensnare anti-Bolshevik supporters. The main victim of the TREST deception was MI6’s former operative in Russia, Sidney Reilly. TREST was a well-executed operation against a second-rate opponent, the British. In September 1925, the Monarchist Association (that is, the OGPU) lured Reilly back to Russia, where he was immediately arrested. Under brutal OGPU interrogation, Reilly promised to reveal all he knew about British intelligence and Russian émigrés in the West. Six days later, he was taken for a walk in the woods near Moscow and, without warning, shot from behind. The OGPU later put Reilly’s body on display in the Lubyanka, where, to this day, it is rumoured to lie under a courtyard.14

Britain’s Secret Service

There are good reasons why Britain’s intelligence services have not featured significantly in our story so far. In Soviet Russia, the Bolsheviks continued to be at ‘war’ even after the armistice brought the First World War to an end in 1918. Wartime policies like mass surveillance and deportation, which all major powers had undertaken to varying degrees, became permanent features in the new Soviet state, used to suppress and terrorise the population. By contrast, the resources of Britain’s intelligence services were slashed after the war. The famed reputation of Britain’s secret service owed more to fiction than fact. In Europe and North America, myths abounded about the prowess of Britain’s service stretching back to the Elizabethan period, a narrative encouraged by writers like William Le Queux and Rudyard Kipling. Intelligence may have been ‘the great game that never sleeps day or night,’ as Kipling claimed, but in reality, after 1918, Britain’s intelligence services were largely asleep.15

Britain’s security and foreign intelligence services, MI5 and MI6 respectively, had been established on the eve of the First World War, in 1909. MI5’s founding director general, Vernon Kell (known as ‘K’), a former general in the British army, continued at its helm until the Second World War. This made him the longest-serving head of any British government department. By the signing of the armistice in 1918, MI5’s staff had grown to 844. A year later, amid demobilisation of the largest army in British history, MI5 had a staff of just 151. Just over five years later, in 1925, it had a total staff of just 35. For the two decades after 1920, MI5’s counterespionage department had an average of just five officers. Its annual budget shrank from about £100,000 in 1919 to £35,000 a year later. MI5 eked out a threadbare existence at its headquarters on Cromwell Road, opposite the Natural History Museum in London. According to a secret in-house history, MI5’s pay was so meager that it could only rely on officers with private incomes.16

Britain’s foreign intelligence service – MI6, or SIS – fared little better. It suffered a similar slashing of resources. MI6 had broad responsibilities, to collect foreign intelligence for the British government from human sources. Its actual capabilities, however, were negligible. In the 1920s, it had 33 stations overseas, mostly one-man operations. Its officers worked under diplomatic cover, as British passport control officers, in embassies and consulates. Britain’s government at the time approached intelligence in the same way the Victorians did sex: it was not a subject fit for discussion in polite society. The government did not publicly avow the existence of MI5 or MI6 for the next seven decades. This had benefits for both services, allowing them to create an aura of mystique. The British public had a seemingly insatiable appetite for espionage – something shared with Russians – devouring the writings of former British intelligence officers like W. Somerset Maugham, in his story collection Ashenden.

In real life, some of the eccentric personalities in MI6’s service could have come straight from a novel. Its first chief, Mansfield Cumming, cultivated an enthralling image around the service. Cumming had lost a leg during the war in a road traffic accident, hacking it off with a penknife. MI6’s postwar chief, Hugh ‘Quex’ Sinclair, was a bon viveur, frequently seen in London’s clubs. He drove a Lancia sports car and wore a bowler. MI6 chiefs were known by the letter C – whether that also stood for Cumming remains unclear – a tradition lasting to this day. They signed their correspondence with the letter C in green ink. MI6’s headquarters were located, from 1926, and for the next three decades, in the Broadway Buildings, near St James’s Park Underground. C’s office, on the fourth floor, had a green light above the door to let visitors know when they could enter. The service’s budget, £200,000 a year in the late 1920s, was more than MI5’s, probably because its operations involved payments to recruit foreign agents. Like MI5, it received its budget from a ‘secret vote’ in Parliament. Overall, however, MI6’s budget was minuscule compared to other parts of Britain’s defence industry. On the eve of the Second World War, its budget was less than the annual maintenance cost of one of His Majesty’s destroyers berthed in home waters.17

While Britain’s intelligence services were under-resourced and understaffed, they did better than agencies on the other side of the Atlantic. After the First World War, the US government did not even have a dedicated foreign intelligence agency. In 1929, the secretary of state, Henry Stimson, famously closed the US government’s code-breaking department, the Black Chamber, on the grounds that ‘gentlemen do not read each other’s mail.’ Washington thus entered the 1930s without the benefit of a dedicated, single SIGINT agency.18

Soviet Espionage Front Groups

It was precisely because the Soviet state was so weak that it resorted to aggressive foreign intelligence. Some activities were like those that all states conduct – to know the secrets of opponents and shape foreign affairs in advantageous ways. But Lenin’s spy chiefs did much more. They integrated intelligence with other components of the Soviet state, and commerce, in ways without parallel among contemporary Western powers. Soviet intelligence stole as many Western secrets as possible, especially in the military and industrial sectors, to prepare for what Marx predicted would be the inevitable conflict between communism and capitalism. The Soviet regime’s efforts to steal Western secrets, and subvert Western governments by clandestine means, grew in reverse proportion to the actual impact that communist parties had in countries like Britain. In October 1931, eleven years after its establishment, the Communist Party of Great Britain (CPGB) was a spent force, receiving approximately just seventy thousand votes in the general election that year and failing to gain a single seat in Parliament. What the Soviet Union could not do openly through communist parties, it did secretly.

In 1920, the young Bolshevik regime, fighting for its existence, sent a trade delegation to London. It was a masterstroke by Lenin, resulting in the first de facto recognition of the regime by a Western power. Among the delegation were undercover intelligence officers. (Operatives would accompany such delegations time and again over the coming decades.) Nicolas Klishko, secretary and official translator on this trip, appears to have been the first Soviet rezident in Britain. Spying and buying were essential for the Soviet state from the start.19

Britain’s government, led by Liberal prime minister David Lloyd George, knew from intercepted communications – SIGINT – about the trade delegation’s hidden agenda. For a decade after the Bolsheviks seized power, Soviet government communications were insecure, vulnerable to the skilful work of British code breakers. One, former tsarist code breaker Ernst Fetterlein, known as ‘Fetty,’ had escaped to Britain after the Bolshevik Revolution and been recruited by Britain’s new peacetime code-breaking department, the Government Code and Cypher School (GC&CS), established in 1919 under MI6’s jurisdiction. (‘School’ was meant to suggest something harmlessly academic.) Fetterlein, a large, bearish, taciturn man, attacked Soviet codes with the same relentless dedication he had previously unleashed on British communications, when he worked for the tsarist code-breaking black chamber (cabinet noir). Between 1920 and 1923, GC&CS provided senior policymakers in London with 13,000 intercepts, roughly 290 per month. Britain’s foreign secretary, Lord Curzon, recognised the importance of GC&CS’s work. They were, he wrote, ‘without doubt the most valuable source of our secret information respecting their [the Soviet government’s] policy and actions. They provide the most accurate and, withal, intrinsically the cheapest, means of obtaining secret political information that exists.’

Lloyd George took personal charge of the negotiations with the Soviet trade delegation, and in so doing received a constant flow of decrypts, which he annotated with pencil markings in the margins. Among the decrypts was a blunt warning from Lenin to Soviet trade negotiators about the prime minister himself: ‘that swine Lloyd George has no scruples or shame in the way he deceives. Don’t believe a word he says and gull him three times as much.’20

British decrypts revealed that the Soviet government was illicitly subsidising the British Communist Party, and using Comintern agents as couriers to launder money in Britain. At the same time, they showed the slender prospects of success that the Bolsheviks had for inciting revolution in Britain. This gave Lloyd George the confidence, despite Soviet rhetoric about sponsoring subversion in the West, to make a trade agreement with the Soviet government in March 1921. A permanent Soviet trade office opened in London soon thereafter, becoming a defining feature of Anglo-Soviet relations in the coming decades. It was a den of spies, conducting espionage, subversion, and sabotage.

Unfortunately for British code breakers, the authentic Soviet reports they decrypted also included deliberately planted forgeries. In October 1924, a document about Soviet subversion in Britain contributed to the downfall of Britain’s first Labour prime minister, Ramsay MacDonald. The so-called Zinoviev letter, named after the Comintern leader, purported to be instructions to the CPGB to put pressure on their sympathisers in the Labour Party to engage in seditious activities. The provenance of the letter is still debated. It may have been genuine but was more likely a forgery, possibly the work of anti-Bolshevik White Russians, perhaps a British forgery (as the Kremlin to this day maintains). It may even have been an elaborate Soviet forgery designed to whip up an anti-Soviet backlash in Britain, allowing the Kremlin to present itself as an innocent victim. Whatever its origin, the Zinoviev letter did not contain anything that could not be found in genuine Comintern messages, decrypted by GC&CS, showing Soviet subversion in Britain. It was published by the Daily Mail, four days before Britain’s general election in October 1924. Though it may not have been decisive it certainly contributed to bringing down MacDonald’s government.21

The Soviet government also used its state-run news agencies as cover for espionage. These included the Russian Telegraph Agency (ROSTA), which had a presence in London beginning in 1920 and still exists, under the name TASS. Soviet intelligence services likewise used front groups to conduct espionage – dummy outfits that ostensibly had nothing to do with the Soviet government and thus provided cover for conducting illicit activities. Soviet commercial groups that opened in Britain seemed to MI5 to have dual uses. One such was Russian Oil Products (ROP), established in 1924. It seemed to allow the Kremlin to weaponise its oil supplies. All of ROP’s shareholders were Russian, and one-third were members of the British Communist Party. While it had legitimate business interests (selling Russian oil), it seemed to be a Soviet intelligence front. Its network had sites dangerously close to British fuel depots – later designated ‘critical national infrastructure’ – which MI5 concluded could be used for sabotage by driving oil tankers into them. ROP was placed on a list of businesses subject to police regulation in the event of a ‘national emergency,’ meaning the outbreak of war. Such measures were later known in Britain as protective security.22

Another Soviet front group was the innocent-sounding Federated Press of America, or FPA, which opened in 1923 with offices in London’s oil-lamp–lit Outer Temple, near the Strand. MI5’s surveillance of the FPA revealed its connections with another outfit, the All-Russian Co-operative Society (ARCOS), based at 49 Moorgate. Its ostensible purpose was to promote trade between Britain and Russia. In fact, it was a Soviet espionage front. In March 1927, a disaffected former ARCOS employee informed MI6 that ARCOS had a copy of a classified British document. MI5 and MI6 spent the next six weeks checking the informant’s reliability. Then, with approval from both the director of public prosecutions and the prime minister, Stanley Baldwin, MI5 authorised the Special Branch to raid 49 Moorgate. It was an aggressive move, violating diplomatic privileges attached to ARCOS.

The raid was bungled. No incriminating classified British documents were found. But it caused a sensation in the House of Commons, where a group of anti-Soviet Conservative backbenchers, and some ministers, including Winston Churchill, pushed the government to take a tough stance against the Soviets. Baldwin complied. He severed diplomatic relations with the Soviet Union.23

With nothing to show from the ARCOS raid, however, Baldwin panicked and resorted to drawing on top secret intercepts to prove his case. In an unprecedented move, at the end of May 1927, he rose to his feet in the House of Commons and read from four SIGINT intercepts – or as the cabinet nicely put it, ‘secret documents of the class which is not usual to quote’ that had ‘come into the possession of His Majesty’s Government.’ Baldwin quoted excerpts from one intercept from the Soviet chargé d’affaires to Moscow.24

In the aftermath, the Soviet spy ring centred on FPA was rolled up, though the British authorities decided not to prosecute because of the challenge of revealing intelligence. Much worse followed. Disclosing top secret intelligence publicly in the House of Commons proved disastrous for Britain’s intelligence efforts against the Soviet Union.

The Soviet government thereafter adopted a new method for encrypting its communications, using virtually unbreakable onetime pads – a system that uses a randomly generated private key, known solely to the sender and receiver of a message. As the name suggests, it is used only once, making it effectively impossible to crack. As a result, from 1927 until the end of the Second World War, British code breakers at GC&CS were hardly able to read any high-grade Soviet communications, although they had some success with Comintern communications. SIGINT, the best source of intelligence on the Soviet Union, dried up, leaving Britain with few windows into Stalin’s aims or capabilities. MI6 managed to obtain some insights into Stalin’s rule when Boris Bazhanov, his aide and the party secretary, defected in 1928. He was the first high-ranking Soviet party official to defect to the West after the revolution. Bazhanov provided MI6 with 140 pages of information. As would happen on countless later occasions, however, he was found to be exaggerating his importance.

In Moscow, MI6 was nonexistent. Britain reopened diplomatic relations with the Soviet Union in 1929, but that did not include an MI6 presence there. In 1936, Britain’s wonderfully named ambassador in Moscow, Aretas Akers-Douglas, better known as Viscount Chilston, refused to allow MI6 to open a station inside the embassy there on the grounds that it was ‘liable to cause embarrassment.’ Subsequent British ambassadors in Moscow felt the same. So, too, would later US ambassadors about their own intelligence service, the CIA. When the US government opened relations with the Soviet Union, in 1933, its new embassy was easy prey for Soviet intelligence. It had virtually no security and initially used no ciphers. George Kennan, one of the embassy’s founding staff, recalled that telegrams were transmitted through the regular telegraph office and lay on tables for locally employed Soviet staff to see.25

Two days after the British government cut off diplomatic relations in 1927, the Soviet Politburo decreed that using illegals would be a normal practice beyond its borders, in Western Europe and farther afield. In the United States, the Soviets also used front groups, and illegals, living under false identities (‘legends’). A major Soviet intelligence racket there was Moscow’s first trade mission to the US, the American Trading Corporation (or AMTORG). It was similar to, and connected with, ARCOS in Britain.

Incorporated in New York, AMTORG was established in 1924, with help from the Russian-descended American businessman Armand Hammer, known as ‘Lenin’s capitalist’ due to his relationship with the first Soviet leader and his willingness to launder money for the Soviet government. From 1924 to 1933, AMTORG had disproportionate influence as a principal channel between the US and Soviet governments, as they did not have diplomatic relations. As the sole purchaser for the Soviet government in the US, the organisation was designed to facilitate trade between the two countries. From its offices at 165 Broadway in Manhattan, not far from Wall Street, Soviet intelligence officers had perfect cover for seeking Americans interested in doing business in Russia – and then stealing their scientific and trade secrets. A common Soviet tactic was to dangle a lucrative deal in Russia’s vast untapped market, acquire a target company’s commercial secrets, then scuttle the deal.26

AMTORG would become a major centre of Soviet espionage in North America throughout the Cold War. Its roster of executives and employees included both GRU and KGB officers.27

Stealing Codes

Code-breaking sometimes occurs through the work of brilliant minds, as we see in the movies. But it also is accomplished in more pedestrian ways: foreign code books can be stolen, or clerks recruited. This continues today. Contemporary intelligence services refer to ‘human-derived SIGINT’: when a spy discloses secrets that make code-breaking possible.28

The Cheka was far ahead of Western intelligence services in recognising the importance of recruiting well-placed agents with access to code books. In May 1921, at the height of the Red Terror, Lenin established an independent SIGINT body run jointly by the Cheka and the Soviet Red Army (military) intelligence. It was housed not in the Lubyanka but in the foreign affairs building on Kuznetsky bridge, a brief drive from the Kremlin. The ‘special department,’ or SPEKO as it was known, was then the largest and best-resourced SIGINT agency in the world. It was led by an officer named Gleb Boky, a veteran of the St Petersburg revolutionary underground. Boky, a trained hydrologist in his fifties, carried the scars, both physical and mental, of being repeatedly imprisoned and tortured by the tsarist secret police, the Okhrana, for his revolutionary activities. Tall, with piercing blue eyes and the emaciated look of a tuberculosis patient, he walked with a pronounced stoop. He kept his door closed throughout the workday, using a peephole to survey those knocking for admittance before letting them in. Female staff viewed him with disgust as Boky prided himself on his sexual athleticism and arranged weekend sex ‘retreats’ at his dacha. Under his command, SPEKO successfully decrypted diplomatic traffic from Britain, Austria, Germany, Italy, and almost certainly the US government. No Western SIGINT agency during the 1920s and 1930s collected as much political and diplomatic intelligence.29

Lenin and Stalin viewed Britain as the world’s most powerful country after the First World War. Britain’s ‘capitalist’ empire, spanning the globe, inevitably made it the primary ideological target for them. In 1924, just two years after the Soviet Union was established, the Cheka’s foreign intelligence branch, the INO, achieved its first penetration of Britain’s foreign service, recruiting Francesco Constantini (assigned the code name DUNCAN), an Italian messenger working in the British Embassy in Rome. For more than a decade, Constantini provided diplomatic documents and cipher materials to his Soviet handlers, who paid him handsomely. The material he stole was invaluable for the SPEKO in decrypting British communications. Soviet intelligence headquarters ranked Constantini as its most important foreign agent. That year, he provided, on average, 150 pages of classified material a week.30

Five years later, in 1929, the OGPU recruited a cipher clerk who worked in the British Foreign Office communications department. Ernest Holloway Oldham was a walk-in, as the intelligence world calls those who volunteer their services. He approached the OGPU rezident in Paris, while he was in the city with a British trade delegation, and offered to sell Foreign Office ciphers in exchange for money – a lot of it. To the fury of his superiors in Moscow, the rezident failed to follow up on Oldham’s offer. The Centre, as Soviet intelligence headquarters in Moscow would always be known, dispatched one of its most flamboyant deep-cover illegals, Dmitri Bystroletov (code-named HANS, then ANDREI), to track Oldham down. According to a carefully sanitised hagiography of Soviet foreign intelligence published in 2021, to mark the Cheka’s centenary, Bystroletov was one of the most successful of the so-called Soviet Great Illegals, more on whom below. He was indeed successful. But Bystroletov was also grimly efficient.

Born in 1901, Bystroletov was the illegitimate son of a Cossack mother and, as Bystroletov convinced himself, the novelist Alexei Tolstoy (distantly related to Leo Tolstoy). Bystroletov’s name in Russian roughly means ‘fast flying.’ He certainly was. Extroverted and strikingly handsome, he was a master of disguise. During his career, he successfully impersonated a Hungarian count, a British nobleman, an American gangster, and a Dutch artist. His method of obtaining foreign state secrets was to seduce female staffers in embassies and foreign ministries who had access to them. The ‘Romeo spy’ also employed what intelligence professionals call ‘false-flags,’ the technique of recruiting targets while posing as a businessman and other cover occupations.31

Bystroletov tracked Oldham down in a Paris bar and, pretending to be an impoverished Hungarian aristocrat who had fallen into the clutches of Soviet intelligence, won his trust. The spy portrayed himself to Oldham as a sympathetic friend. Oldham agreed to provide his new chum with Foreign Office ciphers, which Bystroletov offered dutifully to pass on to Soviet intelligence, helping both of them out of a bind, as his story went. For his services, Oldham was given a down payment of $6,000 (approximately $80,000 today), a second payment of $5,000, and then $1,000 a month. Bystroletov was accompanied to some of his meetings with Oldham by the OGPU illegal rezident in Berlin, Boris Bazarov (code-named KIN), who posed as an Italian communist. The two Soviet spies would meet their new recruit at the Oldhams’ London home, in Kensington’s Pembroke Gardens, and in France and Germany, where they played good cop, bad cop. Bystroletov won over Oldham’s wife, Lucy, putting their relationship on what an OGPU report described as ‘an intimate footing.’ The Oldhams’ marriage was soon over. Ernest hit the bottle.32

In September 1932, Oldham, unable to withstand the pressures of his double life, announced his resignation from the Foreign Office, although he continued to go into work after giving notice. His MI5 dossier reveals that in July 1933, he was under intense suspicion because of his erratic behaviour. On one occasion, he was found in the cipher room by the nighttime cleaning staff at eleven o’clock, having gained entry using a key copied from an impression on a bar of soap.

If Oldham believed that resigning from the Foreign Office would convince his aristocratic Hungarian friend, and Soviet intelligence, to leave him alone, he was fatally wrong. Over the next year, Bystroletov relentlessly pressured Oldham to give him details about his former colleagues, in the hope of recruiting one. The Centre’s harassment of Oldham drove him to despair. By July 1933, MI5 had placed him under surveillance, intercepting his telephone calls and mail. The ‘handsome’ man meeting with Lucy Oldham, noted in her husband’s MI5 file, was likely Bystroletov. At this point, both Oldham and the Centre were convinced that British intelligence was on to the two men (MI5 did correctly suspect that Oldham was up to something) and that British operatives would try to eliminate Oldham (which MI5 and MI6 were not in the business of doing).

The Centre supplied Bystroletov with a rifle, which he believed he needed to protect himself from (nonexistent) British assassins. In one MI5 report in September 1933, written by an undercover officer watching Oldham as he drank at a pub, the officer noted: ‘In my opinion, OLDHAM is rapidly heading for a breakdown.’ Four days after the report, and almost a year to the day after Oldham resigned from the Foreign Office, he committed suicide, sticking his head in the gas oven of his flat in Pembroke Gardens. The thirty-nine-year-old was rushed to hospital but pronounced dead on arrival. The Centre concluded that he had been murdered by British intelligence. It refused to acknowledge the tragic truth: that the pressure imposed on him by the Centre contributed to his suicide. Soviet intelligence had extracted as much information as possible from him, then discarded him, careless about the impact on his state of mind. This was the ugly human reality of Soviet espionage. MI5 only later, in 1940, discovered the true nature of Oldham’s spying from a Soviet defector.33

During Stalin’s Great Terror, the homicidal maelstrom unleashed in 1936, Bystroletov was recalled to Moscow, tortured with a rope embedded with ball bearings, tried on false charges of being a foreign spy, and sent to the Gulag. His wife slit her own throat with a kitchen knife. His elderly mother poisoned herself. Bystroletov somehow survived his sentence, but was left crippled. He deposited his memoirs, describing his ordeal, in a library in St Petersburg, where they were held in secret special storage.

Stalin’s Regime

By the end of the 1920s, it was clear that the workers’ revolution was not forthcoming in West European countries like Germany. In 1929, Stalin thus began to build socialism at home, transforming the preindustrial country the Soviets had seized into an industrial society. It was to be the world’s first worker state – a radical experiment in social engineering. Stalin instigated crash industrialisation. The OGPU (renamed the NKVD in 1934) was the vehicle to bring that about. The Soviet Union would catch up with capitalism not in fifty years, but ten. Stalin’s first Five-Year Plan forced nine million farmers to move into industrial cities and zones. ‘Shock brigades’ militarised production, while the OGPU forced the collectivisation of peasant farmers and purged the kulaks, or ‘richer’ peasants, loading them onto cattle cars and deporting them to the frozen ends of the red empire. In the Soviet Union, a richer peasant might simply be someone who had an extra cow or who dared to put a tin roof on his hovel. Stalin’s enforced farm ‘modernisation’ through centralised collectives led to crop failures across the country, then famine. When his policies sparked a revolt in Ukraine, he ordered the NKVD to confiscate all available food. Ukrainians were reduced to eating bark, berries, and rats. In the Holodomor (‘death by hunger’) that followed, around four million people are thought to have starved to death.34

Stalin’s rule was one of history’s most brutal dictatorships. But this did not stop communist fellow travelers and sympathisers in the West, squinting hazily from afar, from supporting his regime. The British socialist Beatrice Webb found little to criticise because, as she wrote, Stalin had ‘cut out the dead wood’ in Soviet society and was building a new civilisation. These sympathisers were enraptured by the myth of the Soviet state. The historian Philip Toynbee, who became a communist at Oxford, said that the hellish existence in the Western world drove him to invent an earthly paradise somewhere else. In their hearts, some must have known it was an illusion. Among the faithful who made pilgrimages to the Soviet Union were those who willfully looked away from the evidence of terror in front of their eyes. Other Westerners who travelled to the socialist utopia, where Soviet propaganda proclaimed that ‘life has become more joyful,’ found themselves arrested, sent to work colonies, or executed.35

Stalin’s regime orchestrated a disinformation campaign (code-named TARANTULA) that depicted Soviet industrialisation as a staggering success. Some intelligence services in the West fell prey to it, and to other Soviet disinformation about the strength of its industry, leading to inflated Western assessments about Soviet capabilities in the 1930s. Lack of reliable intelligence, confused by Soviet disinformation, would become a recurring theme in Western intelligence assessments of Soviet military capabilities throughout the Cold War.

Soviet Great Illegals

The Wall Street crash of 1929 set off the worst ever global depression. Western democracies appeared broken, unable to feed their citizens. In the three years after the crash, worldwide gross domestic product fell by about 15 per cent. The Soviet Union seemed to offer a panacea to the failures of Western capitalism. In Britain and the United States, some would take their disillusion one step further. They became Soviet agents.

‘Turning’ them was the careful work of a talented group of cosmopolitan Soviet intelligence officers, later known in the Kremlin as the Great Illegals. Bystroletov, who recruited Oldham for cash, was one such. Another was a Hungarian, Theodore Maly (code-named MANN), who went by the alias Paul Hardt. As an MI5 report later noted, he was like something from a novel: a six-foot-four ex-monk, former cavalry officer, and lady killer. With two gold teeth shining under a large moustache, Maly recruited and ran agents posing as an executive from a fictitious Dutch bank. But arguably the most important of the Great Illegals was Arnold Deutsch, who recruited agents in Britain not for financial reward but through ideological conviction: those who believed communism offered a better system of government and even civilisation.36

Deutsch went by the alias Stefan Lange and the code name STEFAN (later OTTO). He was the chief recruiter of the five ‘Cambridge Spies,’ the most successful – and damaging – group of foreign agents ever recruited by the Soviet Union. Its members, H. A. R. ‘Kim’ Philby, Guy Burgess, Donald Maclean, Anthony Blunt, and John Cairncross, rank among the greatest spies in history. It was Deutsch, a Slovakian-Austrian Jew, who had the idea of recruiting young, idealistic university graduates and then sending them off to penetrate the halls of power, like viruses entering the body politic. It was a more sophisticated and patient approach to agent recruitment than anything contemporary by the West. In his three years in Britain, from 1934 to 1937, Deutsch recruited seventeen agents in this fashion.37

Fresh light is cast on the Cambridge Spies with the opening of British records, some as recently as 2022. They show how close British intelligence came to identifying the Cambridge espionage network. They also show that Soviet intelligence let the Cambridge Spies down. Deutsch was an outstanding multilingual academic. He held a doctorate in chemistry, which he obtained with distinction from the University of Vienna in 1928, aged just twenty-four. He had also studied psychology, which gave him valuable insight into human behaviour. A committed communist revolutionary, he was recruited by the INO after finishing his studies. Russian intelligence today remembers Deutsch as a towering figure, but in truth, his espionage tradecraft at the time was often primitive. As his now unsealed British intelligence dossier makes clear, Deutsch arrived in Britain in April 1934 under his own name, with the assistance of his millionaire cousin in Britain, Oscar Deutsch, who founded Odeon Cinemas. The Soviet spymaster moved to Hampstead, home to many progressive artists and authors, where Deutsch lived in a block of modernist apartments, the Lawn Road Flats. It was a poor choice for a home. Known communists and other Soviet agents also lived in the same building (as would Agatha Christie, then finishing Murder on the Orient Express). Had Deutsch not been recalled to Moscow in 1937, amid Stalin’s Great Terror, MI5’s ongoing surveillance of the Lawn Road Flats, as a home of known communists, likely would have placed him on its radar. As the dossier on him makes clear, however, it was only after he left Britain that MI5 discovered Deutsch’s true identity.38

At London University, Deutsch enrolled in a psychology course, an easy pursuit given his previous academic expertise. It was the perfect cover. Soviet intelligence archives reveal that Deutsch and Maly recruited at least three agents from Oxford. One was code-named SCOTT, now identified as a sallow postgraduate student, Arthur Wynn, who acted as a talent spotter for Soviet intelligence. Another was Bernard Floud (later an MP) and a third was a redheaded academic, Jenifer Williams (later Hart). According to her MI5 dossier, opened in 2022, Williams’s Soviet controller was Wynn, along with a ‘central European man,’ whom she later identified as Deutsch. After a few clandestine meetings, however, she had second thoughts about working as a Soviet recruit and broke off contact. Williams performed brilliantly in the civil service entrance exams in October 1936, with the highest score by a female candidate to that point. In March 1939 she became private secretary to the permanent undersecretary at the Home Office. In 1940, she was asked by MI5’s acting director, Jasper Harker, who was unaware of her communist background, to recommend names for MI5 recruits. If Williams had still been a NKVD agent at that time, it would have been a phenomenal achievement for Soviet intelligence. It was a lucky escape for British security.39

As it transpired, it was not Oxford, nor London University, but Cambridge that was to become the source of Deutsch’s greatest achievement for Moscow. During a walk in Regent’s Park on a balmy day in June 1934, he successfully recruited a high-flying recent Cambridge graduate: Kim Philby. They sat on the grass together, speaking in German, seated at angles to keep an eye out for MI5 ‘watchers.’ They need not have bothered. Nobody was watching.40

Philby, a dapper young man with a predilection for booze and womanising, was a committed communist by the time he graduated from Trinity College, Cambridge, the previous year, 1933. He and the others in what became the Cambridge network were inspired by the promise of communism; they believed it offered a brighter alternative to capitalism. Later, they believed it to be the best bulwark against fascism. On Philby’s last day at Cambridge, he asked his tutor, Maurice Dobb, a fellow there in economics and a well-known communist, what he could do to serve the communist cause. Dobb suggested he could travel to Austria and work for a relief organisation, which was a Soviet front group. Philby did so. While there, he fell in love with and married Litzi Friedmann, an Austrian communist. It was through Friedmann that Philby was introduced to Deutsch, leading to their fateful conversation in Regent’s Park. The meeting would change Philby’s life forever. It also set in motion a process that wrecked British national security for decades. Soviet intelligence assigned Philby the code name SONNY: SYNOK in Russian, or SÖNCHEN in German.41

Philby acted as a talent spotter for Deutsch, providing him with the names of people he knew from Cambridge, including Guy Burgess and Donald Maclean. Deutsch built the network from there. They in turn led to the recruitment of a Trinity academic, Anthony Blunt (unimaginatively code-named TONY), and John Cairncross, an academically brilliant Scot. Unlike the others, all of whom came from privileged backgrounds, Cairncross’s origins were more humble. The son of a Scottish ironmonger, he got to Cambridge on an academic scholarship.

Maclean was the gifted son of a former Liberal cabinet minister. He graduated with a First Class degree in modern languages in 1934, intending to teach in the Soviet Union. Over the summer, he changed his mind, probably with Deutsch’s encouragement, and instead decided to sit for the entrance exam for the Foreign Office. Deutsch initially assigned him the code name ORPHAN (SIROTA in Russian, WAISE in German), a reference to the death of his father two years earlier. When Maclean passed the entrance exam with flying colours, he became the first member of the network to penetrate Britain’s foreign policy establishment. It was an epic success for Soviet intelligence, albeit one assisted by an equally epic failure of British security. The Cambridge Spies were effectively pushing at an open door. At the time, background checks (vetting) for British government departments with access to state secrets were primitive. Before the Second World War, the Foreign Office did not employ a single security officer, let alone a security department. Vetting did not involve proactive investigations into an applicant’s background but instead relied on information contained in MI5 records, derived from its surveillance of groups considered to pose security threats, like the British Communist Party. Deutsch had the good idea to instruct his Cambridge recruits to break off contact with the CPGB, which he correctly assumed was under close MI5 surveillance. Thus there were few traces in MI5’s files against their names.42

Deutsch offered them something seductive: the opportunity to make a practical difference, secret work for the Comintern underground, to help advance its cause. It is unlikely they considered themselves as pawns of Soviet intelligence or understood the work of the OGPU, NKVD, or KGB. Instead, Deutsch promised them the reward of important secret work. Two of the Cambridge Five were gay (Burgess and Blunt), and one bisexual (Maclean), at a time when homosexuality was illegal in Britain. They thus already led secretive lives. All of the Cambridge Five were, in their own ways, rebelling against the strict class structure of prewar Britain. Deutsch accepted them, affirmed their sexual and social liberation, and helped them on their way.43

On the eve of the Second World War, thanks to its Cambridge recruits, Soviet intelligence perversely had more graduates of British universities than Britain’s own intelligence services, MI5 and MI6, whose few officers had military backgrounds, not university educations. Soviet intelligence used similar tactics on the other side of the Atlantic. In the prewar years, however, the US was not the priority for Soviet spy chiefs that it would later become. The economic might of the United States at the time of the Bolshevik Revolution – as the only creditor on the planet – and its sense of messianic destiny about democracy, first espoused by President Woodrow Wilson, placed it on a collision course with the Soviet Union under the Bolsheviks. The two world powers, in the East and West, had universalist, but utterly divergent, ideologies about the future of the world. That divergence was only revealed during the Second World War.44
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