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Introduction: 
2 to 5 Per Cent of Everything

A few weeks ago my dad got a call from his internet provider to alert him to some problems with the service. This was the prelude to a complex and rather elaborate conversation that involved a lot of back and forth but, when the technician finally figured out what was happening, he painted a disturbing picture. Dozens of people had hacked into Dad’s system. It was even worse than he’d feared.

Dad would be the first to admit that he’s not very knowledgeable about computers; so much of what the caller was telling him made no sense at all but, over the best part of an hour, he listened while the man patiently explained the problems, guided him through the installation of some software and helped him move money from a vulnerable bank account. Or, rather, he tried to help move the money. Annoyingly, the necessary text messages from the bank with the code to authenticate the transaction just wouldn’t come through. The money could not be moved.

It has been an enduring source of frustration for younger members of the family – initially, for my brother and me; more recently, for our respective children – that mobile phones simply won’t work in Dad’s kitchen. If you climb onto the windowsill, you can sometimes get a signal, but even there it often cuts out, almost invariably at a crucial moment. It is incredibly annoying. I suspect that none of us, however, in decades of irritation, have ever even come close to being as annoyed as that fraudster must have been as he failed to steal my father’s money.

He had successfully bamboozled Dad with elaborate terminology; he had placed remote access software onto Dad’s laptop; he had spent an hour on the phone; he had gained access to Dad’s bank account. He had come so close. A four-figure sum had been right there, almost within touching distance. All he needed to complete the heist was a code in a text message, but that text would not come through. And fortunately, thanks to the strange telecommunications black hole that is my dad’s house, it never did.

Afterwards, Dad couldn’t believe he’d been taken in by the conman’s patter. His house is remote, so it’s simply not feasible that dozens of people would be attempting to hack into his Wi-Fi signal. Where would they be? Hiding in the garden? Frankly, he felt ashamed.

He really shouldn’t have been embarrassed, however. He was just one of hundreds of thousands of people in Britain that will be taken in by fraudsters this year. Had the conman managed to steal his savings, it would have been disastrous for him, but the lost total would have been only a tiny fraction of the hundreds of millions of pounds that will be stolen, despite the elaborate defences erected to prevent it. Fraud is a colossal criminal industry, with the perpetrators crafting scripts that are perfectly designed to confuse their targets, to appease any concerns. They mimic legitimate businesses with astonishing accuracy. They operate with the kind of co-ordination, skill and planning that you’d normally associate with major corporations.

There is much discussion about who exactly is to blame for this ongoing criminal epidemic, which costs its victims perhaps half a trillion dollars globally, or how it is that fraudsters have been able to get so powerful. Some people say tech companies are not doing enough; others say it’s the fault of the countries that provide safe havens for the criminals; or it’s the fault of governments for not doing enough to educate vulnerable people. All of those explanations may well be true, but for me the real problem is somewhere else entirely: it is now so easy for them to keep the money they have stolen, and to move it through the financial system so it looks entirely legitimate, that there are simply no limits on their greed. They can keep eating indefinitely, without ever getting full.

This book is the story of how that happens, of how criminal money gets legitimised – a process that since the 1970s we have called money laundering – and of the world’s failure to stop it.

It is not a book about the crimes themselves – the frauds, the thefts, the corruption – not because they are not interesting, but because they already receive a lot of attention. I want to write about money laundering because it is what makes them possible, and it is too often overlooked. It is the process that allows criminals to hide the origin of their wealth, to spend it like anyone else and thus to enjoy the fruits of their criminal labours. It doesn’t matter what crime they commit: if they couldn’t launder the proceeds, there would be no profit in it. Money laundering therefore is the support mechanism for the worst people in the world and, if we could make it harder, we’d make crime less profitable and make breaking the law less appealing.

As I write this, Ukrainian cities have just faced another night of drone barrages from Russian forces, with three of the drones evading air defence systems and hitting their targets. Western countries have imposed restrictions on trade with Russia that makes it illegal to sell the kind of high-tech components necessary for drones to work, and which Russia is unable to produce for itself. Yet, Ukrainian analysts who’ve examined the wreckage of crashed and shot-down drones have found hundreds of foreign components, of which more than two-thirds originated in the United States, and others came from Japan, Switzerland, the Netherlands and the UK. Those lethal slices of silicon had been smuggled to Russia and somehow paid for, a trade that would never have happened if the payment for them could not be laundered. Thousands of Ukrainians are dead and injured, and tens of thousands are traumatised nightly, because of money laundering.

In 2023, US prosecutors wrapped up a case against a criminal gang that smuggled Thai women to different American cities, where they forced them to be sexually assaulted by up to eleven men a day until the women paid off an exorbitant ‘bondage debt’. If the women tried to flee, the criminals threatened their families back in Thailand. The gang earned tens of millions of dollars before its members were arrested and prosecuted. If the criminals had not been able to hide and launder money from this appalling exploitation, the women would not have been trafficked into sex slavery in the first place.

Just down the hill from my house is the River Wye, and it is one of the rivers which – every spring for millennia – has welcomed untold multitudes of juvenile ‘glass eels’, which arrive from the ocean before slithering into the marshes, lakes and ponds of Europe, Asia and North America. They grow to adulthood in fresh water before returning to the ocean to breed, something they will not do in captivity. In recent years, however, demand from the Far East has provided huge profits for poachers willing to catch the miniature elvers, package them up and ship them illegally to fish farms near Hong Kong where they are fattened up. There are many reasons why eel populations have crashed by 90 per cent, but rampant smuggling is part of it, and that would not be happening without money laundering.

You can tell the same story about any acquisitive crime. South America’s cartels need to launder their money, as do Nigerian kleptocrats, Afghan terrorists, American tax evaders, and pretty much any other criminals you can think of. Money laundering is as central to the criminal economy as banks are to legitimate businesses and, since criminals only commit their crimes because they’re profitable, there would be far, far less crime without it.

That is why governments have committed themselves to stopping it, which is a good thing because, when countries dedicate themselves to solving problems, those problems tend to be, if not solved exactly, then significantly ameliorated. In the mid-1960s, after scientists proved a clear link between cigarettes and disease, the US authorities decided to reduce smoking. Over the next 50 years, some 8 million American lives were saved as a result, adding up to an extra 150 million years of human existence. In the UK, successive governments have worked hard to reduce the number of people dying on the roads, and the total fell from almost 6,000 a year in the late 1970s to fewer than 2,000 a year now. And this isn’t just something that happens in individual countries: governments get things done when they’re acting together too. The United Nations decided to eradicate smallpox and, by 1980, it had; a decade and a half later, it decided to eradicate the cattle disease rinderpest, and the last case recorded anywhere came a mere eight years later. Governments, acting either singly or collectively, are powerful things.

Efforts to stamp out money laundering began in 1970 and since then almost every country on earth has dedicated itself to the challenge: multiple treaties have been agreed; a global framework has been adopted; specialised police forces have been created; and governments have obliged the private sector to spend hundreds of billions of dollars a year to comply with their regulations.

‘There is more than a whiff of palaeontology about the study of money laundering,’ wrote John Walker, an Australia-based economist in the foreword to what seems to have been the first ever attempt to estimate quite how big a problem we were talking about, a report commissioned by the Australian authorities and published in 1995. ‘Like dinosaurs, we know that money launderers have existed on this planet in the past, and there is a good chance that some of their descendants still roam the earth. Mostly, however, we cannot expect to find a complete, living breathing specimen because they are secretive by nature, only leaving behind skeletons and footprints in the sands that time and tides wash away.’

He dug for clues in crime statistics, financial data and elsewhere, and – in his own words – ‘tried to speculate intelligently on the basis of these few bone fragments’ in his attempt to calculate just how much money is laundered. His estimate was that something like one dollar in every hundred moving through the Australian economy was criminal. Around the same time, Vito Tanzi, an American economist working for the International Monetary Fund, suggested that between $300 and $500 billion of dirty money entered the world economy every year, though he said such numbers ‘cannot be more than guesstimates’.

There were many problems with trying to combine these two figures. Walker said fraud was the biggest problem, but Tanzi talked only about drugs, which suggested there was no consensus on what should even be being counted, let alone on how to count it. That did not stop Michel Camdessus – a French central banker who headed the International Monetary Fund from 1987 to 2000 – giving an estimate of his own in 1998, based apparently on the work of these two economists. He said the amount of money being laundered globally was the equivalent of between 2 and 5 per cent of the world’s gross domestic product (GDP). He too was tentative in his claim, which he hedged around with qualifications: ‘we cannot guarantee … estimates … probably a consensus range’.

Ever since, researchers have sought to improve upon his estimate and, in their attempts to refine it, they have used a bewildering variety of techniques: ‘statistical discrepancies’; the ‘hot money method’; the ‘residual approach’; the ‘trade mispricing model’; field and case studies; surveys and interviews; the ‘currency demand approach’; latent variable approaches including the ‘dynamic multiple-indicators multiple-causes model’; modified versions of Walker’s original ‘gravity model’, and more.

They have theorised from macro-indicators and generalised from micro-indicators but, whatever method they’ve chosen, over the decades their estimates have still all tended to end up within the range that Camdessus and his team arrived at three decades ago. And this is an alarming thought. The world economy has got bigger over the intervening period, so the portion of it controlled by criminals has correspondingly got bigger as well. However much the world has got richer, the crooks have got richer too. That means all of the efforts being thrown at this problem by governments, police forces, banks and everyone else have failed to achieve anything at all.

You may be thinking that 2 to 5 per cent of global GDP doesn’t sound like very much money, but if you put it in the context of the world economy, you’ll see that it is. Each year, everyone on earth engages in economic transactions that total approximately $100 trillion, which means the criminal part is easy to work out – between $2 trillion and $5 trillion.

If the bottom end of the range is correct, that means the world’s criminals are as wealthy as Russia; if however, the top end is more accurate, they are richer than Germany. In other words, if the world’s criminals had their own country, it would be somewhere between the eleventh and the third richest nation on earth. At the top end of the range, they’re richer than anyone but China and the United States; at the bottom end, they’re still wealthier than Saudi Arabia, the Netherlands and South Korea. Every year, they can reinvest that money in their businesses, buy more influence, harm more victims, and we are failing to stop them.

The decades of legislation, diplomacy, prosecution and compliance have therefore been a complete flop. The best that you can say for them is that, in their absence, perhaps the situation would be even worse.

I started writing about financial crime in 2014, after Ukrainians had spent months occupying the centre of their capital in protest against a corrupt president who had stolen the people’s money and spent it on ugly palaces and bling. I had lived in and around the former Soviet Union for years and been troubled by why it was that countries like Russia, Azerbaijan or Ukraine had failed to build democratic systems in the way that, say, the Czech Republic had. Corruption looked like it could be the answer and, when I started investigating Ukraine’s former regime, I was shocked by the extent to which its top officials had been embedded in the Western economy: they had bank accounts, shell companies, lawyers, all from unimpeachable sources. I had previously divided the world into countries that were ‘rule of law’ – the United States, Great Britain, Austria, etc. – and ‘non-rule of law’, imagining the lines between them to be as absolute as they were in a State Department report. But in fact those lines were non-existent.

I spoke to officials, police officers, businesspeople, bankers, lawyers, activists, journalists, and they all told me the same thing: Ukraine’s kleptocrats were courted by the West, not shunned; their scams and schemes were designed with the active participation of our finest professionals. The realisation that dirty money not only flowed freely between corrupt officials and supposedly honest countries, but that its owners relied on those jurisdictions to secure their wealth, was deeply troubling.

I wrote up what I’d found in a report for a think-tank and, if I’m honest, I hoped the editors would tell me I was wrong: ‘I can see why you might think that way, but here’s a dozen reasons why that isn’t actually happening’. Instead, they complimented me on my work, and promised to present it the widest audience. I still hoped – like a six-year-old troubled by a glimpse of adult cruelty – that a grown-up would step in, reassure me everything was going to be okay, and tell me to go back to sleep. But, on the contrary, people who read my report or heard me speak agreed with me. When they shared their own insights, they just added further weight to the conclusions I’d drawn.

So, if I wasn’t wrong, how could something so awful be happening? Surely the only explanation for why people and institutions in Western countries were actively enabling corruption – including by people like Vladimir Putin and his friends, who professed themselves the sworn enemies of everything the West supposedly stood for – was that our leaders didn’t know about it? So, I decided to let them know. With friends, we put on the kleptocracy tours to highlight properties in London owned by oligarchs, kleptocrats and other corrupt officials; I wrote articles; I made radio programmes; I gave evidence to parliamentary inquiries; I started to write a book, at least partly thinking that a problem this serious would surely be solved before it was published.

The problem was not solved. The hardback was published, the paperback was published, and still more money poured out of kleptocracies into the property and luxury goods markets of the West. Politicians might listen to what I said, they might read what I wrote, but they didn’t act on it.

Was it all a conspiracy? Was the reason that no one acted upon the evidence of widespread corruption and complicity that not only immiserated hundreds of millions of people but also threatened the basis of our civilisation, because our leaders were part of the scam? There’s no doubt that some countries – the UK, in particular – have made a good living from handling the world’s stolen goods. All of those transactions require a lot of lawyers, accountants, PR professionals and others to help them run smoothly, and those people’s jobs rely on no one enforcing the laws too diligently.

So yes, there is complicity, but it is not the whole story. I know this because I regularly meet bankers, officials, lawyers and others who are not complicit. On the contrary, they are fighting as hard as they can to obey every law against financial crime – they are as concerned about holding the villains to account as I am. They hold meetings, create algorithms, file reports, launch investigations, hire tens of thousands of people to help them. In the service of stopping financial crime, companies share secrets with the authorities, close bank accounts, turn clients away. The authorities can freeze our assets and demand we justify how we obtained them, they can probe our deepest secrets, all in the name of tackling acquisitive crime. These are draconian powers. And yet they achieve nothing.

So if the problem isn’t that I’m wrong in my analysis, and it’s not that officials don’t know what’s going on, and it’s not that our officials and professionals are all complicit with the corruption, and it’s not that investigators lack the powers they need, what is it? Why does nothing get achieved in the battle against dirty money?

A couple of years ago, I was in Oxford and talking to a senior police officer who is as frustrated as anyone by his failure to make a dent in the baddies’ profits. I happened to mention that I’d recently visited Bicester Village, a shopping arcade just outside the city which resembles a bland facsimile of a Massachusetts town, and been surprised by its popularity with Chinese people. Every single passenger in the train carriage that took me there from London had been speaking Chinese, as were significantly more than half of my fellow shoppers.

This is not a particularly new observation. Bewildered UK media outlets first spotted this popularity a couple of decades ago, when articles about it became a staple for a certain kind of English journalist, since they combined two favourite themes: the enduring superiority of Britain (look how far people would come to go shopping in our country!); and the comic idiocy of foreigners (don’t they realise the goods are all made in China anyway?). What the articles never seemed to do, to my satisfaction anyway, is explain what exactly it was about Bicester Village that made it a sure-fire stop for Chinese tourists visiting the UK.

‘We have Chinese people travelling halfway round the world to visit an ersatz American high street in an Oxfordshire field in order to buy – at huge cost – something that was made just down the road from where they live. I leave the larger brains that share this page to explain how that makes any economic sense,’ said a columnist in the Daily Telegraph in 2005, a couple of months after the first articles appeared.

The journey to Bicester Village was an attractive one. The train rattled through fields, which even in early spring had that vivid green you only find in England. The hedgerows were white with blackthorn blossom. Between picturesque pieces of derelict farm machinery, ponds were dotted with geese and herons dipped for frogspawn.

After exiting the station, I found a pedestrianised street of white-painted clapboard buildings, each of which housed an outlet for a high-end brand: Jimmy Choo, Calvin Klein, Timberland, Breitling, Givenchy, Dolce & Gabbana, Burberry, Stella McCartney, Alexander McQueen, Gucci.

I had gone intending to buy something, but I found the clientele’s determination to spend money so off-putting that I couldn’t stay in any shop long enough to find anything I wanted. The shoppers in Bicester Village were like shelf-stackers in reverse: they removed things from the shelves with a focus and intensity that looked more like a job than a pastime. In the 3,000 steps it took me to walk from the station at one end to the car park at the other and back again, the closest I came to buying a souvenir was a Le Creuset ‘hydration bottle’. But then I looked at the price and decided to go without.

On the train back to London, however, it was clear that my fellow passengers had had a more fruitful trip. At least one of them had bought a new Samsonite suitcase to contain her purchases, and the rest had multiple bags bearing the ostentatious logos of the village’s many brands. I tried to do the sums as we re-entered the outskirts of London: Bicester Village is open from nine in the morning till eight at night; that’s twenty-two half-hourly trains, each with three carriages. There were tens of thousands of pounds’ worth of designer swag in my carriage alone so, if that pattern is repeated, that’s more than £6 million spent a day, £2 billion a year, just from people who arrive on the train. At least as many visitors come by coach and car. It’s a lot of money, and I remarked on it to the police source.

‘Well, a lot of them obviously just like shopping, and it’s true that you can buy cheap designer stuff there,’ he said. ‘But the rest of it is money laundering.’

I would like to say this was like one of those moments when a cartoon character has a blinding insight and a bulb flicks on above her head. But it was actually the opposite of that, a moment of darkness rather than illumination. Someone had opened a door and revealed a whole labyrinth of confusing pathways that I hadn’t realised was there. The insight was not into how much I knew, but how little.

I have spent many years researching financial crime, and I thought I knew all about money laundering, about webs of shell companies registered in offshore jurisdictions, secretly controlling bank accounts so criminals could shuffle their money around until it appears clean. This, after all, is the kind of skulduggery that the leaders of Ukraine had got up to, the kind of thing I’ve written about in my articles and books. But there are no banks in Bicester Village, so how was anyone going to launder their money there?

‘I know, it does sound weird, but it makes perfect sense if you think about it,’ the police officer replied. ‘It’s really hard to get money in and out of China via the banks without being noticed, so the criminals have come up with a workaround. Factories in China ship drugs to British gangsters, who then give the payment in cash to Chinese students studying at UK universities. The students either take cash to Bicester village, or first pay it into their bank accounts before going; then they buy Gucci handbags or whatever, and ship them back to China, where the criminals sell them to fashion victims. There’s their profit, see? It’s all co-ordinated by WeChat, and we really struggle to follow it.’

I still wasn’t sure I completely understood, and I tried to picture it in my mind, tried to draw a mental diagram with money moving in circles in both Britain and China, then with illegal chemicals and handbags shuttling between them.

‘So,’ I said at last, ‘they’re basically swapping drugs for Gucci.’

‘Pretty much, yeah,’ he replied. ‘That’s a nice way of putting it actually.’

It was that conversation that created this book.

The sphere of money laundering studies is a small one, and I have read most of what there is to read. Its jargon-heavy academic articles traditionally divide the process by which dirty cash is cleansed into three distinct stages: placement, by which criminal money is put into the financial system; layering, by which it’s mixed around until no one can remember where it came from any more; and integration, when it’s spent in the normal economy. You can think of those three stages as loosely equivalent to the three Godfather movies: in the first instalment, Al Pacino’s Michael Corleone makes his mark; in the second, he builds up his business; in the third, he goes legitimate.

It is a neat theoretical model, and you can see it referred to in books, articles, speeches and webinars, at the kind of conferences where the people who work in money laundering gather to have earnest discussions about what they’ve been doing. It underpins everything that politicians do both locally and internationally. To the battle against criminal money, this model is as foundational as Isaac Newton’s laws of motion are to physics.

The reason why the police officer’s remark about Bicester Village so rocked me is that it did not fit into the three-stage theoretical model at all. On the contrary, it was something else entirely, like a Newtonian physicist suddenly hearing about quantum mechanics.

He was describing a network in which hundreds of people, thousands of miles apart, seamlessly co-ordinated the exchange of illegal chemicals for handbags via instant messages, and wealth moved around the world in vast amounts, to the great profit of the criminals, with no one else any the wiser. Where were the placement, layering and integration? What’s the theoretical underpinning for a money laundering strategy that skips the financial system altogether, and is instead based on bartering luxury goods for narcotics? Bicester Village is not the only place where this happens, and you could see a similar pattern in the casinos of Vancouver and Las Vegas, in gold shipments to Dubai, as well as in more other places than anyone could name.

I thought I knew all about how criminals moved their money, but it turns out I didn’t. If I didn’t, perhaps lots of other people didn’t either. And if no one knows what they’re fighting, then how can anyone know how to fight it?

Perhaps therefore the reason we are failing to tackle money laundering is not solely because of corruption, complicity, lack of legislation or lack of effort (though all of these are present, of course they are), but because we simply don’t understand what’s going on and, as a result, are expending too much effort in the wrong places. It’s like waging war without knowing who the enemy is, where they are, how large their force is, and what direction they’re going in. No matter how hard you drive your troops, you’re going to do a very bad job of winning.

Money laundering is far more complex, successful, embedded and widespread than almost any of us realise. And government efforts to oppose it are based on the flimsiest of foundations, which is a real problem for those of us who dislike crime.

When I was talking to John Walker, the Australian who first tried to estimate how much cash the criminals are washing through the financial system, he described the world’s anti-money laundering system as worthless. He is more knowledgeable about the problems of tackling criminal finance than almost anyone I’ve ever spoken to, but that is a big claim, so I challenged him on it.

‘That’s pretty strong,’ I said.

‘I shouldn’t have said it’s worthless. I’ll soften that. Shall we say the limitations in what it’s allowed to do …’ he conceded, before pausing for a good ten seconds. ‘I’m coming back to the word worthless,’ he said at last.

This book is about why we have failed. In it, I trace attempts to stop money laundering from their beginnings to the present day, looking for the reasons why they have not succeeded. It is a story of bravery and dedication, but also one of hypocrisy, ignorance, disillusionment and opportunism. It’s not so much about different governments working to frustrate each other, although there’s plenty of that, but also about different parts of the same governments cancelling each other out; demanding perfection from private companies while failing to tell them what exactly it is that they need to do. I have some thoughts about how we could be doing better, and they’ll come at the end of the book. To me, they should be obvious but, in the context of how little we’ve been achieving to date, they would be revolutionary.

I am not saying that the world could eradicate money laundering in the way it wiped out smallpox or rinderpest, but if we could reduce it by the same proportion as the UK cut deaths on its roads, that would slash the profits available to criminals by two-thirds. That would mean two-thirds less crime, and consequently far fewer victims. Instead of the criminals’ country being somewhere between Germany and Russia, it would instead be poorer than Mexico, and perhaps no richer than Sweden. Those are still significant countries, but they’re not great powers, so just imagine how that would transform the lives of the most vulnerable people in the world.

It was that insight that drove the man behind the first anti-money laundering legislation – let’s go and meet him.
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