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Introduction


Welcome to Computer Science for the IB Diploma, written to meet the criteria of the new International Baccalaureate (IB) Diploma Programme Computer science guide (published 2025, first exams May 2027). This text addresses the full scope of the syllabus, both the Standard Level and Higher Level components, and caters for both the Python and Java programming language options.

It has been said that computer science is a modern-day superpower, and rightly so. It has a profound impact on society and has driven much of the transformational change we have experienced in recent years. It has advanced fields as diverse as agriculture, finance, manufacturing, health and medicine, transportation, education and global communications. Contemporary living has been forever altered thanks to changes enabled by advances in computing. This impact will only continue to grow exponentially in the years ahead, and the opportunities are limited only by your imagination.

We hope you are excited about the journey ahead and ready to embrace the challenges and opportunities it brings!
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The “In collaboration with IB” logo signifies that the content of this book has been reviewed by the IB to ensure it fully aligns with the current IB curriculum and offers high-quality guidance and support for IB teaching and learning.




How to use this book

The following features of this book will help you consolidate and develop your understanding of Computer Science, through concept-based learning:


These are key prompts from the IBDP Computer science guide that frame each section with the purpose of promoting inquiry.
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SYLLABUS CONTENT


	•  This coursebook follows the order of the contents of the IB Computer Science Diploma syllabus, with two exceptions.

	•  B2.3 is inserted between B2.1 part 1 and B2.1 part 2. This allows us to introduce the programming fundamentals of selection, loops and functions before B2.2, which introduces data structures. B2.2 would have been far more theoretical and abstract if we sought to introduce data structures prior to concepts such as if-statements and loops.

	•  B3.1.3 appears after B3.1.5. This allows us to introduce the idea of static methods and properties after learning how to write code that implements objects.



In both cases, we felt a small reordering created a better flow and provided for a more practical teaching and learning sequence. The alternative would have resulted in attempting to teach programming ideas before introducing the concepts on which they depend.


	•  At the beginning of each chapter is a list of the content to be covered, with all subsections clearly linked to the content statements, and showing the breadth and depth of understanding required.
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Key information

These boxes highlight essential knowledge needed for the examination.
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ACTIVITY

Approaches to learning (ATL), including learning through inquiry, are integral to IB pedagogy. These activities are designed to get you to think about real-world applications of Computer Science.
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Definitions appear throughout in the margin to provide context and help you understand the language of Computer Science. There is also a glossary of all the key terms at the end of the book.
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Common mistake

These boxes detail some common misunderstandings and typical errors made by students, so that you can avoid making the same mistakes yourself.
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Top tip!

This feature includes advice relating to the content being discussed and tips to help you retain the knowledge you need. These boxes also include advice on how to approach various common programming scenarios – whether in programming code or in written form, such as in the exams.
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TOK

Links to Theory of Knowledge allow you to develop your critical-thinking skills and deepen your understanding of Computer Science by bringing in discussions about the subject beyond the scope of the content of the curriculum.
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Linking questions

Each section has a set of linking questions that connect to other parts of the syllabus or TOK. They are designed to facilitate connections and promote conceptual understanding. The list in this coursebook is not exhaustive; you may encounter other connections between concepts, leading you to create your own linking questions.
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REVIEW QUESTIONS

Self-assessment questions appear throughout the chapters, phrased to assist comprehension and recall.
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PROGRAMMING EXERCISES

Programming exercises appear at the end of chapters. Their purpose is to provide practical, hands-on experience in applying the concepts and principles of Computer Science to a programmed solution. Being able to solve exercises so they work on the computer will be essential to gaining the confidence needed to solve similar problems in exam settings, when you only have paper and pen to work with.

Finally, these programming exercises will help build your expertise for the internal assessment.

Sample answers to the programming exercises in Sections B2 and B3 can be found at www.hachettelearning.com/answers-and-extras
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EXAM PRACTICE QUESTIONS

Author-written exam-style questions appear at the end of each section. These simulate scenario-based questions of the breadth and depth that can be anticipated in your examinations. They are intended to serve as a revision and preparation tool to assist you in identifying areas of strength and weakness, as well as to refine your problem-solving skills.

It is recommended that you use these practice questions under exam conditions to make the most of them. Each question has a marks allocation, which also approximates the number of minutes it should take for you to complete. Once you have completed a batch, check the answers while the material is fresh (answers can be found at www.hachettelearning.com/answers-and-extras). Create a log of recurring mistakes for you to review and practise further.

For the programming questions, do make sure you take the time to practise hand-writing your responses. Typing code on the computer is very different from hand-writing it, so you want to have plenty of practice at hand-writing code before your IB examinations. Pay particular attention to consistency of spelling; use of upper and lowercase; and clear lines of indentation.
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International mindedness is indicated by this icon. It explores how the exchange of information and ideas across national boundaries has been essential to the progress of Computer Science and illustrates the international aspects of the subject.
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The IB learner profile icon indicates material that is particularly useful to help you towards developing the following attributes: to be inquirers, knowledgeable, thinkers, communicators, principled, open-minded, caring, risk-takers, balanced and reflective. When you see the icon, think about what learner profile attribute you might be demonstrating – it could be more than one.
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A1 Computer fundamentals






A1.1 Computer hardware and operation



What principles underpin the operation of a computer, from low-level hardware functionality to operating systems’ interaction?
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SYLLABUS CONTENT

By the end of this chapter, you should be able to:


	•  A1.1.1 Describe the function and interaction of the main central processing unit (CPU) components

	•  A1.1.2 Describe the role of a graphics processing unit (GPU)

	•  A1.1.3 Explain the difference between the CPU and the GPU (HL)

	•  A1.1.4 Explain the purposes of different primary memory types

	•  A1.1.5 Describe the fetch, decode and execute cycle

	•  A1.1.6 Describe the process of pipelining in multi-core architectures (HL)

	•  A1.1.7 Describe the internal and external types of secondary memory storage

	•  A1.1.8 Describe the concept of compression

	•  A1.1.9 Describe the different types of services in cloud implementation
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A1.1.1 Function and interaction of the main central processing unit components
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A central processing unit (CPU) from above and underneath




What is the central processing unit?

The central processing unit (CPU) is often referred to as the “brain” of the computer. It is a critical component that carries out the majority of the processing inside a device.

The CPU is made up of two main units: the control unit (CU) and the arithmetic logic unit (ALU).
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A model of the CPU




Control unit (CU)

The control unit directs the operations of the processor. It is responsible for the fetch–decode–execute cycle, managing all three operations and directing the computer’s memory, ALU and input/output devices to respond appropriately.



Arithmetic logic lnit (ALU)

This unit is responsible for performing arithmetic and logic operations. These include basic arithmetic operations such as addition, subtraction, multiplication and division, as well as logic operations including AND, OR, XOR and NOT.




What are registers?

Registers are very small amounts of storage that are available directly on the CPU to hold temporary data that the CPU may be working on. The registers are instruction register (IR), program counter (PC), memory address register (MAR), memory data register (MDR) and accumulator (AC).


Instruction register

When an instruction is fetched from memory, it is held in the IR within the CPU. This register holds the instruction that is currently being executed by the CPU.



Program counter

The PC holds the address of the next instruction that is to be fetched from memory. Once the instruction has been fetched, the PC updates to point to the next instruction that will be needed.



Memory address register

The MAR holds the memory address that is currently being fetched. The content from the PC is copied to the MAR, and the MAR provides this address to the memory unit, so that data and instructions can be read from or copied to that location.



Memory data register

This holds the data that has been fetched or is about to be written to the memory address currently in the MAR.



Accumulator (AC)

This stores the intermediate arithmetic or logical results produced by the ALU.




What are buses?

Buses are a critical component of the computer system, as they transfer data between various devices, including the CPU, memory, storage and peripherals. Buses have widths that are measured in bits. The bigger the width of the bus, the more data it can transmit at one time. There are three main types of buses: control bus, data bus and address bus.


Control bus

The control bus is used to transmit command and control signals from the CPU to other components of the system, and vice versa. Due to the need for signals to be sent and received, this bus is bidirectional. Some of the signals that would be transmitted via the control bus are read / write operations, interrupt requests, clock signals for synchronization and status signals from hardware components.
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Bidirectional bus: a bus that can transfer data in both directions.
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Data bus

The data bus carries the data being processed between the CPU, memory and other peripherals. The width of the data bus is important for determining the amount of data it can transfer at one time. Common data bus widths are 8, 16, 32 and 64 bits. As data needs to be read from and written to memory, data buses are usually bidirectional.



Address bus

The address bus is used to transmit the address that is to be read from or written to in memory. The width of this bus determines the memory capacity of the system. For example, a 32-bit address bus can address 232 memory locations.




What are cores?

CPUs come in a number of different configurations. These include single-core processors, multi-core processors and co-processors.


Single-core processors

This CPU has a single processing unit, meaning it can only handle one task at a time. These are more often found in low-end computers or older machines. They are adequate for simple tasks that do not require heavy multitasking. Single-core processors are able to run more than a single application at a time, but the CPU has to be shared between these applications, which can impact performance.



Multi-core processors

A CPU with multi-core processors has two or more cores that can run multiple instructions simultaneously. These are often referred to as dual-core (two processors), quad-core (four processors), hexa-core (six) or octa-core (eight). Their performance is significantly faster than single-core processors and they are ideal for multitasking, gaming and servers. However, software has to be written to take advantage of these extra cores. Older software that does not do this would likely run at a similar speed as on a single-core processor.



Co-processors

A co-processor is a special type of processor that has a specific job to support the main CPU. These are built with a distinct purpose to achieve optimal performance compared to a general-purpose CPU. Tasks are offloaded by the CPU to the co-processor so they can run in parallel, enhancing the system’s performance. Examples of co-processors are graphics processing units (covered in Section A1.1.2), audio processors and digital signal processors (DSPs), which are used in telecommunications and image compression.
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Common mistake

A common mistake is thinking that adding more cores to a CPU always makes it faster in a straightforward way – like assuming a dual-core CPU is twice as fast as a single-core, or a quad-core is four times faster. This isn’t always true, because the speed increase depends on how well the software can use multiple cores at the same time. Many programs aren’t designed to take full advantage of multiple cores, so the extra cores may not make a noticeable difference. Other factors, such as memory speed and how the CPU is designed, also affect how fast it can run. So, just having more cores doesn’t automatically mean much faster processing.
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REVIEW QUESTIONS


	1  What is the primary function of the arithmetic logic unit (ALU) in a computer’s CPU?

	2  How does the control unit (CU) direct the operations of the CPU?

	3  Why is the program counter (PC) important for executing a sequence of instructions?

	4  What roles do the data bus and address bus play in the functioning of the CPU?

	5  How does the memory address register (MAR) work in conjunction with other CPU components to access memory?

	6  How do multi-core processors differ from single-core processors in handling tasks?
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A1.1.2 Role of a graphics processing unit

A graphics processing unit (GPU) is a specialized electronic circuit designed to accelerate the rendering of images, videos and animations by performing rapid mathematical calculations. Initially developed to handle the demanding graphics workloads of video games and visual applications, GPUs have evolved to play a crucial role in various fields beyond graphics rendering. Their structure, consisting of thousands of small, efficient cores, allows them to process multiple tasks simultaneously, making them exceptionally well-suited for computationally intensive applications. This capability has led to their widespread adoption in scientific research, machine learning, artificial intelligence and cryptocurrency mining. By offloading these intensive tasks from the CPU, GPUs enhance overall system performance, enabling faster and more efficient data processing and visualization.
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A graphics processing unit (GPU)




Graphics processing


[image: ]

Video game graphics



GPUs are designed with a highly parallel structure, enabling them to perform many calculations simultaneously. This makes them exceptionally well-suited for rendering the complex and resource-intensive graphics seen in modern video games and applications. They also handle the application of shaders and textures to 3D models, which includes lighting, shading and texture mapping, enhancing the realism of the scene.
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Shaders and textures: techniques used in 3D rendering to apply effects, lighting and details to models.

Parallel processing: the ability of the GPU to perform many calculations simultaneously due to its highly parallel structure.

Matrix and vector multiplications: fundamental operations in machine learning and graphics that involve complex mathematical calculations.
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Video processing

GPUs assist in the decoding and encoding of video files, making processes such as playback, streaming and editing more efficient and faster. This is particularly helpful for those working with high-resolution video files of 4k or higher.



Artificial intelligence and machine learning

GPUs were originally created for graphical processing; however, in the early 2000s, researchers and engineers began to recognize their potential for handling general-purpose calculations, including those required for machine learning and AI. The shift towards using GPUs for this was largely due to their ability to perform many simple calculations simultaneously, and because many GPUs can be run in parallel. Many AI models rely heavily on matrix and vector multiplications, and GPUs far outperform a CPU when trying to process these quickly.

This realization gained momentum as machine learning models, especially deep learning models, became more complex and required significant computational power for training. By the mid-2000s, GPUs had become essential tools in the field of AI and machine learning, transforming how data scientists and researchers approached problems, significantly reducing the time it took to train complex models.
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Deep learning: a subset of machine learning that uses an artificial neural network to imitate the design of the human brain to find generalizations in complex data that can be used for decision-making.

Proof of work: a consensus mechanism requiring cryptominers to solve complex problems to add a new block to the blockchain.
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Blockchain and cryptocurrency mining


[image: ]

The cryptocurrency boom – at its peak in November 2021, the total market capitalization of cryptocurrencies reached approximately $3 trillion
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In 2010, the use of GPUs for Bitcoin mining surged as miners discovered that GPUs significantly outperformed CPUs in solving cryptographic puzzles, such as finding the nonce in the hashing algorithm for the proof-of-work system. This realization led to a dramatic shift towards GPU mining. The cryptocurrency boom between 2017 and 2021 further escalated the demand for GPUs, resulting in skyrocketing prices and global shortages.

As of 2023, this demand had reduced somewhat and prices of GPUs were becoming more stable. This was for a number of reasons:


	•  The volatility and reduced profitability of cryptocurrency mining had led to less demand for GPUs, specifically for mining purposes.

	•  Big manufacturers had increased production to meet the demands.

	•  Application-Specific Integrated Circuits (ASICs), which are specifically designed for mining, had largely replaced the use of GPUs in many mining operations.
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REVIEW QUESTIONS


	1  What is the role of a graphics processing unit (GPU) in a computer?

	2  How do GPUs enhance the performance of video games and video processing tasks?

	3  Why have GPUs become essential in fields such as artificial intelligence, machine learning and cryptocurrency mining?
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A1.1.3 Differences between the CPU and the GPU (HL)

The central processing unit (CPU) and the graphical processing unit (GPU) are both core components of modern computers. They are designed differently, which is why they are used for different kinds of tasks. The CPU is great for handling various jobs, but the GPU is better for doing the same job many times on a lot of data at once.


Design philosophies

CPUs are generally called “general-purpose processors” because they can handle many types of tasks. They are designed to run the operating system, process user input and manage programs. CPUs are good at tasks where decisions need to be made quickly, and where different types of work are being done at the same time.

GPUs are specialized processors because they focus on specific types of tasks. They are made for processing large amounts of data in parallel. This means they can work on many calculations at the same time. For example, GPUs are used to process images and videos because they can work on thousands of pixels at once.



Core architecture

The CPU has only a few cores, but these cores are very powerful. Each core can handle many different instructions, but it works best when doing one task at a time. This makes the CPU very good for such tasks as running the operating system, where quick responses are needed. CPUs also have features including branch prediction (where the CPU tries to guess what will happen next) and out-of-order execution (where the CPU can work on tasks that are ready before others).

The GPU has many smaller cores. These cores are not as powerful as the CPU cores, but there are thousands of them, and they all work at the same time. This is why the GPU is very good for tasks such as rendering 3D images, where many similar calculations need to happen at once. The GPU’s architecture is designed to work on large sets of data all at the same time.



Memory access and power efficiency

The CPU and GPU access memory differently. The CPU uses a smaller, high-speed memory cache to get data quickly. This is useful when the CPU needs to access small amounts of data many times, such as when running programs or handling user inputs.

The GPU uses its own special memory called VRAM (video RAM). VRAM has a very high bandwidth, meaning it can move large amounts of data at once, such as images and videos. However, the GPU uses more power because it must process a lot of data at the same time, especially when rendering videos or running complex simulations.

Comparison of central processing units (CPUs) and graphics processing units (GPUs)




	Processor
	Processing
	Architecture
	Functionality





	CPU
	It is a general purpose processor, capable of handling many different tasks. It executes the instructions of computer programs, involving operations such as arithmetic, logic and controlling input / output (I/O) operations, as directed by the operating system.
	CPUs generally have fewer cores. General user devices tend to have between 4 and 8 cores; however, there are some advanced CPUs that now have 64 cores or more. Each core is very versatile, making it capable of handling complex computations that require sequential processing.
	Allows the user to switch between multiple tasks and applications. This makes it ideal for running the operating system and general software applications.



	GPU
	It is a specialized processor, with a focus on handling graphics, rendering images, video and animations.
	Composed of hundreds or thousands of small cores that are well-suited for tasks that can be run in parallel. While each core is not as powerful as a standard CPU core, the high number of cores allows them to perform a large number of calculations simultaneously, making them perfect for graphical processing.
	Suited for tasks that require simultaneous processing of large blocks of data, such as rendering images, video processing and deep learning applications.
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Rendering: the process of generating an image from a model by means of computer programs.
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Key information

To summarize, CPUs are better for tasks that require high-speed, complex decision-making and versatility. GPUs are better when the same operation needs to be performed on many data points simultaneously. This means that for tasks such as gaming, video editing and computational research (AI and machine learning), GPUs often significantly outperform CPUs.
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How the CPU and GPU work together to increase video-game performance

When playing video games, the CPU and GPU work together to deliver a seamless and immersive experience. The CPU handles the game’s core logic, including rules, physical calculations and AI behaviour. It processes the inputs from the player (processing the outcomes of their actions and updating the game state accordingly). The GPU’s primary role is to render the game’s visuals. It processes vertex and pixel data to draw images on to the screen, including 3D objects, textures and effects such as lighting and shadows.



[image: ]

Vertex and pixel data: data used by the GPU to render 3D objects and images.

Frame: a single image in a sequence of images that makes up a video or animation.
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PROGRAMMING EXERCISE

Run benchmark software on your device to see your overall system performance. There are many options out there that you can search for; https://novabench.com and www.userbenchmark.com have free versions.
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Typical scenario


	1  Player input: The player presses a key to move a character. The CPU processes this input, updates the character’s position based on game physics and determines the new game state.

	2  Data preparation: The CPU prepares the new position and state data and sends it to the GPU.

	3  Rendering: The GPU updates the frame with the character’s new position, applies lighting and shading and renders the scene.

	4  Display: The rendered frame is displayed on the screen, providing immediate feedback to the player.
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REVIEW QUESTIONS


	1  How do the CPU and GPU work together to enhance video-game performance?

	2  Why is a GPU better suited than a CPU for tasks such as video rendering or AI computations?

	3  What are shaders and textures, and how do they contribute to the rendering process handled by the GPU?
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A1.1.4 Purposes of different primary memory types


Memory types

The primary memory of the computer stores data and instructions that the CPU needs in order to process tasks. Primary memory includes several different types: RAM (random access memory), ROM (read-only memory), caches and registers (covered in Section A1.1.1). These are all types of primary memory, meaning they are used directly by the CPU.


RAM

RAM (random access memory) holds instructions and data for programs that are currently running. For example, when you open an app on your phone or computer, it loads into RAM so that is can be accessed quickly by the CPU.

RAM is volatile, meaning that it loses its contents when the power to the computer is turned off. This is why, when playing a game, you lose your progress unless you save the game (which is then stored in secondary memory).
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Volatile: a type of memory or storage that loses its data when the power is turned off.

[image: ]




One real-world example of using RAM is in smartphones, which use RAM to switch quickly between apps. When you leave an app, it stays in the RAM, so you can return to it quickly without reloading it from scratch.
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Sticks of random access memory (RAM)





ROM

ROM (read-only memory) is used for storing instructions that are very rarely modified. ROM is used for the BIOS (basic input / output system) of the computer, which is located on the motherboard. The BIOS’ main role is to initialize and test the system hardware components on startup, and to load the operating system (OS) software from the secondary memory storage into the RAM, ready for the CPU to fetch, decode and execute the instructions.
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Read-only memory (ROM) attached to a motherboard



ROM is non-volatile memory, meaning it does not lose its contents when the computer does not have power. While ROM is “read only”, meaning it cannot easily change its data, most modern computers use flash memory, which allows for updates and reprogramming. This allows motherboard companies to update their software when required.

A real-world example of using ROM is in smartphones, where ROM stores the operating system and core applications, which do not change unless you perform an update. This ensures that your phone can boot up reliably every time.



Cache (L1, L2 and L3)
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The order a CPU goes through when trying to retrieve data



Cache memory is small, but provides high-speed access to the CPU compared to the RAM. It acts as a buffer between the CPU and the slower RAM, storing frequently used data and instructions.

There are three types of cache: L1, L2 and L3, each with different sizes and speeds. The closer to the CPU, the faster it is.


	•  L1 cache is located directly on the CPU, making it the fastest type of cache. It can be accessed almost instantly due to its location. However, it is also the smallest, often only a few kilobytes in size (32KB to 128KB per core). Each CPU core usually has its own L1 cache, which is typically split into two sections: L1i to store instructions and L1d to store data.

	•  L2 cache can either be on the CPU, like L1, or situated very close to the CPU. L2 cache is larger than L1 and can be up to several megabytes in size (256KB to 2MB per core), providing more storage for frequently used instructions. It is faster than L3, but slightly slower than L1, though it still significantly speeds up processing by reducing the need to fetch data from the slower RAM.

	•  L3 cache is often located the furthest from the CPU chip. L3 cache may be shared on multiple-core CPUs, whereas L1 and L2 are usually exclusive to a single core. It is the largest of the three, and can be up to tens of megabytes in size (2MB to 64MB shared across all cores). It is the slowest of the three types of caches, but is still significantly faster than RAM.



The terms cache hit and cache miss are used to describe the efficiency of the CPU’s cache memory when retrieving data. A cache hit is the ideal scenario, where the CPU requests data and it is found in the cache memory. A cache miss means it was not found, necessitating retrieval from the slower main memory (RAM) or even slower storage (SSD / HDD).
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Cache hit: when the CPU requests data and it is found in the cache memory.

Cache miss: when the CPU requests data and it is not found in the cache memory, necessitating retrieval from slower main memory or storage.
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The percentage of hit rate determines the efficiency and effectiveness of the cache. A low percentage means the system would suffer more from latency, where the data has to be fetched from elsewhere, hindering performance speed. Systems with a larger cache size will generally perform better, as well as systems with more intelligent prefetching techniques that can predict which data will be needed soon and load it into cache ahead of time.
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Top tip!

Imagine an onion with its layers representing the levels of cache:


	•  L1 cache is the smallest and fastest, like the very centre of the onion, where everything is tightly packed and closest to the core of the CPU.

	•  L2 cache is slightly larger and slower, like the next layer out – still close to the centre, but not as quick to access as the very core.

	•  L3 cache is the largest and slowest, like the outer layers of the onion. It’s still important, but it takes a bit longer to get to, just like how the CPU takes a bit more time to access data in L3 cache compared to L1 and L2.
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Optimizing CPU performance with cache

The cache plays a critical role in ensuring that the CPU can access data as quickly as possible. When the CPU finds the searched-for data in the cache (a cache hit), the data can be processed very quickly. However, when there is a cache miss, the CPU has to look for the data in the slower memory, which causes a delay.

Imagine you are playing a video game on a computer. The CPU frequently checks the L1, L2 and L3 cache to find the data it needs to run the game smoothly. The game’s core functions, such as player controls and game logic, might be stored in the L1 cache, while the less frequently accessed data, such as background textures, may be in the L3 cache. The layering system helps to ensure that the game runs smoothly, without interruptions.

A CPU with a larger cache or more advanced prefetching (a technique where the CPU predicts what data it will need and loads it into cache ahead of time) has fewer cache misses and performs better overall.
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REVIEW QUESTIONS


	1  What is the main purpose of RAM in a computer system, and why is it considered volatile?

	2  How does ROM differ from RAM in terms of its function and volatility?

	3  Why is cache memory important for CPU performance, and how do the different levels of cache memory (L1, L2, L3) vary in terms of speed and size?

	4  What happens during a cache hit and a cache miss, and how do these events impact system performance?
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A1.1.5 The fetch–decode–execute cycle

The fetch–decode–execute cycle, also known as the “instruction cycle”, is the fundamental process that a CPU uses to execute instructions. The cycle consists of three main stages:


	1  Fetch: The CPU fetches an instruction from the memory.

	2  Decode: The CPU interprets the instruction and prepares the necessary operations to execute it.

	3  Execute: The CPU performs the actions required by the instruction.




[image: ]

The fetch–decode–execute cycle




Little Man Computer

An easier way to see these stages carried out in more detail is to use an educational CPU model known as Little Man Computer, which you can search for online or use the one available here: https://peterhigginson.co.uk/lmc. This model uses assembly language – a simple set of instructions, each represented by three letters, which is stored as a three-digit code in the memory. The full set of instructions is:




	Instruction
	Code
	Description





	INP
	901
	Input a value and store it in the accumulator



	OUT
	902
	Output the value from the accumulator



	DAT
	N/A
	Used to define data values directly in memory at the point of declaration, often for constants or variables.



	LDA
	5XX
	Load the value from the specified memory address into the accumulator



	STA
	3XX
	Store the value in the accumulator at the specified memory address



	ADD
	1XX
	Add the value from the specified memory address to the accumulator



	SUB
	2XX
	Subtract the value from the specified memory address from the accumulator



	HLT
	000
	Halt the program



	BRA
	6XX
	Branch (jump) to the specified memory address



	BRZ
	7XX
	Branch to the specified memory address if the accumulator is zero



	BRP
	8XX
	Branch to the specified memory address if the accumulator is positive





Enter the following program into the left-hand column and assemble into RAM. You will see the three-digit representation for each instruction stored at a memory address on the right. For example, LDA 4 has been stored as 504 in memory address 0.
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Your LMC should look like this:
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Peter Higginson’s LMC model




First cycle

Click step.


	1  Fetch: The PC (program counter) is currently set to 0, so the instruction at memory location 0 is fetched (504) by opening the 0 address in RAM using the address bus and fetching the instruction on the data bus. The control bus sends a read signal to initiate this process. 5 is stored in the instruction register and 04 in the address register.
While this happens, you will see the PC gets incremented to 1 via the ALU, ready for the next instruction.


	2  Decode: Once the instruction is fetched, the CPU decodes the instruction. The control unit uses the control bus to co-ordinate this process. The instruction stored in the instruction register is 5, which decodes as “load into the accumulator”. The address register 04 indicates the address of the data to load.

	3  Execute: The command is then carried out. Address 4 is opened on the address bus, and the control bus sends the appropriate signals to retrieve the data (23) from that location on the data bus and store it into the accumulator.





Second cycle

Click step.


	1  Fetch: The CPU now uses the PC to know which instruction to fetch next: 1 is currently stored. Address 1 is opened, and the instruction 105 is fetched. The control bus sends a read signal to initiate this. 1 is stored in the instruction register and 05 in the address register.
The PC is incremented to 2 by the ALU.


	2  Decode: The instruction 1 is decoded as “add to accumulator”; the address register is the address of the data to add (5). The control unit uses the control bus to co-ordinate this.

	3  Execute: Address 5 is opened, the data 12 is fetched and both the accumulator (currently 23) and the fetched data (12) are passed to the ALU. The result of 23 + 12 is stored in the accumulator (35).





Third cycle

Click step.


	1  Fetch: The PC is currently 2, so the instruction at memory address 2 is fetched (305). The control bus sends a read signal to initiate this. 3 is stored in the instruction register, and 05 is stored in the address register.
The PC is incremented to 3 via the ALU.


	2  Decode: The instruction 3 decodes as “store accumulator to address” and the address register gives the location of where to store the data (05). The control unit uses the control bus to co-ordinate this.

	3  Execute: Memory address 5 is opened via the address bus, and the control bus sends the appropriate signals to send the accumulator contents down the data bus and store them at address 5 (overwriting the current data).





Fourth cycle

Click step.


	1  Fetch: The PC is currently 3, so the instruction at memory address 3 is fetched (000). The control bus sends a read signal to initiate this. 0 is stored in the instruction register, and 00 is stored in the address register.
The PC is incremented to 4 via the ALU.


	2  Decode: The instruction 0 decodes as “halt”. The control unit uses the control bus to signal this operation.

	3  Execute: The computer halts all operations and ends the program.
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Common mistake

A common mistake is assuming that the program counter (PC) gets updated after the execute stage of the fetch–decode–execute cycle. The PC is usually updated during or immediately after the fetch stage, so it points to the next instruction in memory before the current instruction is even decoded or executed. This ensures that the CPU always knows where to find the next instruction in the sequence.
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PROGRAMMING EXERCISES

Write an LMC program to:


	1  input two numbers, add them, and output the result

	2  input a number and output whether it is positive or zero

	3  calculate the sum of the first five natural numbers

	4  input two numbers and output the larger one

	5  input three numbers and output them in ascending order.
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REVIEW QUESTIONS


	1  What are the main steps in the fetch–decode–execute cycle, and why is this cycle fundamental to CPU operations?

	2  How does the CPU use the address, data and control buses during the fetch–decode–execute cycle?

	3  Why is the interaction between memory and registers crucial during the fetch phase of the CPU cycle?
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A1.1.6 The process of pipelining in multi-core architectures (HL)

Pipelining is a powerful technique used in multi-core architectures to enhance CPU performance by overlapping the execution of multiple instructions. To understand this concept, imagine a carwash service that processes cars through several stages: initial wash, detailed cleaning, rinse and drying. Each stage takes five minutes.
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A carwash team operating in parallel execution to get the job done faster
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Multi-core architectures: systems with multiple CPU cores on a single chip, allowing parallel execution of instructions and tasks.
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In a non-pipelined operation, each car must complete all stages before the next car begins:




	Car
	 
	 
	 
	 
	 
	 
	 
	 





	A
	initial wash
	detailed cleaning
	rinse
	drying
	 
	 
	 
	 



	B
	 
	 
	 
	 
	initial wash
	detailed cleaning
	rinse
	drying





The total time it takes to process two cars is 5 × 8 = 40 minutes. So the time to clean one car is 40 / 2 = 20 minutes.

The problem with this system is that, once car A has had the initial wash, that stage is then left idle, waiting for car A to complete, before car B enters. This is not efficient and, if we continue with this system, the only way we can improve the operation is to increase the speed of each stage.

It is the same situation with the performance of a CPU, where we are limited by the speed of the hardware, and improving this can be very expensive. Being more efficient with what we have is more beneficial.

In a pipelined solution, as soon as car A finishes a stage, car B enters that stage:




	Car
	 
	 
	 
	 
	 





	A
	initial wash
	detailed cleaning
	rinse
	drying
	 



	B
	 
	initial wash
	detailed cleaning
	rinse
	drying





The total time it takes to process two cars is 5 × 5 = 25 minutes. So the time to clean one car is 25 / 2 = 12.5 minutes.

In this pipelined solution, rather than one stage sitting idle until the cycle is complete, the moment it is finished with car A, car B enters that stage.


Design of a basic pipeline

In a pipelined processor, the pipeline consists of multiple stages or segments situated between an input end and an output end. Each stage performs a specific operation, and the output of one stage becomes the input for the next. Intermediate outputs are held in interface registers, also known as “latches” or “buffers”. All stages and interface registers are synchronized by a common clock, ensuring co-ordinated operation across the entire pipeline.

In the CPU, the fetch–decode–execute cycle is divided into distinct stages:


	1  Fetch: The instruction is retrieved from memory.

	2  Decode: The instruction is interpreted to understand the required operation.

	3  Execute: The operation is carried out.

	4  Memory access: Any necessary data is read from or written to memory.

	5  Write back: The result is written back to the CPU register.



Rather than measuring performance in minutes, as in the carwash example, pipeline performance in CPUs is measured in cycles. To manage the five stages mentioned, the CPU is constructed with a five-stage instruction pipeline, ensuring continuous and efficient processing of instructions. A well-optimized pipeline can achieve close to one instruction per cycle, maximizing the CPU’s performance by reducing idle times and ensuring continuous instruction processing.
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Example of a pipeline cycle





How cores in multi-core processors work independently and in parallel

In multi-core architectures, each core can independently execute its own pipeline of instructions. This is similar to having multiple carwash teams, each capable of processing cars simultaneously but independently. They are also capable of parallel execution when dealing with larger, more complex tasks, where each team completes a part of a larger task to improve execution time. This combination of pipelining and parallelism significantly boosts computational efficiency, enabling modern processors to handle complex and resource-intensive tasks more effectively.


Independent execution

Each core in a multi-core processor has its own set of pipelines, allowing it to fetch, decode, execute and write back instructions independently of the other cores. This independence means that, even if one core is handling a computationally intensive task, other cores can continue to execute their tasks without waiting for the first core to finish. This increases overall efficiency and utilization of the CPU resources.

Consider our carwash with multiple bays:

Team 1 (Core 1): Car A undergoes initial wash – detailed cleaning – rinse – drying

Team 2 (Core 2): Car B undergoes initial wash – detailed cleaning – rinse – drying

While Team 1 is drying car A, Team 2 might be rinsing car B. Both bays operate independently.



Parallel execution

Parallel execution takes the concept further, by allowing multiple cores to work on different parts of a single large task or multiple tasks simultaneously. For instance, in a multi-threaded application, different threads can be scheduled on different cores, with each core processing its thread in parallel. This drastically reduces the time needed to complete complex computations.

Imagine a large car that needs washing, detailing and interior cleaning. Multiple teams (cores) can work on different sections of the car at the same time:

Team 1 (Core 1): Washes the exterior

Team 2 (Core 2): Details the interior

Team 3 (Core 3): Cleans the wheels and undercarriage.

Each team works in parallel on different parts of the same car, drastically reducing the overall time required to complete the job.
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Top tip!

Think of pipelining like an assembly line in a factory. Each stage in the pipeline handles a different part of the process and, once a stage finishes its task, it passes the work to the next stage and immediately starts on a new task. This way, multiple instructions are being processed simultaneously, just at different stages. In a multi-core architecture, imagine multiple assembly lines (cores) working in parallel, each running its own pipeline. This set-up greatly increases efficiency because more tasks are completed in less time, and the CPU can handle multiple instructions or even different programs at one time.
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REVIEW QUESTIONS


	1  What is pipelining and how does it improve performance?

	2  How does a non-pipelined CPU differ from a pipelined CPU in terms of instruction execution?

	3  What are the stages of a basic instruction pipeline, and how do they function together in a CPU?

	4  How do multi-core processors use pipelining and parallel execution to improve computational efficiency?
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A1.1.7 Internal and external types of secondary memory storage


Internal storage


Hard disk drive (HDD) and solid state drive (SSD)
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The internals of an HDD and an SSD



Hard disk drives (HDD) and solid state drives (SSD) are the most typical storage solutions for personal computers. HDDs are older technology but are still often used, especially in non-mobile devices, as they are relatively cheap compared to the amount of storage they offer. HDDs utilize a spinning magnetic disk to read / write data. They are suitable for storing large volumes of data, such as media files, backups and documents, where speed is not so critical.

SSDs have no moving parts. They use flash memory to store data, offering high-speed data access and durability. This makes them very popular in portable devices such as laptops and tablets. They are ideal for operating systems, software applications and games due to their fast read / write speed, which enhances the overall system performance.

HDD vs SSD




	Feature
	HDD (hard disk drive)
	SSD (solid state drive)





	Storage technology
	Magnetic storage with spinning disks and read / write heads
	Flash memory with no moving parts



	Speed
	Slower read / write speeds (generally 50–150 MB/s)
	Faster read / write speeds (generally 200–500 MB/s)



	Durability
	More prone to physical damage due to moving parts
	More durable; resistant to physical shock



	Noise
	Produces noise due to moving parts
	Silent operation



	Power consumption
	Higher power usage due to mechanical parts
	Lower power consumption



	Cost
	Generally cheaper per GB
	More expensive per GB



	Capacity
	Available in larger capacities (up to several TB)
	Typically available in smaller capacities (up to several TB, but at a higher cost)



	Weight
	Heavier due to mechanical components
	Lighter



	Heat generation
	Generates more heat due to moving parts
	Generates less heat





There is another form factor for SSDs that is currently popular and offers various advantages. M.2 SSDs look like a stick of chewing gum. They are very small and thin, and take up a lot less space than a standard SSD. M.2 NVMe SSDs are also faster than 2.5” SATA SSDs and are considered easier to install – you just slot them into the motherboard and use a single screw to keep them in place.
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M.2 SSD





eMMC (Embedded MultiMediaCard)

In low-cost devices, such as entry-level smartphones and budget laptops, where all the benefits of SSDs are not essential, eMMCs are a popular choice. They are also a type of flash storage that utilizes NAND flash memory. They are soldered directly on to the motherboard of the device. While the capacity and speed do not match a standard SSD, their performance is adequate for basic computing needs and simple applications.
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Two eMMCs






External storage


Hard disk drive (HDD) and solid state drive (SSD)

As external storage solutions, both HDD and SSD are popular choices. Their performance and comparison are identical to the internal versions. Which is used depends on the requirements of the user. If you require quick file transfers, backups and a portable solution that is less likely to be impacted by being carried around, SSDs are the best choice. If you need to do extensive backups, store media files or transport large files, but speed is less critical, you may decide an HDD is the better option.
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An external SSD





Optical discs and optical drives
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From left to right: CD, DVD and Blu-Ray



Optical drives that read / write optical discs, such as CDs, DVDs or Blu-Rays, are becoming less popular, but are still a consideration for external media storage. The cost of an optical disc is low compared to an HDD or SSD and, while their read / write speeds may be slower, they are sufficient for data archiving and playback. However, the discs are prone to scratches, especially if they are not stored correctly, and they require an optical drive to read and write to them, and these are becoming less common in devices these days.



Memory cards

Memory cards are compact storage devices often used in cameras, smartphones and other portable devices. They are ideal for expanding storage in mobile devices and for storing photos and videos in cameras, using NAND flash memory. They come in multiple sizes, such as SD, microSD and CompactFlash, catering to different devices and space requirements. They are known for their durability – they are resistant to physical shocks, extreme temperatures and water, making them ideal for portable devices. Their read / write times are generally slower than SSDs, but outperform those of optical discs.



Network Attached Storage (NAS)

NAS is a dedicated file storage connected to a network that allows multiple users to access data. It is often used in homes or businesses for centralizing data storage, file storage and data backup. NAS is usually made up of multiple HDDs or SSDs configured in RAID (Redundant Array of Independent Disks) configuration. It is normally connected to the network via Ethernet, and runs a lightweight operating system designed for file storage, and the management and sharing of files. As it uses multiple HDDs or SSDs, its capacity is usually high, and it is possible to expand the system further by adding additional drives.
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RAID (Redundant Array of Independent Disks): a data storage technology that combines multiple physical drives into a single logical unit to improve performance, provide redundancy and ensure data protection.
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Memory cards
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NAS storage solution





[image: ]

REVIEW QUESTIONS


	1  What are the primary differences between an HDD and an SDD in terms of performance and durability?

	2  Why might a low-cost device, such as an entry-level smartphone, use eMMC storage instead of an SSD?

	3  What advantages do NAS (Network Attached Storage) systems offer for home or business environments?

	4  How do memory cards compare to optical discs in terms of durability and data storage capabilities?
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A1.1.8 Describe the concept of compression

Compression is the process of encoding information using fewer bits than the original representation. Making file sizes smaller has two main advantages: it takes less room on secondary storage and it is faster to transfer across a network. There are two main types of compression: lossless and lossy.


Lossless vs lossy compression

Lossless compression is when data is compressed to a smaller size, but can be restored back to the original without any loss of information. This is important for files such as text files and databases, where a loss of information would be critical. This technique works by identifying and eliminating statistical redundancy within the data, and this process can be reversed when needed.
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Statistical redundancy: the repetition of information within a data set that does not contribute to its uniqueness.
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Lossy compression generally outperforms lossless compression when it comes to file sizes; however, it reduces files by permanently eliminating certain information. This information is redundant or less critical data, resulting in a compressed version that is not identical to the original but is, ideally, indistinguishable from the original to human senses. Lossy compression is commonly used for compressing multimedia files such as images, audio and video, where some loss of quality is acceptable in exchange for significantly reduced file sizes.

This can be seen in the images below. While it may be pretty difficult to visually distinguish the difference in quality, the lossy version uses 50 per cent less data than the original.
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Run-length encoding (RLE)

Run-length encoding is an effective lossless data-compression technique used to reduce the size of files containing many consecutive repeated characters.

For example, take this string:

AAAAABBBCCDAA

RLE looks for “runs” where a character is repeated. In the example above, we have five runs:

AAAAA BBB CC D AA

Once RLE has identified these, it encodes the run by replacing it with a pair: the character that repeats and the number of repetitions. So, the runs above become:

5A 3B 2C 1D 2A

The encoded string is then stored as:

5A3B2C1D2A

If we assume each letter stores 8 bits of information, the initial data is 13 × 8 = 104 bits, or 13 bytes.

After compressing with RLE, the data is 10 × 8 = 80 bits or 10 bytes: a 23 per cent reduction in size.

RLE is straightforward to implement and it is very effective for data with lots of repetitions, such as simple graphics and certain types of text files. RLE was often used on fax machines, which would send text documents via the telephone line. This was because they contained a lot of white space, which meant RLE could achieve compression ratios of up to 8:1. However, for data that does not contain many repeated characters, like a portrait photograph, RLE may not be very effective and, in some cases, may even increase the file size.
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PROGRAMMING EXERCISE

Create an RLE application that has two options: compress or decompress.

The compress option should receive a string and output the encoded version using the RLE algorithm.

The decompress option should do the opposite.

[image: ]






Transform coding
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The stages of transform coding



Transform coding is a form of lossy compression often used in JPEG image compression or MP3 audio compression.

Using JPEG compression as an example:


	•  Transform coding takes an image of N × N size and sections it into smaller sub-images of size n × n.

	•  Then the forward transform is carried out on each of the sub-images. The forward transform can use different algorithms, depending on the type of file compression, but for JPEGs DCT (discrete cosine transform) is used. This takes the image data from the spatial domain (pixel values) to the frequency domain. The output breaks the sub-image down into low- and high-frequency coefficients.

	•  These frequency coefficients are then passed to the quantizer. This step significantly reduces file size by simplifying the frequency coefficients obtained from the DCT. The purpose of quantization is to reduce the precision of high-frequency components (the fine details) rather than low-frequency components. This is because the human eye is less sensitive to high-frequency data loss compared to low-frequency detail. The extent of the quantization determines the compression level and the quality of the final image.

	•  The final step of transform coding is the symbol encoder. This is where the quantized coefficients are further compressed using entropy coding techniques. This runs through three further algorithms to reduce the file size by efficiently representing the frequency of occurrence of each symbol. The algorithms used at this stage are (in this order):

	1  Zigzag scan

	2  Run-length encoding (RLE)

	3  Huffman coding.



Once this stage has finished, the final compressed image is complete.
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Low-frequency data: correspond to slow changes in pixel values, such as broad areas.

High-frequency data: correspond to rapid changes in pixel values, representing fine details, edges and textures.
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REVIEW QUESTIONS


	1  What are the two main advantages of compressing files?

	2  Explain the difference between lossless and lossy compression.

	3  How does run-length encoding (RLE) work, and in what types of files is it most effective?

	4  Describe the process of transform coding in JPEG image compression and explain why it is considered a lossy compression method.
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A1.1.9 Types of services in cloud implementation

Cloud computing has revolutionized how organizations manage and deploy IT resources, offering flexible and scalable solutions to meet diverse business needs. There are three primary cloud service models: Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). Each one provides distinct levels of control, flexibility and management solutions.


Software as a Solution (SaaS)

SaaS delivers software applications over the internet. Users can access these applications through web browsers without needing to install, maintain or update the software locally. SaaS provides a cost-effective and convenient solution for businesses and individuals, offering a wide range of applications from productivity tools to customer-relationship management systems.

SaaS allows users to access their software from anywhere, on any device, as long as they have an internet connection. This eliminates the need for complex software installations. Many SaaS providers charge a subscription fee, which is often less than the cost of purchasing software licences. Additionally, updates and new features are automatically added by the provider, ensuring that users always have the most up-to-date version of the software.

However, SaaS software relies on the user having an internet connection; without it, they cannot run the software, unlike locally installed software. Data security is also a concern, as users rely on the provider’s security measures to protect sensitive data.


Example

Google Workspace is an example of SaaS. This suite provides productivity tools, including Gmail, Google Docs and Google Drive, used by businesses and educational institutions for communication, collaboration and storage.




Platform as a Service (PaaS)

PaaS provides a cloud-based platform that allows developers to build, test and deploy applications without managing the underlying infrastructure. PaaS includes tools and services to facilitate application development, such as databases, middleware and development frameworks.
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Middleware: software that connects different applications, allowing them to communicate and share data. It helps different parts of a computer system work together smoothly.
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PaaS accelerates software development by allowing developers to focus on coding rather than infrastructure management. It also makes it easier and cheaper to scale hardware as the user base increases. However, this solution can lead to vendor lock-in, making it difficult to move applications to different platforms and offering less control over the hosting environment.


Example

Microsoft Azure App Service is an example of PaaS. It is a platform for building, deploying and scaling web apps and APIs, used by developers to create scalable and reliable applications without managing the underlying servers.




Infrastructure as a Service (IaaS)

IaaS provides virtualized computing resources over the internet, such as virtual machines, storage and networks. This allows businesses to rent IT infrastructure instead of buying and managing physical servers.

Unlike PaaS, IaaS gives users full control over their virtual machines and networks. This reduces the need for upfront investment in hardware and allows businesses to rent solutions at a lower initial cost using a subscription model. IaaS is also scalable, making it easy to adjust resources as the user base grows. However, IaaS requires more technical knowledge than PaaS, as users must manage their own devices and secure their own data and applications.


Example

Amazon Web Services (AWS) EC2 is an example of IaaS. Businesses use AWS EC2 to create and manage virtual servers, providing the flexibility to run applications without owning physical hardware.
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REVIEW QUESTIONS


	1  What is Software as a Service (SaaS) and how does it differ from traditional software installation?

	2  Explain how Platform as a Service (PaaS) benefits software developers.

	3  Why might a business choose Infrastructure as a Service (IaaS) over purchasing physical hardware?
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EXAM PRACTICE QUESTIONS

Note: All the exam practice questions are representative of those that will be found on Paper 1 for the International Baccalaureate Diploma in Computer Science.


	  1  Describe the function of the arithmetic logic unit (ALU).
[2]


	  2  Outline the role of the program counter (PC).
[2]


	  3  Explain the advantages of multi-core processors compared to single-core processors.
[3]


	  4  Describe how the architecture of a GPU differs from a CPU, and why it is better suited for tasks such as video rendering.
[3]


	  5  Compare the processing power of a CPU and a GPU in handling complex computations.
[4]


	  6  Explain the role of L1 cache in a computer system.
[2]


	  7  Describe the fetch–decode–execute cycle that a CPU uses to process instructions.
[4]


	  8  Explain the concept of pipelining in multi-core processors.
[3]


	  9  Describe the differences between solid state drives (SSD) and hard disk drives (HDD).
[4]


	10  Describe the method of lossy compression and give an example of its use.
[3]
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