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PREVIEW – UK LICENSING

The landscape of the Close Protection industry in the U.K. changed markedly in 2006. This was caused by the implementation of new legislation, specifically the Private Security Industry Act 2001, which came into force for CP operatives in March 2006, past which point it would be illegal to work in a ‘contract’ CP role with a license.

The Act brought much needed regulation to the U.K. contract security industry and prior to the CP licensing deadline, wheel clampers, door supervisors and traditional security guards had all gone through the rigours of the licensing process. This involves, for all sectors, mandatory training, identity checks and police criminality checks.

For security guards and doormen there had been, for some years, recognised certificated courses which, if already held by an individual, could count as dispensation from part of the prescribed, statutory training. The CP world had no such history, with training being delivered officially by police firearms units and specialist military outfits and commercially, by a host of disparate training companies, some with questionable experience in the business and less than satisfactory training programmes.

With the prospect of licensing looming, consultation took place with industry worthies to put together a range of National Occupational Standards for CP, which would, eventually, become the basis for a list of what are known as ‘Core Competencies’, around which training delivery by approved organisations would be given. The core competencies have been developed by the regulatory body established under the act - the Security Industry Authority or S.I.A. It is the S.I.A. who issues the license (which runs for three years).

Whilst all this may seem of little consequence to those readers outside the U.K., it is interesting in that any person wanting to work in this country will be required to hold an S.I.A. license and already a number of foreign nationals have obtained licenses and my own Company has used a Swedish operative who has taken the trouble to become licensed.

 For the moment, however, I’d like to carry on with outlining the new training/licensing process. For someone coming into the industry, with no previous acceptable training history, it has been decided that a minimum time requirement of 150 hours of directed training is necessary to deliver the core competency subject matter.

One, hopefully, vital change is that any training provider who wishes to become an approved centre to deliver the S.I.A. CP training, is, supposedly, required to submit their training manual to an S.I.A. approved Awarding Body for it to be ‘mapped’ against the content of the 15 core competencies. Already, only a few months into the process, only one awarding body - The Buckinghamshire Chilterns University College (BCUC) is strictly following this guideline. It’s also clear that a large number of training providers, with little if any practical CP experience have simply decided to add the CP to their training matrix. So far, rather than ‘clean up’ the fringe element within the CP training industry, the doors appear to have opened wider with even less scrutiny of standards.

That having been said, on balance, formalised, statutory training and licensing has to be a good thing and below I’ve laid out how the National Standards became core competencies illustrated by examples from both pieces of work. Interestingly, having reviewed the areas of competency and set these against the Modern Bodyguard, I feel the book is 85%-90% in line with requirements. Where it falls short is certainly in the area of legislation, the competencies now including legislation to do with Misuse of Drugs and Licensing and, controversially, such issues as ‘Control & Restraint’. Personally, I have strong objections to a number of the inclusions, C & R not being the least of them. C & R has no role to play in CP work, but its inclusion is as a consequence of the fact that holding a CP license allows an individual to operate as a door supervisor or security guard, hence the inclusion of the issues to do with drugs and licensing legislation and the need for Conflict Management and C & R.

These areas should not have been included, as future generations without the benefit of knowing the rationale behind their inclusion, could mistakenly believe that issues such as C & R have always been a part of CP training.

These legislative changes in the U.K. must also be set against the wider, international situation. Since the book was last updated, we have had 911, Public Transport bombings in Spain and the U.K., the invasion of Afghanistan, the Iraq invasion and post invasion carnage and a host of other international terrorist horrors. There is no doubt that on the back of a worsening worldwide situation, is a realisation that security is not, any longer, the ‘distressed purchase’ it used to be. International corporations are certainly more conscious of the need to protect their assets, be that people or property and, clearly, there has been a positive impact on the demand for security training, consultancy and manpower supply.

The Private Military Contractor (PMC) can no longer be considered in the same light as the military, mercenary operations of previous years and if Iraq has proved nothing else, it is the need for commercial security contractors to deliver protective services, not only for commercial organisations engaged in reconstruction but for U.S./U.K. government agencies. One problem which I feel has emerged from the Iraq/Afghan situations is the blurring of the distinction between the work of PMC’s and commercial close protection work. Whilst circles of activity certainly overlap and having a ‘detail’ in Iraq, looking after a U.S. diplomat, obviously has elements common to looking after a corporate CEO, what is clear however, is, how the more extreme the environment, the narrower the SOP’s, if for no other reason than all unnecessary travel is restricted.

An escort detail in Iraq will move from A to B, no different from an armed military convoy, with little, other operational activity. Whilst in the commercial CP world we could be planning for a night out in downtown Moscow with a principal, the same won’t be happening in Baghdad. It comes as a shock to individuals who have left military service, become engaged in private military work in Baghdad, to return to the U.K. to find that they still require 150 hours of CP training.

New Occupationl CPS Standards

What I want to look at is one Unit from the National Occupational Standards for Close Protection and then gives an overview of the S.I.A. 15 core competencies. The National Standards were developed into 10 units with sub-divided elements and below we have listed the 10 units and looked, specifically, at Unit 6, which has 2 principle elements within it. Some elements such as PCP 2 has 6 elements within it and, unfortunately, space does not allow us to illustrate the whole range of the National Standards.


PCP 1 - Assess level of threats and risks to principals

PCP 2 - Plan and prepare to minimise threat and risk to principals

PCP 3 - Liaise and communicate with principals and others

PCP 4 - Establish and maintain secure environments

PCP 5 - Communicate effectively in the workplace

PCP 6 - Maintain the safety and security of principals whilst on foot

PCP 7 - Maintain the safety and security of principals whilst in transit

PCP 8 - Respond to trauma and medical crises

PCP 9 - Use control and restraint to support close protection

PCP 10 - Respond to potential conflict whilst providing close protection



As explained above, the occupational standards are grouped into Units of Competence, with Elements within those units and each standard comprises 3 components;

Performance Criteria - specifies the benchmark against which workplace performance can be specified or measured. Each criterion should contain an observable work activity or outcome of activity; together with the benchmark against which performance is to be measured (sadly we’re into the ‘Speak’ of the modern education protocols).

Range Statement - specifies categories of items that can vary when carrying out the activity described by the element title, thereby impacting on competence. These categories and items that each contains should only identify those things that are significantly different and potentially require different skills, or knowledge to deal with them in the workplace.

Knowledge Criteria - specifies the critical knowledge and understanding required in order to perform the work activity competently. The body of knowledge specified by the criteria should underpin the successful achievement of the work activity that is described in the element title. It therefore describes the ‘must know’ aspects of knowledge, not the ‘could know’, or ‘nice to know’.

We have taken one of the Units as an example before looking at the S.I.A core competencies. It would be impossible to include every core competency, but unit PCP 6 should give a good overview.

Unit PCP 6 - Maintain The Safety and Security of Principals Whilst on Foot

This unit defines the national standard of occupational competence for a close protection officer maintaining the safety and security of a principal whilst on foot. This unit therefore sets the standard for you to:


	Maintain close protection escort on foot (Element PCP 6.1) and

	Respond to incidents affect the safety or security of your principals (Elements PCP 6.2)



You must be able to maintain effective communications with the principal and other members of your team whilst providing foot escort, and confirm that your principal understands how to respond to any signal or command given. You should follow standard operating procedures for foot escort formations and continually assess situations to take appropriate action to deal with potential threats to the principal. This means that you should also be aware of situations when the principal is subject to surveillance or other unauthorised observation, and take appropriate action.

When you have to respond to incidents, you should be able to take immediate responsive action, giving clear instructions to the principal and taking account of any medical condition of the principal. You should maintain the health, safety and welfare of the principal, yourself and colleagues and be prepared for secondary or subsequent incidents that could compromise the safety or security of the principal.

Range statement: you must be competent to deal with the following types of -


	threats from: verbal attack, thrown objects, physical attack (unarmed), physical attack (weapon), firearms, explosives, hysterical crowds.

	escort formation: normal (box, vee, diamond, individual, loose, tight); emergency (cover, evacuation).

	protection procedures to: avoid hindrance to principals, maintain safe distance between perceived threat and principals, allow protection team to react to incidents, avoid dangerous routes.

	hazards: corners, doors, lifts, escalators, stairs, crowds, uneven surfaces.

	situations that are: life threatening, non-life threatening, not directly related to your principals.

	responsive action: evacuation, cover (principal), aggressive response, passive response.



Knowledge criteria: you must know and understand -


	the typical behaviour of your principals when walking under close protection and how this influences your operational methods;

	the signals and commands that are used on foot escort duties and how to follow them;

	the role and responsibilities of protection team members;

	the capabilities and limitations of typical personal protection equipment available to you;

	the sources and nature of potential threats to your principals when walking and how to identify them;

	foot escort formations and how to use them effectively in close protection;

	the standard operating procedures or practices for negotiating hazards and how to follow them;

	surveillance techniques and how to respond to them (counter and anti-surveillance measures);

	the actions that you are authorised to take to respond to potential or actual threats to your principals; and

	the need for clear and concise instructions when providing close protection on foot.



Range statement: you must be competent to deal with the following types of -


	responsive action: evacuation, cover (principal), aggressive response, passive response, counter-surveillance

	threats from: verbal attack, thrown objects, physical (unarmed) attack, physical (weapon) attack, firearms, explosives



Knowledge criteria: you must know and understand -


	the signals and commands that are used on foot escort duties and how to follow them;

	how to encourage your principals to follow commands or instructions, whilst respecting their position or status;

	the role and responsibility of protection team members;

	the capabilities and limitations of typical personal protection equipment available to you;

	the sources and nature of potential threats to your principals and how to recognise them;

	how to respond to signs of potential attack on your principals (body language, suspicious behaviour, potential weapons);

	implications of response reaction times and how to minimise these times;

	what action you are authorised to take to deal with incidents that could compromise the safety and security of your principals, yourself and colleagues;

	how to use reasonable force to maintain the safety and security of your principals, yourself and colleagues, and current relevant legislation that covers the use of force; and

	how to recognise actual and potential weapons.



It was then necessary for the S.I.A. to take these new occupational standards and turn them into areas of ‘Core Competencies’ along with training Aims and Objectives

The 15 S.I.A. Core Competency Training are as follows:-



	Introduction to the roles and responsibilities of the close protection operative

	Threat and risk assessment

	Surveillance awareness

	Operational planning

	Law and legislation

	Interpersonal skills

	Close protection team work

	Reconnaissance

	Close protection foot techniques

	Route selection

	Use of close protection vehicle techniques

	Search awareness

	Incidents and dilemmas

	Venue based security

	Communication and conflict management skills





To see how one of the areas of core competence relates to the national occupational standards, I have just illustrated below the aims and objectives of the first core area and where, in the national standards, one would find the detail.

Session 1: Introduction to the Roles and Responsibilities of the Close Protection Operative Aim


	To introduce and explain the roles and responsibilities of the close protection operative.

	To introduce and explain the roles and responsibilities of the close protection team.



Objectives By the end of this session trainees will be able to:


	Explain the purpose and diversity of the close protection sector

	Give examples of notable close protection incidents; successes and failures

	Explain the different between a client and a principal within the role of close protection

	Explain the different roles within a close protection team

	Explain the roles a close protection operative may undertake whilst working alone

	State the professional attributes of an effective close protection operative

	Explain the range of equipment available to the close protection operative

	Explain the purpose of close protection training and licensing

	State why it is necessary for a close protection operative to be responsible for their own continual professional development (CPD)

	Give examples of the different types of people to whom close protection operatives are required to provide personal protection and describe the different tasks involved

	Explain the need for a close protection operative to be flexible and act in a professional manner during an assignment

	Explain how working alone affects how a close protection operative carries out his/her role



As you can see above, depending upon the core competency, only certain of the national occupational standards will be referred to. Whilst this all may seem extremely complex, delivered in modern training ‘speak’ and, in some cases, irrelevant to the job we know we do, it is, on the whole, a great leap forward and everyone concerned with the development of standards and core competencies should be applauded. In some ways, having set out to design a zebra, the committee has given it two humps, a long neck and spots, we will always in the design of industry standards end up with a consensus, committee view.

As mentioned earlier, The Modern Bodyguard and also Travelsafe are listed as recommended reading by one of the Awarding Bodies, who are responsible for the approval and processing of the examinations and practical assessments from their training providers.

Also by the author;

‘Streetwise’– Personal Security & Self Defence

‘Travelsafe’ – Travel Security

‘Fit to Fight’ – Training for Combat





HANDLING INCIDENTS & DILEMMAS A ‘CORE COMPETENCY’

Below is an outline of some of the issues to do with this area of ‘training competence’. Personally, I would not have made this a separate competence as the whole of CP work is a constant, never ending battle about choices and options. A dilemma is just that - a fancy word for a choice and in a CP environment we are making decisions based on numerous options every day. I’ve tried here to give more of a feel for this area.

All vehicle drills, for example, are a mix of procedural SOP’s i.e. ‘Tactical Convoy’ work and IAD’s i.e. ‘Evasive Driving’(offensive and defensive), that may be employed if things go wrong.

Again, if we think about vehicles, it is all about choice, i.e. vehicle types, numbers, quality, capability, routes, order of march and so on. It’s all to do with making informed decisions based on a lot or, more usually, very little information.

The two, broad constituent parts of a close protection operation are:-

The execution of Standard Operating Procedures (SOPs), designed to cater for the security of a principal whilst on foot, in vehicles, housed in a residence, office, hotel, venue, public appearance, both domestically and internationally.

The ‘Actions On Drills’ or ‘Immediate Action Drills’ which a protective detail will instigate should a planned for or unplanned and unexpected incident, such as an attack, take place. Immediate Action Drills (IADs) are, by their very nature, a reaction to something happening, but should be structured, appropriate, rehearsed (trained) and instantaneous.

Threat and Risk Assessments, Intelligence Gathering, Principal Profiling, and planning, will all lead to the placing of sufficient numbers of people, with the correct resources and appropriate training, so as to create the safe and secure environment the task demands. To have a whole area of competence about handling incidents and dilemmas seems superfluous, as by its very nature every area of operation is about eradicating the probability of incidents and contingency planning if they occur. However, we’re now constrained to have to deliver it and the following overview may help:-

DEFINITIONS

Dilemma

“A position where each of two alternative courses (or all of the foreseeable courses) is eminently undesirable; (loosely) a predicament; a problem”. Chambers Concise

Incident

“A minor event showing hostility and threatening more serious trouble; a brief violent action e.g. bomb, explosion”.

It is necessary to point out that in reality all of CP work is a dilemma as there is always a range of alternate courses of actions, compromises and certain imperatives which, often, never lead to a perfect outcome.

All security is in some way a compromise, as it is impossible to perfectly guard a principal’s security whilst at the same time allowing him or her any freedom of movement. A CP operation compromises not only a principal’s freedom, but demands more money for more manpower and the more personnel involved, the more overt the operation becomes and so it goes on.

For example, an excessive number of PES and overly tight foot formations could be a serious compromise to a principal’s image. Overly enthusiastic tactical convoy drills can create dilemmas, particularly where, say, a traffic light change may create the dilemma for the VIP driver to run the red light or stop and brake the convoy.

At each step of a CP operation, from the planning stage to execution, we are constantly making choices and, most importantly, we should continually endeavour to brainstorm a comprehensive range of ‘contingencies’ which allow us to prepare for the possibility of a range of incidents - some inconvenient (a burst tyre) to more serious (a personal assault) and determine a range of immediate responses to same.

Preparatory to looking at specific incident handling issues it is important to consider decision-making processes when handling dilemmas or incidents.

In very basic terms, an incident is something which is untoward and has a probability of occurring, however remotely. In most instances, by the very nature of incidents, they will take a CP team by surprise. By contrast, a dilemma is something which poses a problem, the solution to which is cognitive and for which we may have time on our side. A dilemma is, by other definition, a ‘tactical choice’ and, for example, we may have the dilemma of vehicle choice where, operationally and for security reasons, we may prefer the principal’s vehicle to be suitable but innocuous, whereas the principal may wish to use his own, possibly high profile car.

There is a marked contrast between incident handling and tactical choices and no more so than in the cognitive aspect of resolving issues. If an attack takes place, appropriate reactions (IADs) must be instantaneous and also become part of what is known as the ‘startle response’. Training in reactionary drills, which is not inculcated sufficiently to be a startle response will often be delayed and ineffective. The success of any attack is predicated on the basis of surprise and any reactionary delay by CP team members will only add to the potential for success of the attack.

Reactionary drills are not required to have a cognitive element, rather they should be instantaneous trained responses, linked to an on-going awareness of the environment and people within that environment. It is a physiological fact that during moments of high stress and immediate threat, the body’s defensive mechanisms i.e. parasympathetic nervous system shuts down unnecessary functions such as digestion and also cognitive responses. At times of immediate threat, the body is geared for flight or fight, not thought.

Dilemmas, on the other hand are often not immediate and any CP operative will be faced with a range of these from traffic problems, to decisions on suspect packages, from cancelled hotel rooms, to vehicles breaking down in remote areas, to loss of communications, to choices between hotel floors or hotel rooms, to briefing clients on potential threats.

Some issues may result in simple ‘management inconvenience’, and whilst embarrassing for the CPOs, may not create a security breach. Having a client’s Bentley clamped is however both embarrassing and a security issue.

The subject heading should, more appropriately, be entitled ‘Contingency Planning’, as this, more correctly describes the process through which a CP detail endeavours to foresee all potential eventualities and plan accordingly.

Our intelligence gathering and detailed communications and liaison with the principal, the family, the managing agent, or company officers, the police and others involved, will elicit the information we need to plan effectively for what we assess are the risks a client may face.

What has to be factored in to the protective operation is that in the civilian, commercial CP world, there are budgetary constraints which will limit our choices and resources, as well as the fact that the client can, ultimately, have the last say, unlike an ‘official’ protectee who has to follow orders or commands of his/her protection officers.

Unless there is a clear acceptance of this fact, civilian CPOs will labour under the illusion that what they are doing will work effectively at all times. In reality, there is nearly always a compromise on manpower, vehicles, equipment and empowerment (i.e. no special powers). For a civilian CP detail therefore, contingency planning is paramount, as we are more likely, than not, to be facing options, changes and compromises nearly every day of the operation.

It is a truism that individual members of a civilian CP team must be capable of making ‘command decisions’, as they will often find themselves without recourse to a comprehensive command structure, via which difficult decisions will be made. For example, there are times when a CPO may be required to double up as a CP driver/BG and may have to resolve the dilemma of the issue of vehicle security and parking, as the car may be left unattended whilst he/she escorts the Principal. This dilemma may be exacerbated by the fact that the Principal evinces that he or she will not need a personal escort and that the CPO will remain with the vehicle.

There is often the dilemma of having a Principal ‘housed’in a particular hotel, but team members located in another. A team leader will then have to decide whether he details team members to a roster to carry out ‘corridor’ duties during the occasions when the principal is in his room or whether, with a detailed briefing to the Principal about personal security and in the knowledge that the hotel is very secure, that it will not be necessary to detail anyone to this task. Trusting one’s VIP in this case is one of the considerations. I’ve personally had a Principal act out of character and let a prostitute into his room who robbed him of some personal items. I was in a different hotel.

Elsewhere, we have discussed the dilemma of disclosing the client’s name when reconnoitring premises – hotels and venues and the decision-making is to do with the compromise of releasing security information weighed against the inability to carry out certain, necessary duties i.e. searches, if we do not.

Residence Selection

Selection of suitable accommodation is a good example of security dilemmas.


A. Urban. Generally lacking in privacy, congested traffic, ample cover for opposition

surveillance, but on the plus side, good communications and satisfactory police and emergency services response.

B. Suburban. In many ways similar to the urban environment, but in general better privacy. Less cover for opposition surveillance. Police cover is normally less constant, but reaction times will still be good.

C. Rural. Often isolated, and whilst more privacy, there will be more opportunity for opposition surveillance. Limited choice of escape routes, communications more difficult and emergency services may take longer to respond.



Types of Accommodation

As with location of accommodation, the types available offer a wide range of differing security aspects:-


A. Hotels. Used to handling VIPs; easy administration; frequently good security measure available; good cover from emergency services; possible to take over an entire floor as access control is then made relatively simple but opposition surveillance can be concealed within the general hotel population.

B. Terraced Houses. Linked buildings may have easy access in the roof space but access to this type of house by opposition is often limited.

C. Country Houses. Rarely overlooked, normally of very solid construction, plenty of scope for zoning and provision of a good safe room but mostly isolated.

D. Apartments. The top floor offers most advantages but comes with possible limited escape potential. Control of keys is vital, but difficult to achieve.



Dilemmas may be those which we face during planning choices or those which we encounter during the execution phase of an operation. For example, having, at the planning stage, selected the most suitable accommodation, a feature of the security of that accommodation will often be the vetting of deliveries to the accommodation.

Dilemma arise when unplanned for deliveries arrive that have not been listed on the daily occurrence log. The dilemma will then be to accept the item with any attendant security risk or have the item returned to the inconvenience of the Principal.

Incident handling is, by contrast, more prescriptive in that a range of immediate responses is often mandated for dealing with the most likely incidents that could occur.

Vehicle Anti-Ambush

The overriding aim of any security operation is to prevent an attack from taking place. All the measures taught in personal security, tactical driving and anti-surveillance are designed to prevent the enemy from being in a position to mount an ambush and the correct application of tactical driving skills, combined with an appearance of alertness and professionalism will assist in persuading a potential attacker that an attack on this particular principal would not succeed. It would be inappropriate, however, to rely on the above as our sole means of protection and in the event that an ambush is sprung, there are a number of reactive principles that must be applied.


	Protect the Principal

	Body Cover

	If the vehicle is armoured, leave the principal in the vehicle unless it is immobilised.




	Remove the principal from danger

	Fast, aggressive action

	Do not attack the ambush

	Beware of decoys

	Use appropriate drill



Drills

There are 3 basic drills which can be used with either a single car, a 2-car or a 3-car convoy.


A. Drive or ram through. This drill should be used when the attack comes from the side but the road is clear, or when the road in front is partially blocked by a lightweight vehicle.

B. Reverse out. This drill is appropriate when the road is blocked to the front by a substantial obstacle such as a fallen tree or a heavy goods vehicle, coach etc.

C. Evacuate on foot. This drill should be used when the road is effectively blocked to the front and rear.



Variations to the basic drills.


A. Transfer car drill. If the situation would allow either a drive-through or a reverse out, but if the principal’s car is immobilised, then the principal may be removed from his vehicle and placed in the escort vehicle, which then makes its escape.



The response to an ambush has to be rapid and must be constructive. This can only be achieved by constant practice by the PES and the drivers. A hesitation, a misunderstanding between the principal’s driver and the PES or an inability in the first instance to recognise the situation as it develops, could cost the principal his life.

As an example of incorrect response, we can look at the attack on Gen. Kroesens in August 1981 in Heidelberg. The 2-car convoy with PES vehicle behind Gen. Kroesen’s car was stationary at pedestrian lights, at which no pedestrian was waiting. The attack, using RPG7 and automatic fire came from high ground on the left of the convoy. The Principal’s driver stalled the engine of the armoured Mercedes. The PES debussed and engaged the ambush with their .38 revolvers.

I have wanted to give an overview of this one area of competence, which in their wisdom, the powers that be have decided stands alone, whereas, in reality, handling incidents and dilemmas is another title for all CP work. It’s a bit of committee-designed horse which has ended up with stripes, 2 humps and long neck!!
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