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For the men and women serving in our military who must train, and may have to fight, in a nuclear, biological and chemical environment. Thank you for your dedication and professionalism. If the defense of our nation and freedoms takes you into harm’s way, may God protect and watch over you.








Acknowledgements

I would like to thank John Boswell for his vision and Dr. Richard Rosenblatt, MD for his support and encouragement. And a big thanks to Gary Bethke and Comex Corporation for their technical assistance. There are a number who, due to security classification and job description have asked not to be acknowledged. But thanks anyway.









Introduction

You don’t need to be a soldier or a politician or a police officer to understand the threat posed by nuclear, biological and chemical weapons—not just to the United States as a nation, but to each and every man, woman and child in our country. You need only read the president’s introductory letter in our nation’s capstone security document, The National Security Strategy of the United States of America, where President George W. Bush sums up this threat:


The gravest danger our Nation faces is at the crossroads of radicalism and technology. Our enemies have openly declared that they are seeking weapons of mass destruction, and evidence indicates that they are doing so with determination.



This threat is so grave that, in December 2002, the White House published, for the first time ever, The National Strategy to Combat Weapons of Mass Destruction, an extraordinary document that states:


Terrorist groups are seeking to acquire weapons of mass destruction with the stated purpose of killing large numbers of our people, and those of our friends and allies, without compunction and without warning. . . . For them, these are not weapons of last resort, but militarily useful weapons of choice.



Alternatively, one could listen to the public speeches of our political leaders. In his remarks at the U.S. Military Academy in June 2002, President Bush stated:


Our enemies have declared the intention to attain catastrophic power to strike us. They want the capability to blackmail us, or to harm us, or to harm our friends.



Or one could listen to the speeches of our executive branch officials directly charged with the defense of the United States, such as John Bolton, Undersecretary of State for Arms Control and International Security, who declared shortly after September 11, 2001:


There is no doubt in my mind that had the terrorists who attacked the World Trade Center and the Pentagon possessed weapons of mass destruction they would have used them in these attacks.



With this high-level attention and such strong words, it is easy and comforting to think that our government is addressing the problem—that the military will defend us or that the Department of Homeland Security will protect us. We would like to believe that the national response to the events of September 11, 2001, has resulted in a robust defense against the terrorists who would bring weapons of mass destruction to America. I wish it were so. The United States Commission on National Security, led by former Senators Gary Hart and Warren Rudman, noted:


A year after September 11, 2001, America remains dangerously unprepared to prevent and respond to a catastrophic terrorist attack on U.S. soil.



When I was asked to edit this book, my first reaction was “I’d like to, but I’m just too busy.” I’m working on a novel that will be released by Pocket Books in late summer, with a second in the series due a year from now. The series is called The Mercenary Option. I’m also preparing a nonfiction work on advanced Navy SEAL training called The Finishing School, a sequel to The Warrior Elite. And I am collaborating with my photographer friend Cliff Hollenbeck, for a pictorial book on SEAL Training. This full-color, tabletop book is scheduled for release this spring. I have a lot on my plate. But I could not turn this project down. There are several reasons for this: guilt, fear, and anger.

The first is guilt. After the Berlin Wall fell and the Soviet Union left the stage as our primary adversary, novelists like me turned to terrorists for scenarios that threatened our national security. When I develop a fiction scenario, I try to think like a terrorist and I do an immense amount of research. Military and disaster-preparedness experts tell me that my plots are plausible, accurate, and scary. I’ve written some very realistic novels that feature chemical and radiological terror. And for well over a decade, hundreds of thousands of readers have bought these books. In these thrillers, the terrorists attempt some very nasty things and they almost succeed, but in the nick of time, the good guys come to the rescue. Now I feel a little guilty that my fiction is on the verge of becoming fact, and in real life the good guys don’t always get there in time. And this gives me a great deal of concern.

Now the fear. What do you do—indeed what do I do—when the unthinkable events in my novels become fact? It can certainly happen; many experts believe it is only a matter of time. This text is a primer that can save your life and the lives of your loved ones. It is a ready resource to help you prepare for a nuclear, biological or chemical terrorist attack. The only antidote for fear is knowledge. Who has this knowledge? Who has been in the business for decades of preparing Americans to survive a nuclear, biological or chemical attack? There is only one answer: The United States Military.

In addition to guilt and fear, I’m also angry, and I hope you are, too. These terrorists feel that they can take advantage of our free and open society, with its guarantees of individual liberties, and use these freedoms as an avenue to attack us. Sometimes I feel like the outraged newscaster played by Peter Finch in the movie Network: “I’m mad as hell and I’m not going to take it anymore.” But what can you and I do? I’ll tell you what we can do. We can become informed, and in so doing, we can eliminate some of the fear and the potential loss of life that these terrorists wish to inflict on our wonderful nation.

We are all exposed—your family and mine. So I decided to take on this project and write something that you and your family can use. This book will quiet your fears, as it has mine, and it may save your life and the lives of those you care about. I have no children of my own, but many of my friends have grown kids who are off to college or working in a major city. I plan to see that each of them has one of these manuals.

To prepare this manual, I have poured through volumes of military and government agency material on nuclear, biological and chemical warfare. Consider it your “field manual” against terror. It is designed to help you and your family to survive a terrorist attack with these weapons of mass destruction. The text contains the best practices of all the United States military services for dealing with the threat of these horrifying killers. This manual is straightforward in the presentation of the facts and dangers of a terrorist attack and user-friendly in its application. I sincerely hope that all those who have bought and enjoyed my novels over the years will purchase this book. Sadly, it is time to prepare for the real thing.

One of my challenges in preparing this work was to make it a useful document with practical advice. Many of my sources were heavy on “military speak” and “medical speak,” and the jargon of the professional soldiers and healers. In the book’s eight Chapters I have toned this down and presented the information in a way that is accessible and engaging to the public. In the appendices, however, I wanted the reader to have the information directly from the experts. I hope I have struck the right balance between the useful and the technical. The information in this book represents a best practice approach to these issues.

 Keep in mind that advances in medical science and field medical procedures are taking place every day. Later editions of this manual will reflect updated information as it becomes available. Also, civilian disaster response doctrine and civil defense efforts may be more applicable than standard military procedures developed for combatant use. And finally, the clinical and medical treatments and procedures in this text are not meant as a guide for self-treatment. Just as if you are the first person at a terrible automobile accident, you have to take action to save lives until help arrives. There is no substitute for a trained medical professional. But the more you know about the proper action to take until help arrives may be critical in saving life.

I believe this field manual is your best defense against the nuclear, biological, and chemical weapons that our enemies have sworn to use against us. Keep it close by as a handy reference. I urge you to read it and use it to protect your family from the terrorist attack that we will all likely have to face in the near future.

Dick Couch
 March 2003











Chapter 1
THE THREAT OF NUCLEAR, BIOLOGICAL, AND CHEMICAL TERRORISM


But even as Third Wave armies hurry to develop damage-limiting precision weapons and casualty-limiting non-lethal weapons, poorer countries are racing to build, buy, borrow, or burgle the most indiscriminate agents of mass lethality ever created; chemical and biological as well as atomic. Once more we are reminded that the rise of a new war form in no way precludes the use of earlier war forms—including the most virulent weapons.

—War and Anti-War: Survival at the Dawn of the 21st Century,  Alvin and Heidi Toffler



Though it was written in 1993, this quote by two preeminent futurists is eerily prescient of how war has dawned in this century. Nor is it an accident that the President’s Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction used this quote to set the strate-gic context for their report.

Until the last decade of the last century, most Americans thought that terrorism was something that happened elsewhere. However frequently U.S. citizens and interests were the target of terrorists abroad, many nonetheless believed that the United States itself was somehow immune to such violence within its own borders. Terrorism, accordingly, was regarded as a sporadic—albeit attention-grabbing—problem that occasionally affected Americans traveling or living overseas and concerned only those U.S. government agencies with specific diplomatic and national security responsibilities.

 If the 1993 World Trade Center bombing put a dent in that complacency and the explosion in Oklahoma City two years later added to those concerns, the attacks on the World Trade Center and the Pentagon on September 11, 2001, dramatically underscored the depth of animosity that some people harbor toward the United States. Coupled with this ill will for our country and way of life, a new terrorist mind-set seems to have emerged—one that does not shrink from indiscriminate mass murder using nuclear, biological, or chemical weapons. Indeed, today’s terrorists seem determined to harm us with whatever means they have at their disposal to bring their brand of fanaticism to America.

The availability of advanced military and commercial technologies, and commonly available transportation and delivery means, permit terrorists to develop and employ weapons of mass destruction well beyond their geographic regions. Moreover, adversaries not party to an ongoing conflict may support terrorism on U.S. soil for their own purposes.

Any number of terrorist organizations or potential adversaries currently possess, or could rapidly acquire, biological and chemical weapons and other toxic materials and, in some cases, nuclear or radiological capabilities. They may also have or seek to acquire clandestine and long-range delivery systems to reach our shores. Potential enemies include emerging global adversaries, regional adversaries, and non-state adversaries. States have territorial and political bases of power, whereas non-state adversaries have population and ideological bases of power. Others rely on the shared interests and capabilities of members. Non-state adversaries include terrorist and criminal organizations and individuals with the motivation and resources to put U.S. interests at risk.

Simply put, these are people who don’t understand us or like us. They are threatened by the United States because our democratic institutions and free enterprise system give rise to a middle class and place power in the hands of the people—governance with the consent of the governed. They envy our wealth and freedoms, and they fear our cultural influence. Since they are no match for our military power, they resort to terror; and since they have no hope of defeating our soldiers, they attack our civilians—they attack you.

States may have incentives to acquire weapons of mass destruction in spite of their adherence to international agreements and treaties forbidding such actions. Non-state groups do not consider themselves bound by such agreements and treaties. States and non-state groups alike may have incentives to operate outside the norms of acceptable international behavior, especially when important interests are involved. They may seek to overcome U.S. alliance or coalition strengths by focusing on vulnerabilities to weapons of mass destruction. There are at least five principal reasons why terrorists resort to using weapons of mass destruction as a weapon.

The first reason, and the most basic, may be simply the desire to kill as many people as possible. Weapons of mass destruction could give a terrorist group the potential capability to wipe out thousands, possibly even hundreds of thousands, in a single stroke. Statistics provided by the Federal Emergency Management Agency (FEMA) give one indication of the potential killing power of these agents compared to conventional high explosives. According to FEMA, to produce about the same number of deaths within a square mile, it would take 705,000 pounds of fragmentation cluster bomb material; 7,000 pounds of mustard gas; 1,700 pounds of nerve gas; 11 pounds of material in a crude nuclear fission weapon; 3 ounces of botulinal toxin type A; or half an ounce of anthrax spores. Such weapons would provide terrorists with the perfect means to seek revenge against, or even annihilate, their enemies.

Another reason for groups to seek the use of weapons of mass destruction is to exploit the classic weapon of the terrorist—fear. Terrorism is a form of psychological warfare. The ultimate objective is to destroy the structural supports that give society its strength by showing that the government is unable to fulfill its primary security function and, thereby, eliminating the solidarity, cooperation, and interdependence on which social cohesion and economic functioning depend. Viewed in this context, even a limited attack using weapons of mass destruction would have disproportionately large psychological consequences, generating unprecedented fear and alarm throughout society. The 1995 nerve gas attack by the Aum Shinrikyo cult, for instance, which resulted in 12 deaths, not only ignited mass panic in Tokyo, but also shattered the popular perception of security among the Japanese people, who had considered their country to be among the safest in the world. Moreover, it served to galvanize American attention to the threat of weapons of mass destruction.

A third rationale for why terrorists resort to weapons of mass destruction could be the desire to negotiate from a position of unsurpassed strength. A credible threat to use nuclear, biological, or chemical weapons would be unlikely to go unanswered by a government and could, therefore, provide a terrorist organization with a powerful tool of political blackmail of the highest order.

An additional reason why terrorists would use weapons of mass destruction—and especially biological weapons—could derive from certain logistical and psychological advantages that such weapons might offer terrorists. A biological attack, unlike a conventional bombing, may or may not be likely to attract immediate attention, and could initially go unnoticed, only manifesting itself days or even weeks after the event. This would be well suited to groups that wish to remain anonymous, either to minimize the prospect of detection and arrest or to foment greater insecurity in their target audience by appearing as enigmatic, unseen, and unknown assailants.

Finally, a terrorist group may wish to use weapons of mass destruction—and especially biological agents—to cause economic and social damage by targeting a state’s or region’s agricultural sector. On several previous occasions in other parts of the world, terrorists have contaminated agricultural produce or have threatened to do so. Between 1977 and 1979, more than 40 percent of the Israeli European citrus market was jeopardized by a Palestinian plot to inject Jaffa oranges with mercury. In 1989, a Chilean radical left-wing group that was part of an anti-Pinochet movement claimed that it had laced grapes bound for U.S. markets with sodium cyanide, causing suspensions of Chilean fruit imports by the United States, Canada, Denmark, Germany, and Hong Kong. In the early 1980s, Tamil separatists in Sri Lanka threatened to infect Sri Lankan rubber and tea plantations with nonindigenous diseases as part of a biological war strategy designed to cripple the Sinhalese-dominated government. The United States is vulnerable to this form of aggression, given the integrated and intensive nature by which farm animals are bred, transported, and sold, as well as the high degree of genetic homogeneity and concentration found in primary crop-growing regions. Disrupting this vital and vulnerable industry could not only damage the economy, it could also undermine confidence in the government’s ability to protect the very foundations of American society.

Preparedness at home plays a critical role in combating terrorism by reducing its appeal as an effective means of warfare. Acts of catastrophic terrorism produce not only deaths and physical destruction but also societal and economic disruption. So, it is important to try to eliminate the incentive for undertaking acts of terrorism on U.S. soil in the first place. If the disruptive effects of terrorism can be sharply reduced, America’s adversaries may be deterred from taking their battles to the streets of our nation’s homeland.

The threat of terrorists using nuclear, biological, and chemical materials appears to be rising—particularly since the September 11, 2001, attacks. Several of the 30-plus identified foreign terrorist organizations and other non-state actors worldwide have expressed interest in these weapons—although terrorists probably will continue to pursue proven conventional tactics such as bombings and shootings.

Nuclear, biological, and chemical weapons information and technology are widely available in text form or on the Internet. Also, the extensive publicity surrounding the anthrax incidents following the September 11, 2001, attacks has highlighted the vulnerability of civilian and government targets to chemical, biological, radiological, and nuclear attacks.

Although al-Qaeda and other terrorists will continue to use conventional weapons, one of the highest concerns is their stated readiness to attempt unconventional attacks against the United States. As early as 1998, Osama bin Laden publicly declared that acquiring unconventional weapons was “a religious duty.”

Terrorist groups around the world have ready access to information on chemical and biological and, to some extent, even nuclear weapons via the Internet, publicly available scientific literature, and scientific conferences, and we know that alQaeda was working to acquire some of the most dangerous chemical agents and toxins. A senior bin Laden associate on trial in Egypt in 1999 claimed that his group had chemical and biological weapons. Documents and equipment recovered from al-Qaeda facilities in Afghanistan show that bin Laden has a more sophisticated biological weapons research program than previously known.

There is strong evidence that al-Qaeda has ambitions to acquire or develop nuclear and radiological weapons and has been receptive to any outside nuclear assistance. In February 2001, during the trial on the al-Qaeda bombings of the American embassies in Tanzania and Kenya, a government witness—Jamal Ahmad Fadl—testified that al-Qaeda pursued the sale of a quantity of purported enriched uranium (which in fact probably was scam material) in Sudan in the early 1990s. On the basis of the materials that known terrorist groups have attempted to acquire, the Central Intelligence Agency assesses the terrorist use of radiological dispersal devices to be a highly credible threat.

This near-term threat of nuclear/radiological, biological, or chemical terrorism was underscored by Secretary of Defense Donald Rumsfeld, who, shortly after the events of September 11, 2001, noted:


In World War II there were suicide pilots flying their aircraft into our ships. Today, a new enemy is seeking global power and has flown our airliners into our buildings on suicide missions. They are now working to gain access to weapons of mass destruction. . . and armed with these weapons they will kill not a few hundred or a few thousand, but tens of thousands or hundreds of thousands.



It would be a grave mistake to think that the threat of terrorists using weapons of mass destruction is a hypothetical. In early 2003 six men were arrested in London, England, with a quantity of the deadly toxin ricin in their possession. This is only one of an alarming series of similar incidents, pointing out the diffuse nature of the threat of these weapons. Unfortunately, many prefer to think of this threat as more hypothetical than real. George Poste, chairman of the Department of Defense bio-terrorism task force, addressed this in a very blunt and direct manner:


I do not wish to see the coffins of my family, my children, and my grandchildren created as a consequence of the utter naïveté, arrogance and hubris of people who cannot see there is a problem.



The threat of nuclear, biological, and chemical terrorism is real and it is growing—and this threat requires that all of us take proactive steps to protect our families and ourselves. You can start with a comprehensive family action plan.
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