
      
      
         [image: Cover]

      
   
      Praise for ANTHONY LAKE’S

      6 Nightmares

      
         “Lake’s examination of nuclear and biological weapons, electronic crimes, and ambiguous warfare is so spirited that anyone
         could see the exposed underbelly of the world’s security.”
      

      — Sam Omatseye, Denver Rocky Mountain News

      “Lake does an excellent job of providing an easily digestible narrative that clearly illuminates the problem for the foreign
         policy novice…. The issue Lake seems most passionate about is peace-keeping.”
      

      — Robert A. Manning, Far Eastern Economic Review

      “6 Nightmares helps to explain Washington’s failure to prioritize threats and devise appropriate responses over the past decade…. Recommended
         for libraries specializing in international relations.”
      

      — James R. Holmes, Library Journal

      “Refreshing insight into the American security network and the personalities who make the tough decisions…. Lake has provided,
         in a surprisingly readable form, a western expert’s analysis of the global dangers that lie ahead.”
      

      — Publishers Weekly

      “Lake is an informing guide to the recent past, and he calls eloquent attention to possible shipwrecks in the near future….
         I welcome and applaud Tony Lake’s book.”
      

      — Karl E. Meyer, World Policy Journal

      “An insider’s account of truly important issues… a brilliant book. The narrative is compelling and told by a profound foreign
         policy expert.”
      

      — John Deutsch, former Deputy Secretary of Defense and Director of Central Intelligence

      “6 Nightmares is a vital examination of our national security that reads like a thriller.”
      

      — George Mitchell, former Senate Majority Leader

   
      Also by Anthony Lake

      
         Legacy of Vietnam (contributing editor)
      

      The “Tar Baby” Option
Our Own Worst Enemy (with I. M. Destler and Leslie H. Gelb)
      

      Somoza Falling
Third World Radical Regimes
After the Wars (editor)
      

   
      
      Copyright

      Copyright © 2000 by Anthony Lake

      
         All rights reserved. No part of this book may be reproduced in any form or by any electronic or mechanical means, including
         information storage and retrieval systems, without permission in writing from the publisher, except by a reviewer who may
         quote brief passages in a review.
      

      Originally published in hardcover by Little, Brown and Company, October 2000 First Back Bay paperback edition, January 2002

      For information on Time Warner Trade Publishing’s online publishing program, visit 
         www.ipublish.com.
      

      
      Hachette Book Group

      237 Park Avenue

      New York, NY 10017

      Visit our website at 
         www.HachetteBookGroup.com
      

      www.twitter.com/littlebrown

      First eBook Edition: March 2010

      ISBN: 978-0-7595-2028-8

      
   
      
         For Alexander, Galen, and
the NSC staff, 1993–1997
      

   
      Contents

      Praise for ANTHONY LAKE’S

      Also by Anthony Lake

      Copyright

      INTRODUCTION: The Locusts Munching

      CHAPTER ONE: New Tools for New Terrorists

      CHAPTER TWO: eTERROR, eCRIME

      CHAPTER THREE: Ambiguous Warfare

      CHAPTER FOUR: Peacekeeping As Permanent Band-Aid

      CHAPTER FIVE: The Perils of Weakness

      CHAPTER SIX: The Sixth Nightmare: Washington, D.C.

      EPILOGUE: The Big Dog Threatened

      NOTES

      ACKNOWLEDGMENTS

   
      INTRODUCTION

      The Locusts Munching

      
         
         The White House Situation Room, scene of so many intense meetings on the most dangerous crises facing our nation over the
         years, is surprisingly small. The conference table almost fills the room. One of the wooden panels on the wall can be opened
         to reveal a television screen and camera for videoconferencing. But the Situation Room has no computer-generated maps or other
         twenty-first-century briefing devices.
      

      One day in 1996 the President’s national security team (I was his national security advisor) met for a discussion of chemical
         and biological terrorism. I found the low-tech setting symbolic of our position in addressing such new threats to our nation’s
         security. We are embarking on a new century with the mental furnishings of the century past. We can see some of its dangers.
         We are starting to act on them. But we have a very long way to go.
      

      The meeting took place before the Atlanta Olympics. Military briefers came to the Situation Room to show us their preparations
         for any chemical or biological terrorist incident. A Marine appeared in a suit that looked like something to be worn by an
         
         astronaut. It would allow him to approach a suspicious device safely, communicating by radio with a team of experts in order
         to identify and begin to deal with the chemical or biological agent. It was all quite impressive. It added to our confidence
         that all our agencies were doing what could be done to prepare for unconventional attacks in Atlanta. But then I asked: What
         would happen if such an incident took place in the next few years in Toledo, say, or Spokane? When would we be able to react
         quickly to such incidents on a nationwide basis? The answer was the functional equivalent of silence.
      

      This was one small moment that illuminated a big problem. We face a number of new threats, by no means limited to biological
         and chemical terrorism, that challenge the clarity of our thinking at least as much as our ability to act. America’s military
         might dwarfs that of any foe. We spend more on national security every year than all our potential enemies and non-allies put together.
         
            1
         
          America’s annual military expenditures are greater than all our NATO allies, Japan, Israel, and South Korea combined. (All
         this without impoverishing ourselves: In 1998 our military budget represented a smaller fraction of our gross national product
         than at any time since 1940 — yes, 1940 — an extraordinary tribute to the strength of our economy.) As with the productivity
         of our economy, our military’s strength is expanded by its extraordinary use of new technologies. It should and will continue
         to grow.
      

      But our military and diplomatic strategy has not kept pace with our hardware. It is not easy to adapt our national security
         mind-set to a rapidly changing world. For example, when we think about national security and the safety of our people, the
         first thing we think of is the strength of America’s enemies — both real and potential. But in a world grown closer, the weakness of other nations can harm the lives of our citizens as much as, or more than, the military strength of potential foes. When
         markets 
         quake in Indonesia or Mexico, they send tremors from Wall Street to Main Street. When political unrest racks Central America,
         southern California’s social services feel the aftershock. When our allies are struggling with economic recession, they are
         unwilling or unable to pull their weight on the global stage — leaving us to shoulder more of the burdens. When new democracies
         lack the means or experience to enforce their domestic laws, international criminals can set up shop — and stretch their tentacles
         beyond our doorstep.
      

      We still face many threats from abroad. But we are thinking too much along traditional lines in our national security discussions.
         This was true in many of the decision meetings we held while I was in the White House in the mid-1990s; it has been true in
         most of the stories you read in our press and in most of our congressional debates since. We need to think more clearly about
         the changing nature of the threats we face. Most of these threats are based in the new reality of “globalization.” To meet
         them we must anticipate, and help to shape, a world of change.
      

      We live in a revolutionary time. With America’s technological edge and culture of innovation, globalization in some ways offers
         our people more security as well as tremendous opportunities. Our military is using new information technologies to expand
         its qualitative edge. Economically, globalization brings consumers greater choice and lower costs. It stimulates trade and
         fosters the worldwide growth on which our rising prosperity depends.
      

      But the winds of globalization carry clouds of danger as well. The electronic commerce that permits small companies to expand
         their sales also helps organized criminal gangs to launder dirty money. The same Internet that allows a doctor in Bucharest
         to consult a hospital in Baltimore can also be used by terrorists to hatch their plans and hide their tracks. Even as greater
         openness and mobility are promoting social progress, porous borders can 
         be exploited by those who smuggle the drugs and guns that terrorize our communities. Consider: Only about one in twenty of
         the container shipments that enter the United States is inspected at the border.
      

      And ironically, at a time when, thanks to the spread of democracy, more people than ever before in human history have a chance
         to influence their governments, globalization is eroding government’s ability to act on their behalf.
      

      Some see the effects of globalization as a blessing; others as the devil’s work. In truth, globalization is like the weather:
         It simply is. We can try to understand it better. We can work to predict its course. But if we don’t make the best of these forces of
         change, and seek to harness them, they will get the best of us.
      

      There is a natural reaction in times of change to seek refuge within the familiar: within our own nations or our own ethnic
         groups or even within our own hatreds and fears. But the natural reaction is not always the smartest. And in our global age,
         it’s downright dangerous. You can see the same struggle in nations on every continent. On one side are those who view change
         as inevitable; who see the opportunities of a world grown closer; who believe the solution is to compete, not retreat; who
         think the best way to stay strong within their borders is to band with countries beyond them. On the other are those who view
         change as an enemy; who think that the discipline and challenges of a new world can be avoided; who believe that it’s better
         to go it alone than share an ounce of authority with others.
      

      In the 1940s, America’s great postwar leaders — Truman, Marshall, Acheson, Vandenberg — laid the foundation for half a century
         of unparalleled peace and prosperity. They knew that American leadership in the world was the only way to prevent another
         catastrophe. So they forged new instruments of international cooperation, such as the Marshall Plan, the United 
         Nations, NATO, the Bretton Woods institutions, and made the investments to sustain them. At the start of the twenty-first
         century, America is still reaping the returns of their farsighted vision.
      

      Now, we have a chance to make the turn of the century another period of construction. We can forge and adapt the institutions
         and arrangements that will strengthen security, prosperity, and peace for those who work to sustain them, while raising the
         costs of isolation for those who defy their norms. At the turn of the century, the United States stands at the height of its
         power. If we want to retain that power tomorrow, we should use it to build today.
      

      Much more can and should be done to enhance our security and promote our prosperity well into the twenty-first century. And
         much more can and must be done to deal with some new national security threats. Shaped by this period of rapid change, they are tests of our ability
         to think anew as well as to act.
      

      Make no mistake: These threats are upon us. We can’t be sure of their exact consequences, but we can be sure they are there. That is why I wrote this book — to help sound the alarm. Now, during a time of relative calm, we
         can and need to think and act strategically in addressing the challenges posed by globalization.
      

      These are the questions that seem to me vital to our continued security:

      [image: art]   Are we doing everything we can to protect the American people from nuclear, chemical, and biological weapons?
         Could tomorrow’s Timothy McVeigh gain access to a weapon of mass destruction?
      

      [image: art]   Could a foreign terrorist or international criminal gang use the computer to wreak terrible harm on us?

      [image: art]   Have we accurately anticipated the military battlefields of the future? How does a superpower fight a war
         against a state that responds through ambiguous acts of terrorism?
      

      [image: art]   
         When the next Rwanda, Bosnia, Haiti, or Kosovo teeters on the brink, will we step in early enough to pull it back before it
         falls into the abyss? In the age of CNN, can we say no? Are our purposes in our peacekeeping efforts clear enough, or are
         these operations Band-Aids that we will never dare remove?
      

      [image: art]   Are we looking at our geostrategic challenges through the right prism? In a new era, classic great-power
         relations still matter. But they cannot be understood only in classic ways.
      

      [image: art]   And, finally, will a Washington obsessed with political games-manship fritter away America’s future through
         its own irresponsibility?
      

      Each of these questions, left unanswered, or answered badly, could in the near future lead to an actual nightmare.
         
            *
         
         
      

      The present danger is only compounded by a sense of complacency. These are good times. There are few challenges that cannot,
         seemingly, be deferred. So Washington can do what it likes to do best: indulge in its central pastime, partisan politics.
         Historians will record that Washington was unusually bizarre at the turn of the twenty-first century. We were conducting our
         politics through our courts; conducting our court business through 
         the press; and, periodically, the press was examining itself, concluding it was making matters worse — and then continuing
         to do precisely what it had just condemned. Can we blame so many of our citizens for turning from healthy, democratic skepticism
         about our leaders to a dangerous, deep cynicism? There is nothing wrong, and much right, with politics — so long as its final
         purpose is serious governance.
      

      With great power — and no nation has ever had more — comes great responsibility. Previous generations spent trillions of dollars
         to protect us during the Cold War. Now, Washington is squandering a historic opportunity to safeguard and strengthen our future.
         John F. Kennedy, writing in Why England Slept, cited a former British prime minister’s description of the 1930s as the “years the locusts have eaten.” Look around you.
         Listen. You can hear the locusts munching.
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